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What we will cover today

= |mpact of our IT security audits
= Audit program and tools we use

= |essons learned
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What we do and why

IT security audits are important to:

= |dentify security gaps in state and local government IT systems

= Offer remedies and strategies to improve IT security through
our recommendations

The goal: To help
governments better serve
Washingtonians and protect
the data they hold
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A sample of audit findings reveals serious problems

Procedural deficiencies
= Lack of policies and procedures
= Broken vulnerability and patch management processes
= |Incomplete visibility into networks
Technical vulnerabilities
= Missing patches

=  Misconfigured devices
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Agency reactions demonstrate audit value

= Remediate vulnerabilities as quickly as possible
= Correct procedural deficiencies
= Prioritize security

= Agencies request audits
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Building expertise within our Office

4 Auditors N Technical support /IT security specialists\

* Lead and conduct audits; — * Review/validate findings

auditee relations Solicit feedback * Help craft findings and

* Develop findings and and clarification recommendations
recommendations —_— * Technical knowledge
e Audit knowledge transfer transfer to auditors and

\ to IT security specialists / \ auditees /
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Audits scoped in two parts

= Penetration testing

= Leading practices assessment

0 Critical Security Controls

= \/ersion 6.1
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Critical Security Control assessment

Critical Security Controls (CSCs)
= Prioritized list of security measures, focused on value
= Endorsed by public and private organizations

= Surveyed WA state agencies prefer CSCs over NIST 800-53
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The CSCs we use

1. Inventory of authorized and unauthorized devices

2. Inventory of authorized and unauthorized software

3. Secure configurations for hardware and software

4. Continuous vulnerability assessment and remediation

5. Controlled use of administrative privileges Version 7 of the Critical

Security Controls is
forthcoming

11. Secure configurations for network devices

Office of the Washington State Auditor 9



CSC audit program

= Measurable sub-controls to implement each CSC

= Developed procedures using AuditScripts criteria,
examining three topic areas:

o Policy
0 Implementation

o Automation/Technical enforcement
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Leading practice assessment

= Critical Security Controls assessment consists of:
o Interviews
o Observing
o Technical testing

= Scoping meeting(s) with auditee to discuss audit:
o Process
0 Needs

o Deliverables
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CSC assessment procedures — Interviews

= Participants may include:
o CIO
o CISO
o T staff

= Allocate about three hours
to review each control
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CSC assessment procedures — Observing

= Level of evidence depends on risk and significance

= |ncludes:
o Over-the-shoulder observing
o Screenshots

= Goal: Conduct all interviews and validation in one week
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CSC assessment procedures — Technical testing

For example:

= Passwords

o Age

=  Administrator accounts

0 Excessive use?

Domain Administrators
embers are authorized to administer the domain. By default, the Domain Admins group is a member of the Administrators group on all computers that have

joined a domain, including the domain controllers. Domain Admins is the default owner of any object that is created in the domain’s Active Directory by any

. If members of the

ember of the group

group create other objects, such as files, the default owner is the Administrators group

Logon ID Name Pwd Age Last Logged In No Pwd Pwd Reversable Pwd Not
(Days) Expiry Req.
Bruce.Wayne Bruce.Wayne 1695 3/20/2016 1:14:39 PM True False False
Adam West Adam West 1695 3/20/2016 2:59:45 True False False
AM
svc.SQL.GH svc.SQL.GH 588 3/20/2016 7:40:17 PM True False False
svc.backup.GH svc.backup.GH 367 3/14/2016 7:39:37 True False False
AM
Dr.Pepper Dr.Pepper 52 3/22/2016 3:07:35 False False False
AM
lucius.fox_Admin Lucius.fox.Admin 43 3/22/2016 7:15:02 False False False
AM
Dr.Dre Dr.Dre 23 3/19/2016 12:15:58 False False False
AM
barbara.gordon_admin barbara.gordon_admin 10 False False False

3/14/2016 8:50:05
AM
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Audit results — Overview

Critical Security Control IT management,
assessment sheets technical staff

Executives, IT management,

AuditScripts spreadsheet technical staff

Critical Security Control results

Executives, IT management
document

Technical results (such as scans) Technical staff
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Audit results — CSC assessment sheets

= Document interviews,
testing and evidence Audit Program

Version 2.0
Critical Security Control #1

1.4. Asset Inventory Data

| I n C I u d e S p e Cifi C’ d eta i I e d 1.4.1. Implementation: Based on the information in this section (1.4.1), we conclude the agency has

implemented sub-control 1.4 in the context of:

O All Systems [ Most Systems [ Some Systems [ Part(s) of Sub-Control CJ No Systems

re S u Its 1.4.1.1. Does the agency maintain an asset inventory of all systems connected to the network
and the network devices themselves, recording the following information?

1.4.1.1.1. Maching name(s)...c.ccccerecverrereresressereessrsesasseesessesssssssssssseesessensenees L1YES CINO
. 1.4.1.1.2. IP address .. OO SRPPRPTTSPRPTRTR I | 4-Y-3 B |\ [o}
] I t d d f t h I t ff 1.4.1.1.3. Purpose of each system... rtrreererreseenseeesasnessaseenssasnserensenseneenes LIYES CINO
n e n e O r e C n I Ca S a 1.4.1.1.4. An asset owner responswble for each dewce cerereesereeneenennenees L1YES CINO
1.4.1.1.5. The department associated with each de\.rlce E—— | =Y )

[Notes and Evidence]

= Conclusions feed into
AuditScripts spreadsheet
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Audit results — CSC assessment sheets

1.4. Asset Inventory Data
1.4.1. Implementation: 3ased on the information in this section (1.4.1), we conclude the agency has

implemented sub-control 1.4 in the context of:
[ All Systems [ Most Systems X Some Systems [ Part(s) of Sub-Control [J No Systems

Based on the information collected in question 1.4.1.1, we conclude that the agency is
implementing sub-control 1.4 on some system. The agency is not collecting the purpose
of each system or the department associated with the system in their inventory data.

1.4.1.1. Does the agency maintain an asset inventory of all systems connected to the network
and the network devices themselves, recording the following information?

1.4.1.1.1. Maching Name(s) .. sssssssees s ssnnanaenenene. 24 Y85 LINO
1.4.1.1.2. IP GAAIrESS cnveeeeeeeeeecee e e crar e e eeneae s rsseeesesraeesnnnesssnnnasesennaneeennes 2 YES LINO
1.4.1.1.3. Purpose of each system. e es s csranaeneeene L1YES ZINO
1.4.1.1.4. An asset owner responsible for each device ......cooccvvvveevevcvvenenenn. BYes LlNo
1.4.1.1.5. The department associated with each device.......ccccceeeevenvvrenne... dYes KNo

From interview with Boris, the inventory contains the machine name, IP
address, and asset owner, which is the person with the system but may

not necessarily be the person with ultimate responsibility for the system
(see the full asset inventory at F.1.143),
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Audit results — CSC assessment sheets

1.4.2. Automation/Technical Enforcement: 3ased on the information in this section (1.4.2), we
conclude the agency has automated/technically enforced sub-control 1.4 in the context of:

All Systems [ Most Systems [ Some Systems [ Part(s) of Sub-Control L] No Systems

Based on the information collected in question 1.4.2.1, we conclude that the
agency is automating/technically enforcing sub-control 1.4 on all systems
because the inventory system automatically inventories all systems connected
to the production network and captures the information outlined in question
1.4.1.1. Even though the agency is not collecting all information required by
sub-control 1.4, the automation of the information collecting is in place.

1.4.2.1. How is the asset inventory updated with information about new systems connected
to the network?

New systems are entered into Active Directory as part of the purchasing
process. Once the systems are received, the HelpDesk images the system
with the standard image, which is then automatically recorded in the
inventory by the inventory system We observed jne system being imaged
in the helpdesk area while on-site and then visually reviewed the inventory
system to verify that the system was automatically entered into the
inventory after imaging.
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Audit results — CSC assessment sheets

1.4.3. Documentation: Based on the information in this section (1.4.3), we conclude the agency has

documentation for sub-control 1.4 that is:
L] Approved Witten L] Written & Partially Written [ Informal [ None

Based on the information collected in question 1.4.3.1, we conclude that the agency has
documentation that is partially written for sub-control 1.4 because the policy does not
require the agency to collect the purpose of or department responsible for each system in
the asset inventory.

1.4.3.1. Does the agency have documentation detailing the maintenance of an IT asset

inventory, which requires the following information be recorded in the asset

inventory:
1.4.3.1.1. Maching NamE c..cecoveeeeeeeeeeeeeeceeeeesreeee s nseeeernnseessnnseeennnneneeens. 24 YES LINO
1.4.3.1.2. IP AQAress ..ceee et e ceesesreseenseersseeennesesnsaeesnnessnseesnsnenssnneenees (2 YES CINO
1.4.3.1.3. Purpose of each system.... e ceveaee s sssnananaee. LY €S ENO
1.4.3.1.4. An asset owner responsible for each device .......cccceveveeeeevenvveen.. ZYes CINo
1.4.3.1.5. The department associated with each device........cccevvveeeevennnee. L¥es ENo

Section 1.3 of the agency IT Security Program requires the agency to collect
the machine name, IP address. and asset owner for all svstems on the

production network (see page 5 of the Security Program at F.1.125).
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Audit results — AuditScripts spreadsheet

= |ncludes dashboard with charts/graphs

= |ntended for agency technical staff and
mid-level management

= Customized by our auditors
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AuditScripts dashboard

(’) AuditScripts Critical Security Controls Initial Assessment Tool (v6.0b) enCIEL{;Ye

Maturity level: Desription:

Maturity Level Aggregate Scores

Level One Policies Complete 0.59

Level Two Controls 1-5 + 11 Implemented 0.49 1.00
Level Three Controls 1-5 + 11 Automated 0.35 0.80
Level Four Controls 1-5 + 11 Reported 0.28 AL
0.40
Maturity Rating™: 1.72 [
0.00

*Rating is on a 0-4 scale. POLICIES COMPLETE CONTROLS 1-5 + 11 CONTROLS 1-5 + 11 CONTROLS 1-5 + 11 REPORTED

Exhibit 1: Top 5 + 11 CSC Maturity Rating JaliebEHTED ALITRELSIES

Note: This tab edited for formatting and content by SAO auditors.

CSC Implementation Percentage by Control

100%
B90%

CSC#1 CSC#H#2 CSC#3 CSC#4 CSCHS CSC#11

Exhibt 2: Top 5 + 11 C5C Implementation Percentage by Control
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AuditScripts dashboard

(’) AuditScripts Critical Security Controls Initial Assessment Tool (v6.0b)

Maturity Level Aggregate Scores

Level One

Policies Complete
Level T T T

il Maturity level Description:
Level One Policies Complete 0.58
— Level Two Controls 1-5 + 11 Implemented 0.49
o Level Three Controls 1-5 + 11 Automated 0.37
Level Four Controls 1-5 + 11 Reported 0.28

Maturity Rating*:

*Rating is on a 0-4 scale.
Exhibit 1: Top 5 + 11 CSC Maturity Rating

Exhibt L7 Top o + 11 Ll Implementation Fercentage by Lontrol
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AuditScripts CSC 1 worksheet

(’) AUdltSCﬂpts Critical Security Control #1: Inventory of Authorized and Unauthorized Devices IEHCIQVQ

Limited Distribution - Confidential and Proprietary SA0

Total Implementation of CSC #1 Information, subject to RCW 42.56.420 and RCW 42.56.270 csC1 |mp|emen‘ta‘ti0n Breakdown
Percent Aligned: 453 100%
0%
Percent Hot Aligned: o4 0%
Note: This tab edited for formatting and content by SAQ auditors. o

1 The "Percent Aligned” level was changed by 540 from "Risk Addressed.”

2.The "Percent Mot Aligned” level was changed by SAO from "Risk
accepted.”

3.The C5C 1 Implementation Breakdown chart was added by Sa0.

n, = ™ Criteri N was
4_The "Control Repun‘gﬂ to Dglegatgd,au[hgrrt:‘. _m“enc-r. [column H) was DEFINED IN FOLICY IMPLEMENTED AS AUTOMATED AS. REFORTED TOH TOTAL IMPLEMENTATIDN
changed by SA0 from "Control Reported to Business. INTENDED MTENDED MANAGEMENT

Control Automated or Control Reported to

10 Critical Security Control Detail NIST Core Framework Sensor or Baseline Policy Defined Control Implemented Teel el Eflreed)  Deloopned Ak,

Rl
Implemented on fMast Automated on Mozt
Sustems Sustems

Deploy an automated asset inventory discovery tool and use it to build a

preliminary inventary of systems connected to an organization’s public and
11 private network(s), Both active tools that scan through IPud or IPYE network

address ranges and passive tools that identify hosts based on analuzing Identify

Identify Active Device Discovery System

b
. i ) Implemented on Some Automated on Some
Pazsive Device Discovery Sustem

their traffic should be emploved. Systems Systems
If the arganization iz dynamizally assigning addresses using OHCP, then h
deplow dynamic host configuration protocol [DHCP) server logging, and use Implemented on Most

1.2 _p, o X - d p. ! ! 99ing Detact Lag Management System | SIEM Partial \Written Palicy = Reported on Some Sustems
thiz information to imprave the assetinventory and help detect unknown Sustems
systems.
Ersure that all equipment acquisitions automatically update the inventar Implemented on Some

1.3 P q. Y P ¥ Identify Msset Inventory System ‘wiritten Policy 2
system as new ., approved devices are connected to the network. Sustems Thedy, Ry=s (SAO]):
Mairtain an asset inwentary of all systems conmected ta the network and the = q{l.est?on 142 af
network devices themselves, recording at least the network addresses, the CSC 1 assessment
machine namelz), purpoze of each system, an asset owner responsible for sheet atF.1.25
each device, and the depantment associated with each device. The
inventory should include every sustem that haz an Internet protocal (IF]
address on the netw ork, including but not imited to deskiops, laptops,

. . ) - ; Automated on Most
1.4 zervers, network equipment routers, switches, firew allz, ete.), printers, Identify Aszet Inventory Sustem Reported on Some Sustems

Systems
storage area netw orks, Vaice Over-IP telephones, multi-homed addresses, 2

vintual addresses, ete. The assetinventory created must alsoinclude data
onwhether the device is a portable andlor personal device. Devices such
as mobile phones, tablets, laptops, and other portable electronic devices
that store or process data must be identified, regardless of whether they are
attached to the organization’s netw ark.
Deploy network level authentication via 802, 1= to limit and sontrol which
1.5  devices can be connected tathe network. The 802, 1 must be tied inta the Pratect Metw ark Level Suthentication (WLA)
inventory data to determine authorized versus unauthorized sustems.

-

Usze client certificates to validate and authenticate systems prior to
¥ P Protect Public Key Infrastruture (PRI Partial \Written Palicy Reported on Some Sustems

connecting to the private netw ork.

16
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Audit results — Critical Security Controls

= Results in brief

0 Overall results

= Detailed results section
0 Explains why each control is important

o What we found
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CSC Results in Brief

Results in Brief

The audit of the critical security controls determin

Maturity Rating jne

the six evaluated controls was 1.72 on a scale o

maturity level in the six controls; Exhibit percent of each control the Entity has

implemented. What the audit fo commendations covering each control are described in the

Results section of this repo tailed analysis in Appendix C.

Exhibit 1 - Organization maturity level for the six audited Exhibit 2 - Percentage of actions completed for each control

controls CSC Implementation Percentage by Control
Maturity level: Desription: B
Level One Policies Complete 0.58 a0
Level Tweo Controls 1-5 + 11 Implemented 0.49 80%
Level Three Controls 1-5 + 11 Automated 0.37 :g

Level Four Controls 1-5 + 11 Reported 0.28 508

N4

Implementation by Control
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CSC Results — Control introduction

Control description

- Does the organization have and maintain an inventory
of all the devices that are connected to its network?

—

Critical Security Control #1 klntory of authorized and unauthorized devices

Does the organization have and maintain an inventory of all the devices (workstations, servers,

networking devices, etc.) that are connected to its network?

Why this control is important

An organization must be aware of all devices on its
devices, printers and network equipment). Without this knowledge, the o
awareness of risk, which could undermine its risk assessment and affect its ability to implement’a

effective security program.

As an example, unknown devices added to the network are unlikely to receive the same level of
monitoring that known devices receive. Aside from the possibility the device may be malicious, it may

not receive the necessary patches, increasing the likelihood of vulnerabilities, leading to an increased

Office of the Washington State Auditor
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CSC Results — What the audit found

What the audit found
Overall, we conclude that the Entity has aligned its IT security controls in a way that implements 50

percent of Control #1 (see Exhibit 4).

The Entity maintains a partial inventory  Exhibit 4- Breakdown of actions completed in Control #1

What the audit found

= Alignment percentage

= |mplementation
description

= Areas of strength
= Areas for improvement

= Test results

of devices on its network. One area of CSC 1 Implementation Breakdown
100%
/ strength was use of an active scanner. 20%
80%
&e Entity could improve by =
S0%

® hardware inventory with

Additionally, we tested

:ontrols and observed that 3 DEFINED IN POLICY IMPLEMENTEDAS AUTOMATEDAS REPORTED TO TOTAL IMPLEMENTATION
INTENDED INTENDED MANAGEMENT

as able to detect

d devices on the network, was able to alert personnel about those devices, and was not able

stwork access to those unauthorized devices within the recommended time frames. See

in Appendix C for detailed results.

ting, observation, and interviews with the Entity’s staff, there are multiple contributing
3

" Reasons not fully

implemented
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Public reporting and confidentiality

= |nformation largely protected under state law

o RCW 42.56.420(4)

Yellow Book considerations (7.41 & 7.42)
= Public audit reports published with limited details

= Present high-level results to governing stakeholders

0 Joint Legislative Audit and Review Committee
for state audits
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Lessons learned

= Add SAO IT security specialists

= Start interviews with “Implementation” question

= Core evaluation tests will be optional

= Clearly communicate audit expectations to auditee

= Made reporting optional

Office of the Washington State Auditor
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References

= AuditScripts spreadsheet:
http://www.auditscripts.com/free-resources/critical-

security-controls/

= Center of Internet Security Critical security controls:
https://www.cisecurity.org/controls/

=  Additional tools listed on slides 33 & 34

State Auditor’s Office website:

WWW.S§a0.Wd.gOoV

Office of the Washington State Auditor
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Questions?
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Contacts

Pat McCarthy
State Auditor
(360) 902-0360
Pat.McCarthy@sao.wa.gov

Scott Frank
Director of Performance Audit
(360) 902-0370
Scott.Frank@sao.wa.gov

Joseph Clark Ryan Thedy, CISA, GSIF
Performance Auditor Performance Auditor
(360) 725-5572 (360) 725-5414
Joseph.Clark@sao.wa.gov Ryan.Thedy@sao.wa.gov
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Tools used in our audits

= Nessus: https://www.tenable.com/products/nessus/select-your-
operating-system

o Gain awareness of patch levels
o Check systems against known benchmarks
o Gain awareness of privileged accounts
= Lynis: https://cisofy.com/lynis
o Free audit tool for Linux, Unix, and Apple systems.

=  AdAssetinventory.PS1: https://gallery.technet.microsoft.com/office/
Active-Directory-Audit-7754a877

o PowerShell script that identifies privileged accounts in AD and
provides insight
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More tools used in our audits

= NetBrain: https://www.netbraintech.com

o Maps networks for situational awareness
o Generates network diagram

o Assists in configuration review

= Nipper: https://www.titania.com/products/nipper-studio

o Networking auditing tool

= CIS-CAT: https://learn.cisecurity.org/cis-cat-landing-page

o Center of Internet Security tool for checking CIS
benchmarks

Office of the Washington State Auditor
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