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“The Changing Face of
Auditing”
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Before — Reported ROI — Early 1990°’s

$800.00
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Today — Reported ROI - 2016

$11,500,000,000
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E=MC?
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TCFOA=?
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Lots of auditors ... Lots of time ...

o —
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Fewer auditors ... Less time ...
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TCFOA=
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Agenda

 Who we are ...
What we do ...
When did we start ...

 Where we went ...
Why wedoit ...

« Howwe do it ...

* Pay Dirt!

* Questions

Office of Inspector General | U.S. Department of Housing and Urban Development
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Who are we? (The Team)

* iDAD - Integrated Data Analytics Division

@uditors)

v' Statisticians

Computer Scientists

Data Analysts

Research Specialists

XN X X

Program Managers

Office of Inspector General | U.S. Department of Housing and Urban Development
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What do we do? (The Mission)

iIDAD is responsible for the development and
implementation of OIG’s Advanced Analytics
Program (AAP) which encompasses the
collection and management of internal and
external datasets; and implementation of data
virtualization (integration of disparate systems
and multiple databases)

Office of Inspector General | U.S. Department of Housing and Urban Development
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What do we do? (The Mission)

The Goal

To create a data-driven and analytical
environment for a proactive approach in
carrying out the OIG mission by leveraging
data for enhanced decision making and
activity planning

Office of Inspector General | U.S. Department of Housing and Urban Development
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What do we do? (The Mission)

Advanced Analytic Program (AAP)
The program is designed to:

v’ Facilitate thorough analysis of current and
historical data

v Present an overview of the housing industry to
apply insights and enhance OIG’s strategic planning

v Create an accessible portal to housing program
data needed for OIG day-to-day activities

Office of Inspector General | U.S. Department of Housing and Urban Development
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What do we do? (The Mission)

IDAD will implement AAP by:

v Acquiring and managing direct access to HUD and
internal databases

v’ Collecting and integrating structured and unstructured
data to build OIG’s knowledgebase

v Applying various analytic techniques (modeling, data
mining, machine learning, etc.)

e

I
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What do we do? (The Mission)

iDAD will implement AAP by:

v’ Establishing and maintaining a comprehensive database
of all relationships

* Individuals to Individuals
* Individuals to Entities

* Entities to Entities

e Entities to Individuals
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What do we do? (The Mission)

iIDAD will implement AAP by:

v’ |dentifying patterns in current and historical data to
identify risk and opportunities

v’ Capturing relationships among many factors to conduct
risk assessments or potential risk associated with a
particular set of conditions
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What do we do? (The Mission)

iIDAD will implement AAP by:
v Designing, developing, implementing, and managing a:

e Comprehensive program risk assessment and

monitoring tool to generate actionable leads for the
OlG community

* Data-driven scoring mechanism for all identified data
anomalies

Office of Inspector General | U.S. Department of Housing and Urban Development % % orrice o ol |
| INSPECTOR GENERAL ||

(= | [ f.;i. |{ T




Integrated Data Analytics Division — Purveyors of Excellence In Service and Expertise

What do we do? (The Mission)

iIDAD will implement AAP by:

v' Making recommendations for the acquisition of state-
of-the-art technology to facilitate a dynamic and robust
environment to foster effective and efficient data
capturing, processing, storage, searching, analysis, and
visualization
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What do we do? (The Mission)

Success Factors

* Transforming the OIG to take advantage of an Advanced
Analytics Program

 Creative use of both internal and external data sources to

obtain a broad view of the housing industry that is useful
to end users

* Designing effective data models that help identify housing
issues and optimize OIG operations

e

I
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What do we do? (The Mission)

Desired Outcomes

* Increase availability and accessibility of HUD program
data to the OIG community

* Increase OIG’s usage of data for strategic planning
purposes

* Increase quantity and quality of actionable leads for
OIG Auditors, Evaluators, and Investigators

ice of Inspector General | U.S. Department of Housing and Urban Development L 5 % arrice of o -.I'
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When did we start ... Where did we go?

1990’s
Mloon
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1. The Journey Begins

* Individual Office of Audit staff
leveraging existing technology and
HUD system access to accomplish
the work
Just a few data champions within
the Office of Audit
Data analyses use and results
generally limited to individual audits
and reviews
Basic data mining of HUD and
external data associated with the
tenant based Section 8 program

HUD OIG Data Analytics Timeline

3. Formal Group Established

Data centric Computer Audit
Specialist positions created
Separate group formally established
within Office of Audit to provide
national data analyses support for
on-demand services

Data acquisition from additional
HUD systems increases

Became involved in nearly all
national audits and external reviews
by providing HUD data and
advanced analyses expertise

5. Statistical Expertise

» Developed a higher level statistical
analyses program, creating
innovative designs and ground
breaking methodologies
Data analyses starts to become
entrenched within the audit
workload and strategic planning
process

* Data analyses used to spearhead
some of the largest, most successful
joint multi-agency initiatives within
audit and investigative operations

7. Organizational Changes

Merged the on-demand support
group with the predictive analytic
division, bringing all agency data
analyses resources under one
consolidated division

Better to serve entire OIG field and
HQs operations and to become a
major contributor to agency
strategic workload planning
Leveraged skill sets to develop FHA
predictive analytic models to assess
mortgage industry trends

2. Informal Group

National data mining group
informally established within the
Office of Audit

Data champions given data analytic
training and support responsibilities
Duties are supplemental to existing
work requirements

Data focus centered on acquiring,
converting, and providing FHA and
rent subsidy data to support audit
and investigative efforts

ACL adopted as the standard data
analyses tool

4. Data Matching

In collaboration with the Office of
Investigations, computer matching
agreements established with FBI,
NCMEC, USPS, and OPM
On-demand data analyses support
steadily increases to unprecedented
levels

Adoption of basic statistical
sampling techniques

Office of Audit data server created
to house national HUD FHA and PIH
and MF rent subsidy data sets for
analyses and sharing with field-level
data champions

OIG data analyses journey
chronicled in CIGIE’s Journal of
Public Inquiry

6. Predictive Analytics

Established a separate Predictive
Analytics group

Staffed by technical experts in
computer science and data
modeling and analyses

Invested in creating and deploying
an advanced system hard/software
infrastructure

Near-live connectivity established
with key HUD PIH systems
Invested in data visualization, and
dash boarding technology
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When did we start ... Where did we go?

1. The Journey Begins *Individual Office of Audit staff leveraging
existing technology and HUD system
access to accomplish the work

«Just a few data champions within the
Office of Audit
* Data analyses use and results generally

limited to individual audits and reviews

* Basic data mining of HUD and external
data associated with the tenant based
Section 8 program

& & DFFICE of & %

INSPECTOR GENERAL

LINTTED: STATES DRPARTSENT CES
MO G AND UALAN DEVELD
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When did we start ... Where did we go?

2. Informal Group

* National data mining group informally
established within the Office of Audit
* Data champions given data analytic training

and support responsibilities

 Duties are supplemental to existing work
requirements

* Data focus centered on acquiring, converting,
and providing FHA and rent subsidy data to
support audit and investigative efforts

* ACL adopted as the standard data analyses tool

Office of Inspector General | U.S. Department of Housing and Urban Development & % OFFICE of * %
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When did we start ... Where did we go?

3. Formal Group Established BEsEIEReIa1d elele sl ti=ig \le 1A o] Io I[N
positions created

Separate group formally established within
Office of Audit to provide national data
analyses support for on-demand services

* Data acquisition from additional HUD

Office of Inspector General

systems increases

*Became involved in nearly all national
audits and external reviews by providing
HUD data and advanced analyses expertise
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When did we start ... Where did we go?

4. Data Matching

*In collaboration with the Office of Investigations, computer
matching agreements established with FBI, NCMEC, USPS, and
OPM

*On-demand data analyses support steadily increases to
unprecedented levels

* Adoption of basic statistical sampling technigues

* Office of Audit data server created to house national HUD FHA
and PIH and MF rent subsidy data sets for analyses and sharing

with field-level data champions
* OIG data analyses journey chronicled in CIGIE’s Journal of Public
Inquiry

Office of Inspector General | U.S. Department of Housing and Urban Development & % OFFICE of * %
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When did we start ... Where did we go?

5. Statistical Expertise *Developed a higher level statistical analyses
program, creating innovative designs and
ground breaking methodologies

* Data analyses starts to become entrenched
within the audit workload and strategic
planning process

* Data analyses used to spearhead some of
the largest, most successful joint multi-
agency initiatives within audit and
investigative operations
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When did we start ... Where did we go?

6. Predictive Analytics

*Established a separate Predictive Analytics

group
*Staffed by technical experts in computer science

and data modeling and analyses

*|Invested in creating and deploying an advanced
system hard/software infrastructure

*Near-live connectivity established with key HUD
PIH systems

*|nvested in data visualization, and dash boarding
technology

Office of Inspector General | U.S. Department of Housing and Urban Development & % OFFICE of * %
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When did we start ... Where did we go?

7. Organizational Change « Merged the on-demand support group with
the predictive analytic division, bringing all
agency data analyses resources under one
consolidated division

*Better to serve entire OIG field and HQs
operations and to become a major

Office of Inspector General

contributor to agency strategic workload
planning

* Leveraged skill sets to develop FHA
predictive analytic models to assess
mortgage industry trends
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HUD OIG Data Analytics Timeline

8. The Future

*Invest in geospatial data analyses resources and develop robust in-house
geographic information systems and expertise

*Continue to connect the OIG data analytic infrastructure to an increasing
number of HUD data systems

*Invest in acquiring uniquely qualified staff with highly specialized skill sets

*Incorporate housing-related publically available national data sets within the
data infrastructure

*Continue to provide data based HUD program risk assessment systems and
make significant contributions to the OIG’s audit , investigative, and
evaluation strategic workload planning processes

* And most importantly, continue to develop a proactive predictive analytics
capability to measure future trends affecting HUD operations and the
housing industry
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Where did we go? Where are going?

Mloon
STARS!
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Why do we do it?

Number of Reports Using CAATs and Data Analytics
P ——

P ——
FY / External\ / Internal "\
ROI/Report ROI/Report
External | Reported RQI Ratio Internal Reported RO Ratio
2015 29 $634,969,38 $21,895,496 7 $110,366,80 $15,766,687
2016 30 $130,492,19 $4,349,740 5 $3,246,697,766\ | $649,339,553
TOTAL 59 $765,461,579 ‘K $12,973,925 /' 12 $3,357,064,572 ‘k$279;?55,381,
N—_—
Number of Reports Not Using CAATs Data Analytics
FY External\ Internal
eport ROI/Report
External | Reported RQI Ratio al Reported RO/ Ratio
2015 35 $45,720,89 : 4 S0
2016 11 S24 $2,208,841 / 6 §255,9 62
TOTAL 4 ,018,146 ‘K $1,522,134 / 10 $255,972 ‘K $25,59/ .
N—_— N—_~—

T —————
— —

k % OFFICE of
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Why do we do it?
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How do we do it?

« Obtain Executive Level Buy-in and Support

* Promote/Hire the Right People

« Research, test, and acquire your “tools”

* Invest in the Technology

* Get Some Wins

Do What You've Never Done and What No One Else is
Doing

* Break Your Paradigms

* Build On The Successes

Office of Inspector General | U.S. Department of Housing and Urban Development & & OFFICE of B «3
INSPECTOR GENERAL
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Pay Dirt! - IDAD FY16 Workload — Summary Highlights

e Continued to enhance the OIG’s effectiveness in carrying out its
mission by providing timely and efficient response to over 500
region, headquarters, and outside agency requests for data,
analyses, statistical sampling, and other services.

e Used advanced statistical methodologies to quantify over $13
billion in estimated monetary impact associated with work
performed for the annual audit of HUD’s financial statements
and other OA initiatives.

e Continued timely data analytic support to the joint
OIG/HUD/DOJ BLI task force, contributing to the $1.3 billion in
civil remedy settlements negotiated so far in FY 2016.  ——

Office of Inspector General | U.S. Department of Housing and Urban Development L & & OFFICE of + R0
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Pay Dirt! - IDAD FY16 Workload — Summary Highlights

e Developed HUD program assessment and risk-based targeting
systems designed to identify high risk multifamily non-health
care project operations.

e Developed a data mining tool to search SF FHA claims and
default history data sources and target loans that have
significantly exceeded title conveyance timelines. The algorithm
identified over 250,000 delayed conveyance loans since October
2010 and about $4.1 billion in ineligible claim payments.

Office of Inspector General | U.S. Department of Housing and Urban Development
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Pay Dirt! - IDAD FY16 Workload — Summary Highlights

e Developed, tested, prototyped, and fielded a
comprehensive FHA mortgage claims predictive model:

v’ Successfully applied it to 13 banking sectors, several at-risk
watch-list banks, and included localized built-in analyses
algorithms to highlight different regions of the country
according to price volatility in the housing market.

v Developed a website template/visualization dashboard with
several drill-down layers showing historical rates of loan
failures to display and showcase the results.

Office of Inspector General | U.S. Department of Housing and Urban Development




Historical Claim Patterns by Region: 2006_Q1

Adjusted to represent an equal number of active FHA loans in each quarter.

Integrated D ata Analytics Division
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Pay Dirt! - IDAD FY16 Workload — Summary Highlights

e Developed and fielded multi-family project and single family loan
servicing risk assessment and targeting systems designed to rank
potential audit, investigative, and evaluation workload and to
facilitate strategic planning.

e Conducted focused, in-depth outreach to Region 4 Office of
Investigations to better understand specific case workload, the
factors contributing to successful prosecutions, and established
unprecedented collaborative working relationships to foster a
deeper understanding of field level data and analyses support
needs.

Office of Inspector General | U.S. Department of Housing and Urban Development
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iDAD FY16 Workload — Summary Highlights

e Enhanced the predictive analytics infrastructure by
ingesting HUD and third party data sources related to multi-
family and PIH income verification and benefits eligibility
determinations and oversight.

e Developed a HECM fraud targeting interactive geospatial
dashboard that allows interested agents and other users to
target reverse mortgages across the nation that appear to
have significantly over appraised market values when
compared to it’s neighbors within local proximity.

Office of Inspector General | U.S. Department of Housing and Urban Development
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Pay Dirt! - Status of HUD OIG Geo-Spatial Journey

* Mid-2016 — OIG acquires ESRI ARC GIS license

v iDAD appoints a geo-spatial guru — may later hire
a degreed analyst/specialist

v' Worked with IT to setup a server-based
infrastructure

v Developing map-based visuals and dashboards

Office of Inspector General | U.S. Department of Housing and Urban Development B & & OFFICE of + %l
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HUD OIG Integrated Data Analytics Division - Geo-Spatial Use Case — Hurricane Sandy Flood Surge and HUD Public Housing Assets

Newdatrey
Stage

B - Storm Surge

o - PHA Asset

Let’s get a closer look
At the HUD public
housing assets in
Atlantic City.
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Pay Dirt!

Office of Inspector General | U.S. Department of Housing and Urban Development
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Office of Evaluation - iDAD DIRTY Fact Sheet — 2006-001-A7-MF-011516
Office of Evaluation - Integrated Data Analytics Division - DIRT D' . . g .
ata |nformatics and Reporting Team Yield Dispatch
DIRTY Fact Sheet — 2016-001-R7-MF-011516 porting pe
Prepared For: Ron Hosking. Region 7 Inspector General for Audit
Data Informatics and Reporting Team Yield Daka: tanyary 1%, 2008 Fage1of2
Dispatch
RESULTS [PAY DIRT]): The top I5 highest risk MF projects soored by the system ane:
Prepared For Ron Hesking, Region 7 Inspector General for Auwdit
Date: January 15, 2016 Page 1of2 Ragon | OGE | ety D Property Hare Bddre oy s | P
" Hank Scom Codde
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Pay Dirt!

i |\ s

Office of Inspector General | U.S. Department of Housing and Urban Development & % OFFICE af * %l
| INSPECTOR GENERAL




Integrated Data Analytics Division — Purveyors of Excellence In Service and Expertise

Pay Dirt!

Journal of Public Inquiry Article Highlights the HUD OIG Data Mining Journey at

http://www.ignet.gov/randp/fw06jpi.pdf

A PURLICATION OF THE INSPECTORS GENERAL OF THE UMITED STATES

A HISTORY OF DATA MINING INITIATIVES

IN THE
US. DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT

INTRODUCTION

The inspector general comemunity has

% long been in search of the audit and
investigative Haly Grail-to identify,
develop, and report resalts Gster
with fewer man hours and smaller
budgens. While those agencics that
have embraced and invested in the
technological advances in compater
f P

significant operationa] efficiencies in atmining sgency
goals, it is the sgencies that have incorporated the use
of data mrining and its ancillary techniques that have
come closest t maximizing automation's productivity-
enhancing potential. This article will focus on the

* U8 Department of Houwsing and Urban Development,
OHfice of Inspector General’s (HUIDMOIG) data mining
journey from its sporadic use by 1 selecred, tech-savy
few 10 an agency wide implemenmtion designed m
produce more significans resubts with fewer resources,

DATA MINING DEFINED AND 175 UsSE

Becawse the uses of dum mining techniques have
proliferazed over recent yesrs amang the Espector
!

defining the term and its assocated processes remains
somewhat of an enigma. At HUD OIG, data mining

Dasa mining and associsted computer-based snalytical
techniques have become an inegral component of
HUD O effors to maximizz aperstional effciencyin
scenrdance with the mandate dictated by the President =
Council an Integrity snd Effciency.

1N THE BEGINNING

Before the 1990, computer-based anditing at HUD
OIG was sparse, generally limited to  select fow who
were technically ariented and driven to da the best job
passible with available hardw d

This scenarko likely desssibed most foderal sudic and
investigative organizations during that period. As the
svilabilicy and we of persanal compating, the Intermet,
and computer petworks exploded theough the “Hs, 50
too did the role played by computers in the conduct of
inspector general audit and investigative activities.

DIATA ANALYSIS NE RE BLISHED

In 1996, HUD OIG dam mining acivities were
formally omanized with the creasion, af 2 core group
of seasoned, tech-savry anditors from each of the 10
HUD OIG regions. Group members represened their
respective regions as the champion, resident expert, and
sapport wsset for advanced data mwining and analys.
In addition to pericrming their day-to-day audit
resprnsibilities 25 managers and anditors-in-charge,

b

and the use of sebvanced audit techniques
i the day-to-day condh

oF audit and investipative field cperations. Accordingiy,

the definition that mast aptly describes data miming ot

HUD OIG i

The process of amalying dati from
wxaricty of perspectiver amd summarizing

the data imts usefal information that cam be used

0 maximizs audit and imvertigative ressuries

Specific exumples include analysing a variesy of HUD
and other federal state, and corporate databases to

Ferform data matching routines;

ldeniify specific transactional universes

Tsalaze leads and potentially fraudulent mnsactions;
Use as the foundation for developing statistical
sampling plans; and

~ Make smnple sclections and identify trends.

group pravided a varsety of comps 4

Iytical services in mppart of their regcnal audit
missson. Through regularly scheduled meetings and
conferences and routine contact and networking with
exch other, this core group dramatically increased the
use of acvanced auditing techniques by sharing proven.
aralytical processes and if necesary, adapting them to
work on current and fanure audits and imvestigations
throughout the spency.

H
TRl

¥ SPECIALIZED SUPPORT POSITI
TED

With vigorous top maragement suppat, use of data
mining and automated analytical techniques fiourished.
Ta further increase the use of these techniques and
advance the level of assistance and support, HUD OIG
created new computer audit specialist {CAS) positions
in 2001 and established 2 headquarters-level CAS
support branch. ‘The positions were filled with proven
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Contact Information
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Clifton C. Cole, Jr.

ctor
ﬁiﬁ{tics Division

600 East Broad Street  ESE ‘ Mobile: (202) 441-1605
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Digging for Pay Dirt
HUD OIG’s Journey From Data Mining to
Predictive Analytics
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