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IG Act requires semiannual 
reporting of each 
significant 
recommendation on 
which corrective action 
has not been completed.  
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We Develop a New Process: 

•
•



It provides standard procedures for promoting consistency. 
 
 
 

Why use Enterprise Risk Management? 

Presenter
Presentation Notes
The RMS Assessment Tool allows our auditors to score recommendations for issued reports and create reports that summarize its resultsAs required by A-50, the OPDIVS have six months to submit management decision.  By closing before six months, we are sending a message that we don’t plan on following up on recommendation.  Provide an example of an annotated report
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RISK: AS OLD AS TIME 

DANG!  
I  f o r g o t  

a b o u t  c a s u a l  
F r i d a y !  
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The identification and analysis of 
risks to the achievement of an 
organization's objectives for the 
purpose of determining how 
those risks should be managed. 
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Governance 

ERM 

Risk 
Management 

Internal 
Control 

• AGENCY-WIDE

•

PROGRAM OR PROJECT

• PROCESS 
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Control    Risk      Control     Information & 
Environment  Assessment     Activities    Communication  Monitoring 

Green Book’s Fundamental Concepts of Internal Control 

14 

Presenter
Presentation Notes
Categories of Internal Control Objectives(Over View) OV1.02 These are distinct but overlapping categories. A particular objective can fall under more than one category, can address different needs, and may be the direct responsibility of different individuals.OTHER NOTES AS NEEDEDOV1.03 Internal control comprises the plans, methods, policies, and procedures used to fulfill the mission, strategic plan, goals, and objectives of the entity.  Internal control serves as the first line of defense in safeguarding assets.  In short, internal control helps managers achieve desired results through effective stewardship of public resources.OV1.05 Internal control is not one event, but a series of actions that occur throughout an entity’s operations. Internal control is recognized as an integral part of the operational processes management uses to guide its operations rather than as a separate system within an entity.  In this sense, internal control is built into the entity as a part of the organizational structure to help managers achieve the entity’s objectives on an ongoing basis.One thing to remember:  OV1.07 An effective internal control system increases the likelihood that an entity will achieve its objectives.  However, no matter how well designed, implemented, or operated, an internal control system cannot provide absolute assurance that all of an organization’s objectives will be met.  Factors outside the control or influence of management can affect the entity’s ability to achieve all of its objectives. For example, a natural disaster can affect an organization’s ability to achieve its objectives.  Therefore, once in place, effective internal control provides reasonable, not absolute, assurance that an organization will achieve its objectives.Just remember:  The Green Book applies to all of an entity’s objectives:  operations, reporting, and compliance. 
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Risk 

Inherent 
Assessment 

 
Impact     
Likelihood 

Current 
Risk 
Response 

Residual Risk 
Assessment 
 
Impact          Likelihood 

Proposed 
Risk 
Response 

 
Owner 

Proposed 
Risk 
Category 

STRATEGIC OBJECTIVE – Improve Program Outcomes 

OPERATIONS OBJECTIVE – Manage Risk of Fraud in Federal Operations 

REPORTING OBJECTIVE – Provide Reliable External Financial Reporting 

COMPLIANCE OBJECTIVE – Comply with the Improper Payments Legislation 
16 
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1. Establish 
Context 

6. Monitor and 
Review 2. Identify Risks 

Communicate 
and Learn 

5. Respond To 
Risks 

3. Analyze and 
Evaluate 

4. Develop 
Alternatives 
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Originally formed in 
1985, COSO is a joint 

initiative of five private 
sector organizations 
and is dedicated to 
providing thought 

> 600,000 leadership through the 
development of 
frameworks and 

guidance on enterprise 
risk management 

(ERM), internal control, 
and fraud deterrence. 

professionals 

About the Committee of 
Sponsoring Organizations 
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Originally formed in 
1985, COSO is a joint 

initiative of five private 
sector organizations 
and is dedicated to 
providing thought 

> 600,000 leadership through the 
development of 
frameworks and 

guidance on enterprise 
risk management 

(ERM), internal control, 
and fraud deterrence. 

professionals 

About the Committee of 
Sponsoring Organizations 
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COSO Publications 

• 
• 

Fraud  ·- -  
R isk  Mana ge on 1  G u lde  
E  X E  C J T  I V  E   > U M  M A R Y 

l• ....1_<- ••f f O..S_..1o,_r-.1.'<1,_o t,. ...._. ..llt9 :  
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ENTERPRISE RISK 
MANAGEMENT 
FRAMEWORK: 
INTEGRATING 
WITH STRATEGY 
AND 
PERFORMANCE 

(June 2017) 
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Key Things to Know 
about the  Updated 
Framework 
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• Framework focused on fewer components 
(five instead of eight) 

 

 
• Uses focused call-out examples to 

emphasize key points 

• Follows the business model versus isolated 
risk management process 

Provides a New Structure 
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20 key principles within 
each of the five components 

Introduces Principles 

26 



Graphic has stronger ties to the business model 

Incorporates New Graphics 
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• Enables achievement of strategy by actively 
managing risk and performance 

• Focuses on how risk is integral to performance 
by: 
 Exploring how enterprise risk management 

practices support risk identification and assessment 
that impact performance 

 Discussing tolerance for variations in performance 

• Manages risk in the context of achieving 
strategy and business objectives – not as 
individual risks 

Links to Performance 
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• 

• 

• Addresses the growing focus, attention and importance of culture 
within ERM 

 
• Influences all aspects of ERM 

 
• Explores culture within broader context of overall core 

 
• Depicts culture behavior within a risk spectrum 

• 

• Explores possible effects of culture on decision-making  
 

• Explores alignment of culture between individual and entity 
behavior 

Recognizes the 
Importance of Culture 
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• Explores how enterprise 
risk management drives 
risk aware decision- 
making 
 

• Highlights how risk 
awareness optimizes 
and aligns decisions 
impacting performance 
 

• Explores how risk aware 
decisions affect risk 
profile 

Focuses on Decision-Making 
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• Document does not replace 
the Internal Control – 
Integrated Framework 
 

• The frameworks are distinct 
and complementary 
 

• Both use a components-and- 
principles structure 
 

• Aspects of internal control 
common to enterprise risk 
management are not repeated 
 

• Some aspects of internal 
control are developed further 
in this framework 

Builds Links to Internal Control 
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Very Immature 19% 

Developing 23% 

Evolving 35% 

Mature 19% 
Robust 4% 

What is the level of maturity 
of your organization’s risk 
management oversight? 
 
• Large Organizations 
• Public Companies 
• Financial Services 
• Non-Profits 

Most organizations describe 
the level of ERM maturity as 
very immature to evolving.  
Few describe their process 
as robust. 
 
Source: 2015 Report on the 
Current State of 
ERM/AICPA/North Carolina 
State University 
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bring 
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Heat Map to Summarize Results 

= risk 
appetite 
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Risk Score Definition 
Rare (1) Event may only occur in exceptional circumstances (<5%) 
Unlikely (2) Event could occur in rare circumstances (<25%) 
Possible (3) Event could occur at some time (<50%) 
Likely (4) Event will probably occur in most circumstances (<75%) 
Almost Certain (5) Event is expected to occur in most circumstances ( ≥ 90%) 
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Risk Score Definition 

Insignificant (1) Increasing levels of impact for: 
 
• Financial risk 
• Operational risk 
• Reputational risk 
• Strategic risk 

 

Minor (2) 

Moderate (3) 

Major (4) 

Catastrophic (5) 

39 

Presenter
Presentation Notes
We found:Grantee was not a legally formed business (not legally incorporated, no business license)Financial management systems could not provide accurate, current and complete financial results (Quickbooks)Final drawdown for about 25% of the grant funds was made 4 years after the project expired.About 60% of all grant funds were misused$53K to president’s aviation hobby (hanger fees, fuel, etc.)$47K for personal items (speeding tickets, radar detector)Used funds to settle delinquent Federal debtGrant objectives not met.
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Risk Factors 

ERM Risk 
Sub-Factors 

Adjustments 
to Factors 

Total Sub-
Factors Used 

Internal 
Environment 

14 -7 7 

Objective Setting   5 0 5 

Event 
Identification 

16 -4 12 

Risk Assessment   4 0 4 

Risk Response   6 0 6 

Control Activities   9 +32 41 

Information and 
Communication 

32 -7 25 

Monitoring 11 +2 13 

   Total 97 +16 113 



Summary IE 
(Internal 

Environment) 

OS 
(Objective 
Setting) 

EI 
(Event 

Identification) 

RA 
(Risk 

Assessment) 

RR 
(Risk 

Response) 

CA 
(Control 

Activities) 

IC 
(Information & 

Communication) 

M 
(Monitoring) Total  

Average 
Scores 

Total Score – Likelihood (L)  25 12 42 14 12 98 61 36 
  

Total Score – Magnitude (M)  24 10 38 14 12 97 50 23 
  

Number of Factors (NF) 7 5 11 4 3 34 18 10 
  

Average Likelihood Score (L ÷ NF) 3.57 2.40 3.82 3.50 4.00 2.88 3.39 3.60 27.2 

Average Magnitude Score (M ÷ NF) 3.43 2.00 3.45 3.50 4.00 2.85 2.78 2.30 24.3 

Risk Assessment (Use the average 
likelihood score, average magnitude 
score and "Risk Evaluation Grid" tab to 
assign a level of risk of low, moderate, 
high or critical.  This process is 
automatically summarized in the below 
Risk Evaluation  Matrix.)  

High (9)  Low (4)  High (9)  High (9)  Critical (16) Low (4)  Moderate (6)  Moderate (6)  

  
Agency Rating (Calculate the average 
likelihood score and the average 
magnitude score.  Determine the 
composite assessment for the agency: 
1=Low, 2=Moderate, 3=High, 4=Critical.) 

3.4 Agency Likelihood Score 
  

3.0 Agency Magnitude Score 
  

High (9)  Agency Rating (Low/Moderate/High/Critical) 

  
OAS Response (Which control 
objectives have high and critical risks 
and what are those risks?  Which risks 
are currently addressed by the work 
plan?  Which risks have you addressed 
by developing an audit lead?  Which 
risks need to be researched and 
developed?)  

Objective setting, risk response, monitoring 
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43 Charge Card Heat Map 
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The University acknowledges that there is an element of risk in any 
decision or activity and encourages risk taking when the risk is 
appropriately managed. This Statement, which is to be applied at 
the institutional level, explains a critical component of the 
University’s risk management framework by attempting to 
quantify the level of risk the University is willing to tolerate 
across the following vital areas: 

• Reputation 
 

• Infrastructure (financial and physical)  
 

• Education/Research 
 

• Human Resources 
 

• Safety/Security 

University of Alberta 
Statement of Risk Tolerance 
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Category Qualitative interpretation 

Has not occurred at any university in the last 10 years 

Has not occurred at a Canadian university within the last 10 
years or any university within the last 5 years 

Moderate Similar events have occurred at Canadian universities at a rate of at 
least once every  10 years or any university with a rate of at least 
once every 5 years. 

Likely 
Similar events hav e occurred at the Univ ersity of Alberta at a 
rate of at least once every  10 years or at Canadian Universities at a 
rate of at least once every 5 years or any univ ersity with a rate of at 
least once every 2 years. 

Almost  Certain Similar events have occurred at the University of Alberta at a rate of at 
least once every 5 years or at Canadian Universities at a rate of at 
least once every 2 years or any univ ersity with a rate of at least one 
(or more) events every year. 

Likelihood of Event of Condition Occurring 

Unlikely 

Rare 
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Treating Risk 
Lev el 4 The University will not accept a risk at lev el four unless fully rev iewed and 

approved by the President's Executiv e Committee - Operational. For all 
other risks at lev el four, Risk treatment actions must be established 
immediately such that the residual risk is at 3 or below. 

Lev el 3 The University will accept a risk at level three as long as it is reduced to a 
lower lev el of risk in the midterm through reasonable and practicable risk 
treatments. 

Lev el 2 The University will accept the risk at lev el 2 as long as it is reduced to a lower 
level of risk in the long term using low resource options. 

The risk should be analyzed to determine whether it is being "ov er 
managed," where the control strategies could be relaxed in order to redeploy 
resources. 

Lev el 1 A low risk that requires no additional risk treatment. 
The risk should be analyzed to determine whether it is being "over managed" 
and that control strategies can be relaxed in order to redeploy resources. 
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C
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LIKELIHOOD 

Level 4 Level 4 Level 4 

Level 4 Level 4 

Level 4 Level 3 

Level 3 

Level 3 Level 3 

Level 3 

Level 2 

Level 3 

Level 2 

Level 2 

Level 2 Level 2 

Level 2 

Level 2 

Level 1 

Level 1 Level 1 Level 1 Level 1 

Level 1 

THE MATRIX 



Fight FWA. Promote quality, safety, and value.  Secure the future.  Advance 
excellent and innovation. 
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Promote follow-up audit process Ensure recommendations have impact 

Effectively 
manage 
URs 

Effectively track 
URs 

Comply with 
A-50 

Build 
relationships 
with OPDIVs 

Address 
congressional 
concerns 

Risk of not 
addressing 
high risk areas 

Risk of old URs and 
large inventory 
balances 

Risk of 
damaging 
reputation 

Risk of reducing 
QCs, key controls 
not implemented 

Risk of 
unwanted 
legislation  

Operational Risk Compliance Risk Strategic Risk 

OIG Strategy View (Portfolio) 

OAS/Entity Objective View for Unimplemented Recommendations (Risk Profile) 

Business Objective View (Risk Profile) 

Risk View 

Risk Category View 



Appropriately use ERM to assess unimplemented recommendations. 
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Use risk ratings 
to follow-up on 
high risk audits. 

Dashboards identify 
programs with large 
number of high risk URs. 

Improve 
Semi-Annual 
reporting. 

Reduce inventory by low 
risk URs and focus 
resources on high risk URs. 

Risk of 
gaming the 
process. 

Risk of not taking/applying 
training and providing risk scores 
that do not reflect level of risk. 

Risk of inconsistent 
results across OAS. 

Risk of cultural 
resistance. 

Operational Risks Informational Risks Strategic Risks 

Strategy View for Assessing UR (Portfolio) 

Entity Objective View for Assessing UR (Risk Profile) 

Business Objective View (Risk Profile) 

Risk View 

Risk Category View 

Likelihood score reflects probability of 
problem occurring if no corrective action. 

Impact scores reflects associated 
risks if problem occurred.  



Comply with administrative requirements for awarding and monitoring grants. 
52 

Adheres to 
core values 

Develops and 
follows SOPs 
 

Hires 
experienced 
staff 

Maintains sufficient 
management systems 

Maintains 
financial 
stability 

Poor tone 
at the top 

Fails to 
follow 
P&Ps 

Inexperienced board, 
no finance 
background 

Poor accounting 
system, allocate 
costs 

Grant is only 
funding source 

Strategic 
Risks 

Compliance 
Risk 

Operational 
Risks 

Financial 
Risks 

Strategy View for HHS Grants (Portfolio) 

OPDIV/Entity Objective View for HHS Grants (Risk Profile) 

Business Objectives for Grantees (Risk Profile) 

Risk View (OIG Findings) 

Risk Category View (White Paper) 

Identify and mitigate potential risks posed 
by grant applicants prior to awarding funds 

Ensure successful performance and 
administration of the grant award 



•

•

•
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 Impact Strategic Risk Financial Risk Informational Risk Operational 
Risk Compliance Risk 

Score  N/A 3 N/A N/A N/A 

 
Justification 

  

Amounts recommended for 
refund could have a 
moderate impact on the 
program. NC made 
inaccurate payments 
which did not reflect the 
actual program costs.  
 

      

54 

Likelihood – 3 Possible:  NC is no longer making cost-sharing payments using estimates.  However, 
based on our analysis of the culture in the next recommendation, there is the possibility that the 
State Medicaid agency may be using unapproved payment methodologies for other calculations 
that result in maximizing Federal reimbursement.  



 Impact Strategic Risk Financial Risk Informational Risk Operational Risk Compliance Risk 

 Score 3 4 1 4 3 

  
Justification 

Lack of a focused 
strategy may affect 
NC’s ability to 
properly use 
Medicaid funds and 
meet the objectives 
in the State Plan 
and/or Medicaid 
regulations. 

Audit identified $41 million in 
overpayments in part due to 
the lack of payment 
methodologies complying 
with State Plan.  Without 
corrective action, future 
payments will likely be 
inappropriately made and 
will not reflect the actual 
costs of the program which 
would negatively affect the 
State agency’s ability to 
prepare accurate budgets 
and forecasts.  

Insignificant impact 
on program. 

Without corrective 
action, the State 
agency will 
compromise its 
ability to comply 
with Federal and 
State requirements 
and impact 
stakeholders 
(beneficiaries) 
with less resources 
for other Medicaid 
programs. 

The State 
Agencies failure 
to comply with 
regulations will 
likely have a local 
negative impact 
on reputation of 
Medicaid 
program (article 
on report in local 
newspaper). 
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Likelihood – 4 Likely:  
 
• NC indicated it verbally informed CMS of its intention to deviate from the cost-sharing payment 

methodology in the Medicaid State plan, CMS did not require a formal submission, and CMS did 
not officially comment on the change.   
 

• NC was not willing to take corrective action.   
 

• These actions question whether the State Medicaid agency is maintaining the culture and core 
values defined by NC’s DHHS and possibly becoming more risk aggressive.  The closer an entity is 
to the risk aggressive end of the spectrum (risk adverse – risk neutral – risk aggressive), the greater 
its propensity for and acceptance of differing types and greater amounts of risk to achieve its 
objectives.   
 

• One of NC’s core values includes accountability, and yet the tone at the top of the State 
Medicaid agency does not portray a fully honest and truthful environment.  If these and other 
similar trends continue, the State Medicaid agency risks having payment methodologies that do 
not comply with the State Plan and result in unallowable payments.   
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 Impact Strategic Risk Financial Risk Informational Risk Operational Risk Compliance Risk 

  
Score 5 5 5 5 3 

  
Justification 

Changes in the 
economy, demand for 
services, fluxuations in 
the housing market, or 
political changes have 
a catastrophic impact 
on the agency’s ability 
to fulfill its role to 
impact low-income 
families. 
  

Inability to 
manage its cash 
flow, pay its 
creditors, and 
maintain an 
effective 
financial system 
may lead to 
bankruptcy. 

Lack of an 
effective financial 
system resulted in 
the agency not 
having the 
information 
needed for 
analysis, 
budgeting and 
managing cash. 

The Board failed to 
ensure that the 
agency had 
adequate 
processes, people 
and systems in 
place to run the 
organization.  

Failure to comply with 
laws/regulations 
allowed unethical 
and possible 
fraudulent activities to 
impact finances and 
operations. 
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• LIKELIHOOD – 5 – ALMOST CERTAIN:  
• IT IS ALMOST CERTAIN THAT THE AGENCY’S INABILITY TO MANAGE AND ACCOUNT FOR FEDERAL FUNDS, 

COMBINED WITH ITS GOING CONCERN ISSUES AND POSSIBLY FRAUD, WILL PREVENT IT FROM ACHIEVING 
THE ITS MISSION.   

• THE AGENCY HEAD HAS COMPLETE AUTONOMY (NO MANAGEMENT STRUCTURE) AND THE BOARD HAS 
NOT HELD HIM/HER ACCOUNTABLE FOR FAILING TO MANAGE THE AGENCY’S FINANCES AND OPERATIONS.   

• NEITHER THE DIRECTOR NOR BOARD HAD A COMMITMENT TO INTEGRITY AND ETHICAL VALUES.   
• INTERNAL CONTROLS WERE LACKING.   
• THE AGENCY DOES NOT HAVE THE CAPACITY TO FULFILL THE NEEDS OF THE HEAD START PROGRAM AND 

WILL RESULT IN OPERATIONAL FAILURE.  
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Questions? 
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