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CONGRESSIONAL INTEREST

» CONGRESSIONAL INTEREST IN THE GROWING NUMBER OF UNIMPLEMENTED
RECOMMENDATIONS REPORTED BY THE OIGS

o JUNE 2017 HOUSE COMMITTEE ON ENERGY AND COMMERCE: CONCERNED THAT CMS
HAS A BACKLOG OF MORE THAN 150 UNIMPLEMENTED RECOMMENDATIONS ISSUED IN
REPORTS BY THE OIG

o SEPTEMBER 2017 EPA TESTIMONY ON ADDRESSING UNIMPLEMENTED RECOMMENDATIONS



OIG 2017 PRIORITY OUTCOMES

»  REDUCE THE AVERAGE TIME TO IMPLEMENT RECOMMENDATIONS



We Develop a New Process:

BTO ENSURE THAT OUR RECOMMENDATIONS
HAVE SIGNIFICANT IMPACT ON:

"REDUCING FRAUD, WASTE, AND ABUSE
"PROMOTING HEALTH AND SAFETY

Bl TO PROMOTE A CONSISTENT FOLLOW-UP
APPROACH WITHIN OAS



Why use Enterprise Risk Management?


Presenter
Presentation Notes
The RMS Assessment Tool allows our auditors to 
score recommendations for issued reports and 
create reports that summarize its results
As required by A-50, the OPDIVS have six months to submit management decision.  By closing before six months, we are sending a message that we don’t plan on following up on recommendation.  

Provide an example of an annotated report




WHAT IS THE ENTERFKISE RISk
MANAGEMENT FRAMEW OURK«



DANG!
| forgot
about casual
Friday!
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RISK

> THE POSSIBILITY OF AN EVENT OR CONDITION
OCCURRING THAT WILL HAVE AN IMPACT ON THE
ABILITY OF AN ORGANIZATION TO ACHIEVE ITS
OBJECTIVES



RISK ASSESSMENT



RELATIONSHIP BETWEEN

Governance

Risk

Management

Internal
Control

AGENCY=-WIDE

PROGRAM OR PROJECT

PROCESS





Presenter
Presentation Notes
Categories of Internal Control Objectives

(Over View) OV1.02 These are distinct but overlapping categories. A particular objective can fall under more than one category, can address different needs, and may be the direct responsibility of different individuals.

OTHER NOTES AS NEEDED

OV1.03 Internal control comprises the plans, methods, policies, and procedures used to fulfill the mission, strategic plan, goals, and objectives of the entity.  Internal control serves as the first line of defense in safeguarding assets.  In short, internal control helps managers achieve desired results through effective stewardship of public resources.

OV1.05 Internal control is not one event, but a series of actions that occur throughout an entity’s operations. Internal control is recognized as an integral part of the operational processes management uses to guide its operations rather than as a separate system within an entity.  In this sense, internal control is built into the entity as a part of the organizational structure to help managers achieve the entity’s objectives on an ongoing basis.

One thing to remember:  OV1.07 An effective internal control system increases the likelihood that an entity will achieve its objectives.  However, no matter how well designed, implemented, or operated, an internal control system cannot provide absolute assurance that all of an organization’s objectives will be met.  Factors outside the control or influence of management can affect the entity’s ability to achieve all of its objectives. For example, a natural disaster can affect an organization’s ability to achieve its objectives.  Therefore, once in place, effective internal control provides reasonable, not absolute, assurance that an organization will achieve its objectives.

Just remember:  The Green Book applies to all of an entity’s objectives:  operations, reporting, and compliance. 


Sources: COSO and GAO. | GAO-14-704G
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Inherent Current Residual Risk Proposed
Assessment Risk Assessment Risk

Response Response

Impact Impact Likelihood
Likelihood

STRATEGIC OBJECTIVE — Improve Program Outcomes

OPERATIONS OBJECTIVE - Manage Risk of Fraud in Federal Operations

REPORTING OBJECTIVE - Provide Reliable External Financial Reporting

COMPLIANCE OBJECTIVE — Comply with the Improper Payments Legislation

Proposed
Risk
Category
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GAQ'S FRAMEWORK FOR MANAGING FrAUL
RISKS IN FEDERAL PROGRAMS (JULT 2015,

o FOUR COMPONENTS

> COMMIT TO COMBATING FRAUD BY CREATING AN ORGANIZATIONAL
CULTURE AND STRUCTURE CONDUCIVE TO FRAUD RISK MANAGEMENT

©  PLAN REGULAR FRAUD RISK ASSESSMENTS AND ASSESS RISKS TO
DETERMINE A FRAUD RISK PROFILE

> DESIGN AND IMPLEMENT A STRATEGY WITH SPECIFIC CONTROL
ACTIVITIES TO MITIGATE ASSESSED FRAUD RISKS AND COLLABORATE TO
HELP ENSURE EFFECTIVE IMPLEMENTATION

o EVALUATE OUTCOMES USING A RISK-BASED APPROACH AND ADAPT

ACTIVITIES TO IMPROVE FRAUD RISK MANAGEMENT
18
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ENTERPRISE RISK
MANAGEMENT

o UNDERLYING PREMISES:

o EVERY ENTITY, INCLUDING GOVERNMENTAL, EXISTS TO PROVIDE VALUE FOR ITS
STAKEHOLDERS

o ALL ENTITIES FACE RISK IN THE PURSUIT OF VALUE

o RISK AFFECTS AN ORGANIZATION'S ABILITY TO ACHIEVE ITS STRATEGY AND
BUSINESS OBJECTIVES

o ERM HELPS MANAGEMENT TO OPTIMIZE OUTCOMES WITH THE GOAL OF
ENHANCING CAPABILITIES TO CREATE, PRESERVE, AND ULTIMATELY REALIZE
VALUE
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EMPHASIZES VALUE

O

VALUE IS CREATED WHEN THE BENEFITS DERIVED FROM RESOURCES
DEPLOYED EXCEED THE COST OF THOSE RESOURCES.

VALUE IS PRESERVED WHEN THE VALUE OF RESOURCES DEPLOYED IN DAY=
TO-DAY OPERATIONS SUSTAIN CREATED BENEFITS.

VALUE IS ERODED WHEN MANAGEMENT IMPLEMENTS A STRATEGY THAT DOES
NOT YIELD EXPECTED OUTCOMES OR FAILS TO EXECUTE DAY-TO-DAY TASKS.

VALUE IS REALIZED WHEN STAKEHOLDERS DERIVE MONETARY OR NON-=
MONETARY BENEFITS CREATED BY THE ENIITY.
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LLBUT T TAKES TIME 1O MIATURE

developing 23%

o), ery Immature 19%



USING ERM

SO WHAT DOES THIS LOOK LIKE IN PRACTICE?



ASSES RISK: PURCHASE AND
TRAVEL CARDS RISK
ASSESSMENT

o OBJECTIVE: CHARGE CARD ACT OF 2012 AND OMB M-13-21 REQUIRES MANAGEMENT
TO IMPLEMENT SAFEGUARDS AND INTERNAL CONTROLS TO PREVENT WASTE, FRAUD, AND
ABUSE OF CHARGE CARD PROGRAMS.

o |GS REQUIRED TO PERFORM ANNUAL RISK ASSESSMENTS.

o HHS-OG:;S FIRST ASSESSMENT DONE IN 2014 AND INCLUDED 2013 PURCHASE AND TRAVEL
CARD EXPENDITURES INCURRED BY:

o  FDA

o |HS

o NIH

o CDC

o PROGRAM SUPPORT CENTER (ACF, ACL, OS)
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Moderate

Moderate

Moderate

Moderate

Moderate

Moderate




Rare (1) Event may only occur in exceptional circumstances (<5%)
Unlikely (2) Event could occur in rare circumstances (<25%)

Possible (3) Event could occur at some time (<50%)

Likely (4) Event will probably occur in most circumstances (<75%)

Almost Certain (5) Event is expected to occur in most circumstances ( = 90%)



Insignificant (1) Increasing levels of impact for:

Minor (2) « Financial risk
 Operational risk
* Reputational risk
» Strategic risk

Moderate (3)
Major (4)

Catastrophic (5)


Presenter
Presentation Notes
We found:

Grantee was not a legally formed business (not legally incorporated, no business license)
Financial management systems could not provide accurate, current and complete financial results (Quickbooks)
Final drawdown for about 25% of the grant funds was made 4 years after the project expired.
About 60% of all grant funds were misused
$53K to president’s aviation hobby (hanger fees, fuel, etc.)
$47K for personal items (speeding tickets, radar detector)
Used funds to settle delinquent Federal debt

Grant objectives not met.



ERM Risk | Adjustments | Total Sub-
Risk Factors Sub-Factors | to Factors |Factors Used

Internal
Environment

Obijective Setting

Event
|dentification

Risk Assessment
Risk Response
Control Activities

Information and
Communication

Monitoring

Total

16

32

11
97

+2
+16

12

41
25

13
113

40



IE

(Internal
Environment)

OS
(Objective
Setting)

El

(Event
Identification)

CA

(Control

Activities)

M

(Monitoring)

High (9)




Moderate Critical Critical Critical

Moderate Critical Critical

I D

Moderate Critical

Moderate Moderate

Moderate




Moderate Critical Critical Critical

Moderate Critical Critical
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Moderate Critical

Moderate Moderate
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Category Qualitative interpretation

Negligible Brief negative attention in local news/social media
Minor Negative attention in local news/social media for up to 1 week.
Moderate e Negative attention in national news/social media for less

than one week, or

e Negative attention in local news/social media for 1 to 2
weeks, or

e Negative reaction among surrounding communities for less
than 2 weeks.

Major e Negative attention in international news/social media for
less than 1 week, or

e Negative attention in national news/social media for 1 to 2
weeks or



Category
Negligible
Minor
Moderate

Major

High

Qualitative interpretation
A loss of less than $250,000.
A loss of between $250,000 and $1,000,000.
A loss of between $1,000,000 and $2,000,000.
A loss between $2,000,000 and $5,000,000.
A loss greater than $5,000,000.






Mejjor
Level 3

Level 2 Level 3

High

Mocderaie

Level 2 Level 2 Level 2 Level 3 Level 3
Minor
Level 1 Level 1 Level 2 Level 2 Level 3
Neglicfible
I Level 1 Level 1 Level 1 Level 1 Level 2
Rare Unlikely  Modereie Likely Almost

Cerlain



Fight FWA. Promote quality, safety, and value. Secure the future. Advance
excellent and innovation.

Promote follow-up audit process Ensure recommendations have impact

Effectively Effectively track Comply with Build Address
manage URs A-50 relationships congressional
URs with OPDIVs concerns

Risk of not Risk of old URs and | Risk of Risk of reducing Risk of
addressing large inventory damaging QCs, key controls | unwanted
high risk areas | balances reputation not implemented | legislation

Operational Risk Compliance Risk Strategic Risk

50




I Vl\ll - S

Appropriately use ERM to assess unimplemented recommendations.

Likelihood score reflects probability of Impact scores reflects associated
problem occurring if no corrective action. | risks if problem occurred.

Use risk ratings | Dashboards identify Improve Reduce inventory by low
to follow-up on | programs with large Semi-Annual | risk URs and focus
high risk audits. | number of high risk URs. | reporting. resources on high risk URs.

Risk of Risk of not taking/applying Risk of inconsistent | Risk of cultural
gaming the | training and providing risk scores | results across OAS. | resistance.
process. that do not reflect level of risk.

Operational Risks Informational Risks | Strategic Risks
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Strategic Compliance | Operational Financial
NS Risk Risks NS

Poor tone Fails to | Inexperienced board, | Poor accounting | Grantis only
at the top follow no finance system, allocate funding source
SRS background COsts

Adheres to Develops and | Hires Maintains sufficient Maintains
core values | follows SOPs experienced management systems | financial
staff stability

Identify and mitigate potential risks posed Ensure successful performance and
by grant applicants prior to awarding funds | administration of the grant award

Comply with administrative requirements for awarding and monitoring grants.

(&
N



EXAMPLE #1: HIGH RISK AUDIT

NC DID NOT COMPLY WITH REQUIREMENTS WHEN MAKING MEDICAID COs
FOR PROFESSIONAL MEDICAL SERVICES. NC INCORRECTLY PAID o4 OUI C
WE ESTIMATED THAT NC MADE AT LEAST $63M (P4 | Ml FEDERAL SHARE] I
COST-SHARING PAYMENIS.

THESE IMPROPER PAYMENTS OCCURRED BECAUSE NC DID NOT PROGK,
MANAGEMENT INFORMATION SYSTEM (MMIAS) TO CALCULATE IVIEDIC,
PAYMENTS FOR PROFESSIONAL MEDICAL SERVICES IN ACCORDANCE Wi
SHARING PAYMENT METHODOLOG .

NC REPLACED ITS MMIS AFTER OUR AUDIT PERIOD. WE REVIEWED A LIMIIE
SHARING PAYMENTS MADE AFTER OUR AUDIT PERIOD AND VERIFIED THA
CORRECTLY CALCULATED THE PAYMENIS
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Strategic Risk Financial Risk Informational Risk OpngitlLonal Compliance Risk
N/A 3 N/A N/A N/A
Amounts recommended for

Justification refund could have a
moderate impact on the
program. NC made
inaccurate payments
which did not reflect the
actual program costs.

Likelihood - 3 Possible: NC is no longer making cost-sharing payments using estimates. However,
based on our analysis of the culture in the next recommendation, there is the possibility that the

State Medicaid agency may be using unapproved payment methodologies for other calculations
that result in maximizing Federal reimbursement.




Score

Justification

ic Risk Financial Risk Informational Risk Operational Risk | Compliance Risk
3 4 1 4 3

Lack of a focused
strategy may affect
NC’s ability to
properly use
Medicaid funds and
meet the objectives
in the State Plan
and/or Medicaid
regulations.

Audit identified $41 million in

the lack of payment
methodologies complying
with State Plan. Without
corrective action, future
payments will likely be
inappropriately made and
will not reflect the actual
costs of the program which
would negatively affect the
State agency’s ability to
prepare accurate budgets
and forecasts.

Insignificant impact Without corrective
overpayments in part due to on program.

action, the State
agency will
compromise its
ability to comply
with Federal and
State requirements
and impact
stakeholders
(beneficiaries)
with less resources
for other Medicaid
programs.

The State
Agencies failure
to comply with
regulations will
likely have a local
negative impact
on reputation of
Medicaid
program (article
on report in local
newspaper).

rr
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REC#2: ENSURE THAT FUITURE CHANGLS ¢

MEDICAID PAYMENT METHODOLOGIES CUivi

WITH THE MEDICAID STAIL FLAIN.
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EXAMPLE #1: HIGH RISK AUDIT

> AVERAGE RISK SCORE: 10 — HIGH RISK = CANDIDATE FOR FOLLOW-UP AUDIT

o ALTERNATE SCENARIO: LET'S ASSUME THAT DURING OUR AUDIT, NC WAS OPEN TO
IDENTIFYING OTHER PAYMENT METHODOLOGIES THAT MAY BE CREATING OVERPAYMENTS. THE
STATE MEDICAID AGENCY HAD A STRONG TONE AT THE TOP (CULTURE) AND A LOW RISK
APPETITE FOR POOR OPERATIONS THAT WOULD RESULT IN THE LIKELIHOOD OF AN
OVERPAYMENT BEING RARE OR REMOTE (SCORE: 1).

» AVERAGE RISK SCORE: 7 — MODERATE RISK = HQ ARRANGES A CONFERENCE WITH ACTION
OFFICIAL TO DISCUSS FINAL ACTION

57



EXAMPLE #2: CRITICAL RISK AUDIT

A HEAD START AGENCY CANNOT EFFECTIVELY MANAGE AND ACCOUNT FOI
OPERATE ITS PROGRAM IN ACCORDANCE WITH FEDERAL REGULATIONS.

LACKED SUFFICIENT CASH TO MEET ITS OPERATING EXPENSES AND L

LACKED AN EFFECTIVE FINANCIAL MANAGEMENT SYSTEM TO ADEQUATELY MAI
FEDERAL FUNDS

DID NOT ALWAYS VALUE OR ACCOUNT FOR THE NON-FEDERAL MATCHING FC
ACCORDANCE WITH FEDERAL REGULATIUING

DID NOT OBTAIN HHS APPROVAL BEFORE SECURING A BANK LOAN WITH PROPE]

BASED ON ITS CURRENT FINANCIAL POSITION AND FUTURE DEBT OBLIGATIONS,
MAY NOT BE ABLE TO CONTINUE FUNCTIONING AS A GOING CONCERN
ADDITIONAL FUNDING.



Strategic Risk Financial Risk Informational Risk Operational Risk Compliance Risk
5 5 5 5 3

Changes in the

J[EEilez1i[e]g88 economy, demand for
services, fluxuations in
the housing market, or
political changes have
a catastrophic impact
on the agency’s ability
to fulfill its role to
impact low-income
families.

Inability to
manage its cash
flow, pay its
creditors, and
maintain an
effective
financial system
may lead to
bankruptcy.

Lack of an
effective financial
system resulted in
the agency not
having the
information
needed for
analysis,
budgeting and
managing cash.

The Board failed to
ensure that the
agency had
adequate
processes, people
and systems in
place to run the
organization.

Failure to comply with
laws/regulations
allowed unethical
and possible
fraudulent activities to
impact finances and
operations.



REC: IN DETERMINING WHETHER THE HEAD START ALLINC T o
BE AWARDED ADDITIONAL HEAD START AND REC U VLR -
GRANT FUNDS, ACF SHOULD CONSIDER THE INFURIVIA T

1 N

PRESENTED IN THIS REPORT IN ASSESSING 115 FINANCIAL

o LIKELHOOD — & — ALVIOST CERTAINS

o [TIS ALVOST CERTAIN THAT THE AGENCY’S INABILUTY TO MANAGE AND ACCOUNT FOR FEDERA
CONIBINI D WITH 1S GOING CONCERN [SSUES AND POSSIBLY FRAUD, WILL PREVENT [T FROM A

[T
N

>

THE 1S MISSIO

> THE AGENCV HE/

[EAD HAS COMPLETE AUTONOMY (NO MANAGEMENT ST RUCMRE) AND ﬁ‘HE BO
NOT HELD Hiivi/HER ACCOUNTABLE FOR F NCY’S

AIUNG TO MANAGE THE AGEN

o  [NENHER THE DIRECTOR NOR BOARD HAD A COMMITMENT TO INTEGRITY AND ETHICAL VALUES,

o [NTERNAL CONTROLS WERE LACKING,

o THE AGENCY DOES NOT HAVE THE CAPACITY TO FULFILL THE NEEDS OF THE [HEAD START PR
\MTONAL [FA

WILL RESULT IN OPERA

1,
Z
P
Z
O
0
1]
l>
L,
O
g)

i AND



EXAMPLE #2: CRITICAL RISK AUDIT

> AVERAGE SCORE: 23 — CRITICAL — REGIONAL DIRECTOR SHOULD REPORT IMMEDIATELY TO HQ)
THE CRITICAL IMPACT OF ANY DELAY ON IMPLEMENTING THE RECOMMENDATION AND THE NEED
FOR IMMEDIATE FOLLOW-UP.
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