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LEARNING OBJECTIVES 

 Become aware of cybersecurity risks facing local governments 

 Consider auditors’ role in mitigating risk 

 Think about your organization’s plan for continuity of operations in the 
event of a cyberattack 
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ATLANTA:  POSTER CHILD FOR CYBER (IN)SECURITY 
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WHAT HAPPENED? 
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TIMELINE:  INVESTIGATION AND CONTAINMENT 
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3/22/18 
Malware pushed out 

across network 

3/23/18 
AIM asked employees to 

power down all 
computers 

3/27/18  
All computers powered up 
and connected to network 

for scan and password 
reset 



TIMELINE:  RECOVERY 
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4/2/18 
AIM configured and 

distributed loaner devices 
to 115 priority users. 

4/5/18-4/9/18 
One Drive training 

4/14/18  
Pilot reimaging; 34 

applications restored 



TIMELINE:  RECOVERY 
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4/30/18 
Hyperion restored; 
Started scheduling 

reimaging 

5/1/18- 
Reimaging of about 3,800 

affected computers 

6/19/18  
Kronos restored 



FINAL TALLY 

 

 $17 million unofficial estimated 
cost for recovery and rebuild 

 77 “critical systems” affected 

 Loss of productivity 
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SOME GOOD NEWS 

 Network segmentation protected critical public safety systems 

 Airport 

 Water treatment and distribution 

 911 

 No evidence that sensitive employee, vendor, or citizen data was accessed 

 Cyber insurance policy in effect 

 City has received $5.1 million reimbursement; expects $5-$6 million more 
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WHY IS CYBERSECURITY HARD? 
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MITIGATING RISK 
 DHS and FBI recommend: 
 Audit network for systems that use RDP; disable if not needed 
 Patch management 
 Verify cloud-based virtual machine instances with public IPs have no open RDP ports 
 Strong passwords and account lockout policies to defend against brute force attacks 
 Two-factor authentication 
 Regular system and software updates 
 Good backup strategy 
 Enable logging 
 Minimize network exposure for all control system devices 
 Restrict user permissions to install software 
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WHAT’S THE ROLE OF THE AUDITOR? 
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 An audit is a snapshot in time.  
Cybersecurity is continuous. 

 



“… THE CITY RECEIVED YEARS OF WARNINGS 
ABOUT SECURITY WEAKNESSES” 

“In one case,” the audit said, “monthly 
vulnerability scan results indicated the 
presence of  1,500-2,000 severe 
vulnerabilities in the scanned population, 
with a history that went back over a year 
with no evidence of  mitigation of  the 
underlying issues.” 
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“Confidential Report: Atlanta’s cyber attack could cost taxpayers $17 million,” Stephen Deere, The Atlanta Journal-Constitution, August 1, 2018 



8 HEADLINES THAT DEFINED 2018 FOR  INTERNAL 
AUDIT 

Internal Audit Findings Could Have Prevented Atlanta's Ransomware Attack  
Not all of 2018's headlines were about internal audit failings. Indeed, news reports indicated that 
Atlanta's ransomware attack could have been avoided had city leaders acted on internal audit 
recommendations to address serious cyber vulnerabilities.  

The city's auditor laid out dire shortcomings in Atlanta's IT department and forewarned that there were 
basically no formal plans in place to protect the city from cyber threats. The audit report warned that 
complacency and severe resource shortages in IT created a "significant level of preventable risk 
exposure to the city," and it concluded the city had "no formal processes to manage risk." 

https://global.theiia.org/news/Pages/Blog-%E2%80%8B8-Headlines-That-Defined-2018-for-Internal-Audit.aspx 

https://iaonline.theiia.org/


QUESTIONS? 
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