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Learning Objectives

< Become aware of cybersecurity risks facing local
governments

< Consider auditors’ role in mitigating risk

< Think about your organization’s plan for continuity of operations

in the event of a cyberattack
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Kansas City’'s IT/Cybersecurity Audits
Since 2009

<+ E-Service Systems Security (Oct 2009)

< City Should Document GIS Data (Nov 2010)

< Security of the Municipal Court Docketing System (Feb 2014)
<+ Fire CAD System Preparedness (Oct 2014) CLOSED

<+ Employees' Response to Phishing Email Put City Information
Systems at Risk (Mar 2015)

< City Should Follow Recommended Practices to Protect
Personally Identifiable Information (Apr 2015)

< Mobile Device Security Risks (Nov 2016)
< Addressing IT Network Vulnerabilities (Nov 2018) CLOSED
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How Do We Perform IT &
Cybersecurity Audits?

< Standards and recommended practices guide our IT
audits

> FISCAM (Federal Information System Controls Audit Manual)
> NIST (National Institute of Science & Technology)

»> COBIT (Control Objectives for Information Technology)

> ISACA (Information Systems Audit & Control Assoc.)

<+ Knowledge and experience through certifications and
performing the audits

< Focus primarily on general controls



Friday, March 27, 2015
By MARK DAVIS
The Kansas City Star

“...hackers duped 280 Kansas City
Employees into opening the door to munici-
pal computer systems sometime 1n the last
six months, a city audit report said.

Each employee had given up log-in cre-
dentials after responding to an email that
had been sent to collect just such critical in-
formation. They’d fallen for what 1s com-
monly called a phishing attack.”

“Luckily, these were would-be hackers.
The attack was a fake, specifically a test con-
ducted by city auditors.”



Is Phishing a Big Deal?

< 100 million customer credit card records stolen.
Target, November 2013

< +100 million shoppers’
personal information and
credit card data posted for

sale on hacking websites.
Home Depot, September 2014

<+ Employees’ social security numbers and email messages
were stolen from the network. Sony Pictures, November 2014



Employees’ Response to Phishing Email
Put City Information Systems at Risk

< Data breaches caused by phishing scams can damage
city systems, cost the city money, and shake the public’s
trust and confidence in city government

) ."f

< Audit Objective:
Are city employees
prepared to respond
appropriately to
phishing emails?



How'd We Do 1It?

<+ Thought like a bad guy
> Developed a very enticing email
> Set up a fake website
> Sent emails to city employees

<+ Reviewed NIST cybersecurity guides

< Interviewed IT staff about how they
responded to our phish and employee
calls to the help desk
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Social Engineering Works!
Social Engineering Cycle

< Social engineering is an
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Employee Visits to Phishing Website
& Credentials Provided
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What happened here?

IT let city staff know
the email was a phish.
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What Was the Final Result?

CAO Phishing Test Results (2014)

Delivered Emails 3,115
Link Clicks 20.4%

34
Credentials Provided 9.1%

< IT took appropriate steps to address phishing email

<+ Some employees did not change their passwords after
instructed to do so
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Recommendations

<+ Implement an IT security
awareness training
program

<+ Develop a comprehensive
cyber security incident
response plan

12


http://siliconwadi.fr/18280/podcast-la-cybersecurite-israelienne-en-4-minutes
https://creativecommons.org/licenses/by-nc-nd/3.0/

#auditimpact

< IT created an IT Security Team and named a chief
information security officer

< IT started conducting online cybersecurity training and
refresher training

< IT has gone phishing a couple of times since the audit

CAO Phishing Test | IT Phishing Test
48 hours in 2014 8 days in 2019
Delivered Emails 3,15 | | 3,266 |
Link Clicks 634 20.4% 576 17.6%




Atlanta: Poster Child for Cyber
(In)Security
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2018 Atlanta cyberattack

From Wikipedia, the free encyclopedia

This page’'s infobox may require expansion, verification, or otherwise need cleanup. Please make sure that the infobox meets Wikipedia's
guidelines for infoboxes. There might be relevant comments on the talk page. You may also want to view the infobox template page to view the full

parameter list and read guidance on usage of that infobox. (November 2018)

The city of Atlanta, Georgia was the subject of a massive cyberattack which began in March 2018.2 The city recognized the attack on Thursday, March 22, 2018,
131

2018 Atlanta cyberattack
and publicly acknowledged it was a ransomware attack. Date 22 March 201811

Due to Atlanta's national importance as a transportation and economic hub, the attack received wide attention' and was notable for both the extent and duration of Location Allanta, Georgia, United States
the service outages caused. Many city services and programs were affected by the attack, including utility, parking, and court services.”! City officials were forced to Type Cyberattack

complete paper forms by hand.® Theme Ransomware encrypting files with

On November 26, a grand jury indicted two Iranian hackers, Faramarz Shahi Savandi and Mohammad Mehdi Shah Mansouri, for the attack. The Department of $aL000ldema di(vaalBitcom)

Justice alleged that Savandi and Mansouri are part of the SamSam group; that the SamSam group Is based out of Iran; and that the pair created SamSam CauseisamSamiitansomware)

[71 Qutcome Multiple municipal services down,
including databases and wi-fi
Years' worth of data destroyed
City spends $2.7 million in
recovering services

Ransomware, the malware used in the attack. There are no affilations with the government of Iran.

Approach and attack [ecit]

Leading up to the attack, the Atlanta government was criticized for a lack of spending on upgrading its IT infrastructure, leaving multiple vulnerabilities open to

attack In fact, a January 2018 audit found 1,500 to 2,000 vulnerabilities in the city’s systems, and suggested that the number of vulnerabilities had grown so large

that workers grew complacent. The virus used to attack the city was the SamSam Ransomware, which differs from other ransomware in that it does not rely on phishing, but rather utilizes a brute-force attack to
guess weak passwords until a match is found. It is known to target weaker IT infrastructures and servers.® The ransomware has prominently been behind attacks on medical and government organizations since
its discovery in 2016, with previous attacks on targets ranging from small towns such as Farmington, New Mexico to the Colorado Department of Transportation and the Erie County Medical Center. It can also

bypass antivirus software ¥ Despite no suspects being identified ar indicted until November 2018, the SamSam hackers were described as "opponunishc",m]

On March 22, at 5:40 AM, the Department of Atlanta Information Management first learned of outages on various internal and customer applications “including some applications customers use to pay bills or
access court related information,” according to Richard Cox, the city’s interim Chief of Operations. Soon afterward, the city shut down many of its digital services in an attempt to control the situation, including its

court system database and the wi-fi at Hartsfield—Jackson Atlanta International Airport. The city eventually identified it as a ransomware attack P
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What Happened?

#What happened,to you
S ncryp\'.ecl with RSA-2048 encryption, For mre in; rmation search in
#How to recove files?

ymmzcnc cryptographic algonchm, You need one key for encr;
rivate key to recover your files.
ssible to recover your files without private key
#How to get pr:.vate key"
et your priva:e key in 3 easy step:
mnsr. send us 0.8 BitCoin for each affected PC OR 6 B].ECOJ.I]! co z:ed 1‘\;
you send us 0.8 BitCoin, Leave a coment on our S:u:e with t
ame isi OCTA-PCOMDRB3

1Wu2kL41DmL9YUDkanh3ylcll9m2
itCoins For all PC's, Leave a comment on our uv:e wn‘.h thA

ay for 'all affected PC's' You can pay 3 B:Ltco:.n: \:o
How To Access !

‘can upload 2 éncryptecl files and we will decryp vour 'files a:

AT

u can get somn s:mgle key and if all single
that you will qet all youx keys if:

IV.8 Draft Report.docx
@] PA Report Template_Revised 2-18.docx

8] PIM.000 Stage Gates with details ALL METHODS BO...
fﬂ: Report Response Form (New).docx

32272018 6:33 AM
32272018 6:33 AM
3 22r2018 6:33 am
32272018 6:33 AM
3/22/ 2018 6:33 AM
3/22/2018 6:33 AM
3722/ 2018 6:33 AM
3/22/2018 6:33 AM
3/22/2018 633 AM
3/22/2018 6:33 AM
3/22/2018 6:33 AM
3/22/ 2008 6:33 AM
3/22/2018 6:33 AM
32272008 6:33 AM
3/22/ 2018 6:33 A
3/22/2018 6:33 AM
322/ 2018 6:33 AM
32272018 6:33 AM
3/22/2018 6:33 AM
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Timeline: Investigation and
Containment

3/27/18

3/22/18 All computers powered

up and connected to

network for scan and
password reset

3/23/18

AIM asked
employees to power
down all computers

Malware pushed
out across network
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Timeline: Recovery

4/2/18

AIM configured and
distributed loaner
devices to 115
priority users.

4/5/18-4/9/18

One Drive training

4/14/18

Pilot reimaging; 34
applications restored
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Timeline: Recovery

4/30/18

Hyperion restored;
Started scheduling

reimaging
5/1/18-
Reimaging of about
3,800 affected

computers

6/19/18

Kronos restored
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Final Tally

<+ $17 million unofficial
estimated cost for recovery
and rebuild
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SAMSAM SUBJECTS

Conspiracy to Commit Fraud and Related Activity in Connection with Computers;
Conspiracy to Commit Wire Fraud; Intentional Damage to a Protected Computer;
Transmitting a Demand in Relation to Damaging a Protected Computer

< 77 “critical systems” affected

> Timekeeping

> Water bill payments

> Municipal Court ticket
payments

> Inmate processing at
Corrections

> City Council Legislative system

Mohammad Mehdi Faramarz Shahi Savandi
Shah Mansouri

< Loss of productivity
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Some Good News

<+ Network segmentation protected critical public safety

systems

> Airport

> Water treatment and distribution
> 911

<+ No evidence that sensitive employee, vendor, or citizen
data was accessed

< Cyber insurance policy in effect

> City has received $5.1 million reimbursement; expects $5-$6
million more
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Why Is Cybersecurity Hard?

Technology

Hazard

Georgia Cyber Center
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Mitigating Risk

<+ DHS and FBI recommend:

> Audit network for systems that use RDP; disable if not needed

> Patch management

> Verify cloud-based virtual machine instances with public IPs
have no open RDP ports

> Strong passwords and account lockout policies to defend
against brute force attacks

> Two-factor authentication

> Regular system and software updates

> Good backup strategy

> Enable logging

> Minimize network exposure for all control system devices

> Restrict user permissions to install software



What’'s the Role of the Auditor?

< An audit is a snapshot in
time. Cybersecurity is
continuous.

CYBERSECURITY
FRAMEWORK

)
o VERSION 1.1
_% RSION 1.
Z

<D
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“Before the attack, the city received years of
warnings about security weaknesses.”

“In one case,” the audit said,
“monthly vulnerability scan
results indicated the presence
of 1,500-2,000 severe
vulnerabilities in the scanned
population, with a history that
went back over a year with no
evidence of mitigation of the
underlying 1ssues.”

“Confidential Report: Atlanta’s cyber attack could cost taxpayers $17 million,” Stephen Deere, The Atlanta Journal-Constitution, August 1, 2018
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8 Headlines That Defined 2018 for
Internal Audit

INTERNAL
AUDITOR

Internal Audit Findings Could Have Prevented Atlanta's
Ransomware Attack

Not all of 2018's headlines were about internal audit failings. Indeed, news reports
indicated that Atlanta's ransomware attack could have been avoided had city leaders
acted on internal audit recommendations to address serious cyber vulnerabilities.

The city's auditor laid out dire shortcomings in Atlanta's IT department and
forewarned that there were basically no formal plans in place to protect the city from
cyber threats. The audit report warned that complacency and severe resource
shortages in IT created a "significant level of preventable risk exposure to the city,"
and it concluded the city had "no formal processes to manage risk."

https://global.theiia.org/news/Pages/Blog-%E2%80%8B8-Headlines-That-Defined-2018-for-Internal-Audit.aspx 25
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IT Audits & Public Transparency OR
Things That Make You Go Hmmmmm

< Does the public
have a right to

cow? trapsparency

< Value in public : _;;pﬁgﬁg Egu.m mfnrmatlnn : rrrrr :

reporting? RS ”“ff":'ii.,!.’u'n"‘ 0PBng’H?}“e""f=ii'iﬁeht
i “fpﬂrt'ﬂlpﬂtlﬂﬂ *"f{éﬁk:r Emmn;rqgmi “““““
<+ What is the right
amount of public
reporting?
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