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Background on California IT
Controls Oversight




California is a Prime Target

* « 8thargest economy in
the world as of 2013

* Maintains a variety of
sensitive information

e Data centers subject to
thousands of hacking
attempts each month

CALIFORNIA

T
Pl

State Auditor ®



California Department of Technology

Primary state authority for ensuring
certain state entities maintain the
confidentiality, integrity, and
availability of their information
systems and protect the privacy of
the State’s information.
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Information Security Standards

 Comprised of 64 compliance sections that
reference additional federal requirements and
needs that are unique to California:

— National Institute of Standards and Technology
(NIST) Special Publication 800-53

— Federal Information Processing Standards (FIPS)

— Statewide Information Management Manual
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Ensuring Reporting Entity Compliance

The Technology Department is responsible for
ensuring reporting entities comply with its
policies:

— Independent security assessments or audits

— Annual self-certification
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Designating Oversight of IT Controls
a High-Risk Issue for California




IT Oversight: A High-Risk Issue

Concern #1:

* Technology Department relies on self-
certification and it performed little to no follow-

up.
Concern #2:

 We identified deficiencies in the general
information system controls at two entities:

— Department of Corrections and Rehabilitation
— Employment Development Department
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IT Oversight: A High-Risk Issue

Conclusion:

* The Technology Department’s oversight of the
general controls that reporting entities have
implemented over their existing information
systems should be desighated as an issue of
high risk for the State of California.
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Auditing IT Controls Oversight
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~ Depth of Testing

* Two Surveys

— 101 reporting entities
— Based on 2014 self-reported compliance status

e General control reviews

— Five reporting entities
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Which Requirements to Test

.
Information Security Program Management
Reporting entities should develop and continually update programs for protecting
their information assets from the risks they have identified.

Information Security Technology Recovery

Incident Management Reporting entities should create
Reporting entities should develop and detailed plans to recover critical
document procedures to ensure their information assets from unanticipated
ability to promptly respond to, report interruptions or disasters such as floods,
on, and recover from information earthquakes, or fires.

security incidents such as malicious

cyber attacks.

Risk Management

Reporting entities should identify and consistently evaluate potential risks to their
information assets.

ﬁ

FOUNDATION

of Information Security Control Structure
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Which Entities to Test

COLLECTS, STORES, OR MAINTAINS

o CO”eCtl Storel Or malntaln IN(;?)::II‘:I'}.::N CONFIDENTIAL OTHER
sensitive data TR sesowtion | mrow. Bk oam
A Provides critical
) state services Yes Yes Yes
— Self-reported 2014 compliance —
ministers
status with the security standards fdertandsaee | [ No No
C Oversees an
— Not included in the Technology cremen Yes R -
’ 1 1 errorms
Department’s Pilot Audit Program  ©  fefoms o . -
activities
— Diverse sizes and responsibilities o Magesatial ‘o e
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What Information to Report

COLLECTS, STORES, OR MAINTAINS

* Did not include
re p o rtl n g ae:’?f:m m::?:;m “i’.“ﬁi.:{éﬂ'? SE’%‘ET?"VE
entities names & 0~

- Aggregated - =
reporting for > I
each control .
area - -

‘COMPLIANCE LEVELS THE STATE ENTITIES IDENTIFIED IN OUR SURVEY

INFORMATION INFORMATION OTHER
INFORMATION SECURITY SECURITY INFORMATION
ASSET RISK PROGRAM INCIDENT TECHNOLOGY SECURITY
MANAGEMENT MANAGEMENT  MANAGEMENT  MANAGEMENT RECOVERY REQUIREMENTS
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Control Review Findings

COLLECTS, STORES, OR MAINTAINS

PERSONAL
INFORMATION
ORHEALTH INFORMATION  INFORMATION
INFORMATION  CONFIDENTIAL OTHER INFORMATION SECURITY SECURITY
REPORTING ENTITY PROTECTED FINANCIAL SENSITIVE ASSET RISK PROGRAM INCIDENT TECHNOLOGY
ENTITY DESCRIPTION BY LAW DATA DATA MANAGEMENT  MANAGEMENT  MANAGEMENT MANAGEMENT  RECOVERY
A Provides critical
state services Yes Yes Yes
B Administers
federal and state Yes No No
programs
c Oversees an
entitlement Yes Yes Yes
program
D Performs
enforcement Yes No Yes
activities
E Manages critical
state resources Yes No Yes

M = Fully compliant: The reporting entity is fully compliant with all the requirements in Chapter 5300 of the State Administrative Manual
(security standards) we tested for the control area.
= Mostly compliant: The reporting entity has attained nearly full compliance with all of the security standards we tested for the control area.
= Partially compliant: The reporting entity has made measurable progress in complying, but has not addressed all of the security standards we
tested for the control area.
B = Not compliant: The reporting entity has not yet addressed the security standards we tested for the control area.
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Combined Survey Results

100% [~
90
80 I
70 |-
60 I 15
50 21 = 32
28
40 =
30
30
0 | 22 26
20 21
10 |-
2 1 1
0
Information Risk Information Information Technology
asset management security program security incident recovery
management management management

i

State Auditor



Non-Compliant Survey Results

The year by which reporting entities that self-reported non-
compliance to the Technology Department expect to achieve
full compliance with the security standards:

2015
2016
2017
2018

2019

2020
or beyond

Number of reporting entities
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Planning for Future
Engagements
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Future High-Risk Work

* Non-reporting entities are not subject to the
Technology Department’s oversight

e Several of these entities maintain sensitive
information and provide some of the most
critical services in the State

‘.lillllll"” .

State Auditor



Future High-Risk Work

* We identified significant deficiencies in the
controls over two nonreporting entities’
information systemes.

— Administrative Office of the Courts and the
Superior Courts

— California Public Utilities Commission
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Future High-Risk Work

* The California State Auditor plans to assess
the information security risks associated with
nonreporting entities

* Depending on the results, we will consider
whether to expand the high-risk issue of IT
oversight to include them
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California State Auditor Reports

* Report #2013-601, designated California’s
oversight of information technology controls a
high-risk issue

* Report #2015-601, details the results of our
high-risk audit

Available on the California State Auditor’s web
site at http://www.auditor.ca.gov/reports
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http://www.auditor.ca.gov/reports

Contact Information

Michelle J. Baur, CISA, Audit Principal
Information Technology Audits
California State Auditor

621 Capitol Mall, Suite 1200
Sacramento, California 95814

(916) 445-0255 extension 327

MichelleB@auditor.ca.gov
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