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THE PROCUREMENT
FRAUD EQUATION
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Experience in Oversight, Building Effective Contracting Integrity and
Compliance Programs, Risk Assessments, and Anti-Fraud Strategies.
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PROCUREMENT FRAUD

= An intentional perversion of truth somewhere in the

acquisition process for the purpose of inducing
another to part with something of value, or to

surrender legal right. o
M CHARGE | oeecvscer )
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The misrepresentation is fashioned by a fraudster(s)
who has a deep operational knowledge of the
procurement process and therefore many times is
connected to the contract.

b‘ PROCUREMENT INTEGRITY CONSULTING SERVICES, LLC -«

»



THE EQUATION
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5 Personality Risk Profiles
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PERSONALITIES
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1. Situational Fraudster

2.Deviant Fraudster

3. Multi-Interest Abuser

4. Well Intentioned Non-Compliance Employee
5. Disengaged Non-Compliance Employee
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PERSONALITIES
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1. Situational Fraudster

2.Deviant Fraudster

3. Multi-Interest Abuser (define)

4. Well Intentioned Non-Compliance Employee
5. Disengaged Non-Compliance Employee
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PROCUREMENT ABUSE

Procurement Abuse includes actions like:

Misuse of authority or position;

Misuse of access to sensitive procurement
information.

*All with the intent to advance one’s own interest or
those of a family member, friend, or particular
contractor.
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PERSONALITIES
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1. Situational Fraudster

2.Deviant Fraudster

3. Multi-Interest AbUSEr (example)

4. Well Intentioned Non-Compliance Employee
5. Disengaged Non-Compliance Employee
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NON-COMPLIANCE
EMPLOYEE

There are two types of Non-Compliance Employees:
Well-Intentioned and Disengaged

= Never talked about during courses
- Fraudster and Abuser creates a direct financial loss

- Non-Compliance Employees create an indirect and
unnecessary exposure
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PERSONALITIES
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1. Situational Fraudster

2.Deviant Fraudster

3. Multi-Interest Abuser

4. Well Intentioned Non-Compliance Employee
5. Disengaged Non-Compliance Employee
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WELL INTENTIONED
NON-COMPLIANCE EMPLOYEE

- Believes their deviation will cause no harm
- Believes their actions add efficiency

- Strong knowledge of your procurement
Processes/Requirements

- Does not identify the true scope of the
requirements

= Knows key words to say or not say
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DISENGAGED NON-COMPLIANCE
EMPLOYEE

Will not perform any of the Schemes

Opens the organization for the Fraudster
Little or minimal effort into procurement steps
Will not check a contractor’s bond

Will not check past performance

Will not confirm delivery of the product prior to approval for
payment

Disgruntled or dissatisfied employee
Gallup Poll — 24% - “Actively Disengaged”
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THE EQUATION
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44 Traditional Schemes

Bribes Counterfeit Parts
Gratuities Phantom Vendor
Kickbacks Product Substitution
Extortion Bid Rotation
Inflated Claims Market Sharing
Multiple Claims Conflict of Interest
False Claims Bid Suppression
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INTENDED MANIPULATION

- Selection of the vendor

- Cost of what the buyer
will pay

” - Quality being provided
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THE EQUATION

Pgs
Type of Products
(Goods or Services)

what is a Good? | i What is a Service?

A gooed is something you can B service is something done for

| 5

see and Feel. It is something ' SerVICeS | someone else. Sometimes people are |-
you can use! {  paid for their service, sometimes |2
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THE EQUATION
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Procurement Method
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THE INDIVIDUAL

(Psm X Sa4)

“Person and Motivation”
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THE PRODUCT AND
PROCESS

(Pgs x PM)

“The Product and Method”

Goods and Services
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THE EQUATION

1. The imagination and motivation
of the perpetrator

2. The type of scheme they were
deploying
3. The product being procured

4. Their access & type of
procurement method being used
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THE EQUATION

(Psm X Sa44) + (Pgs x PM) =PF

Procurement Fraud
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THE EQUATION

(Psm X S44) + (Pgs x PM) = Pl

Procurement Integrity

4
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PROCUREMENT INTEGRITY

5

An environment committed to
fair, honest, impartial, legal,

and appropriately transparent
procurements. |

adherence
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THE PROCUREMENT
INTEGRITY EQUATION

(Psm X S44) + (Pgs x PM) = PI
PIC

Procurement Integrity
Controls
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Y

effective
internal
controls

Procurement Integrity Controls are
the people, processes, procedures,
and/or management systems that are
designed to provide reasonable
assurance regarding the prevention,
detection, prompt reporting, and abillity to
respond to procurement fraud and abuse.
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THE PROCUREMENT
INTEGRITY EQUATION

(Psm X S44) + (Pgs x PM) =PI
PIC

Procurement Integrity Controls
(Prevention and Detection)
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PREVENTION CONTROLS

Prevention: “The action of stopping something
from happening or arising.” (Webster's)

- Segregation of Duties
Proper Authorizations
Adequate Documentation
Background Checks
Requirements Defined
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DETECTION CONTRACTING
CONTROLS

Detection: “The action or process of identifying
the presents of something concealed.” (Webster's)

- Reporting Mechanism
Fraud Awareness Training
Reconciliation Controls
Surprise Audits
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PUT TOGETHER

(Psm X S44) + (Pgs x PM) = PI
PICS

Procurement Integrity
% Control System
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PROPRIETARY MODEL

(Psm X S44) + (Pgs x PM) = PI
PICS

PICS Procurement Integrity
Control System®
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PICS PROCUREMENT
INTEGRITY CONTROL SYSTEM®

» Commitment to Procurement Integrity
» Tailored Vulnerability Assessment

» Protections within Policy

> Targeted Information Sharing

» |dentification of Deficiencies
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QUESTIONS
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CONTACT INFORMATION

TOM CAULFIELD

Chief Operating Officer
540.907.8654
Tom@Procurement-Integrity.net
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THANK YOU!

www.Procurement-Integrity.net

A Woman-Owned Small Business with a Service Veteran as its Chief Operating Officer

5 PROCUREMENT INTEGRITY CONSULTING SERVICES, LLC

»



	Slide Number 1
	THE PROCUREMENT FRAUD EQUATION�
	THE PROCUREMENT FRAUD EQUATION
	PROCUREMENT FRAUD �
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	THANK YOU!


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /PageByPage

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.7

  /CompressObjects /All

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.1000

  /ColorConversionStrategy /LeaveColorUnchanged

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams true

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Preserve

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (None)

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



