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INTRODUCTION

 Question: How would you identify a specific transaction 
pattern for one particular SNAP recipient from among 
hundreds of millions of SNAP EBT card transactions with 
the following parameters?

 Minimum of two transactions in a rolling, five-minute 
period

 Same vendor

 Transactions must total an even dollar amount

 Cumulative transaction amount must not equal total 
EBT balance



INTRODUCTION

Source: PA No. 15-04 A Performance Audit of Data Analytics Techniques to Detect SNAP Abuse, OSA 45-46 (January 5, 2016).



INTRODUCTION

 Overview of data analytics and improper payments

 Introduction to available data analytics tools

 Examination and examples of core data analytics 

techniques



Data Analytics

 Data analytics is the process by which large amounts of 

data are reviewed to discover anomalies, patterns, 

commonalities, or other user-defined metrics to facilitate 

increased compliance, greater efficiency, or additional 

understanding of a particular government program.



Improper Payments: Definition

 What makes a payment “improper”?

 Criteria: What does applicable law, rule, or policy say?



Improper Payments: Indicators

 Where do you begin?

Source: Photo by Ethan Sykes on Unsplash.



Improper Payments: FREQUENCY

 Totals across rolling periods of time

 Example: Rapid successive SNAP EBT transactions

Transaction Time Amount

1 12:00 $10.00

2 12:01 $5.00

3 12:07 $3.00

4 12:09 $10.00

5 12:10 $1.00

6 12:14 $6.00

7 12:35 $5.00

Source: Photo by Álvaro Bernal on Unsplash. 
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 Example: Rapid successive SNAP EBT transactions

Transaction Time Amount

1 12:00 $10.00

2 12:01 $5.00
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Improper Payments: FREQUENCY

 Totals across rolling periods of time

 Example: Rapid successive SNAP EBT transactions

Transaction Time Amount

1 12:00 $10.00

2 12:01 $5.00

3 12:07 $3.00

4 12:09 $10.00

5 12:10 $1.00

6 12:14 $6.00

7 12:35 $5.00

$15.00

$20.00

$17.00
$7.00

Source: Photo by Álvaro Bernal on Unsplash. 



Improper Payments: LOCATION

 Example: Out-of-state SNAP EBT transactions

 636 SNAP recipients spent almost $1.4 million while 

using their EBT card exclusively outside of Utah for 6

consecutive months or longer

Source: PA No. 15-04 A Performance Audit of Data Analytics Techniques to Detect SNAP Abuse, OSA 21-22 (January 5, 2016).



Improper Payments: LOCATION

Source: PA No. 15-04 A Performance Audit of Data Analytics Techniques to Detect SNAP Abuse, OSA 21-22 (January 5, 2016).



Improper Payments: LOCATION

 Result:

 Little Rock, Arkansas recipient charged with 17 counts 

of fraud

Source: Workforce Services Helps to Bring Down Multi-State Fraudster, Utah Department of Workforce Services (June 30, 2016).

Source: Photo by Robert Hickerson on Unsplash.



Improper Payments: AMOUNT

 Example: Even dollar SNAP EBT transactions

 Investigations unit inadvertently limited algorithm to 

detect only even dollar transactions that were 

multiples of 10 (e.g., $50, $60, etc.)

 What about transactions made in rapid succession at 

the same vendor that total to an even dollar amount?

Source: PA No. 15-04 A Performance Audit of Data Analytics Techniques to Detect SNAP Abuse, OSA 53 (January 5, 2016).



Improper Payments: DATES

 Too early or too late? 

 Example:

 Utah Medicaid paid for a prescription written 215 days 

after a prescriber’s death

Source: PA No. 16-02 A Performance Audit of Medicaid Prescription Drug Controls, OSA 9-10 (August 17, 2016).

Prescriber 

Death Date

Rx Written 

Date

215 Days



Improper Payments: ELIGIBILITY

 Example: Unauthorized vendors

 Utah Medicaid paid for (1) prescriptions written by 

unassigned prescribers and (2) prescriptions dispensed 

at unassigned pharmacies

Source: PA No. 16-02 A Performance Audit of Medicaid Prescription Drug Controls, OSA 35 (August 17, 2016).



Improper Payments: ELIGIBILITY

Restricted 

Recipient

Assigned 

Prescriber A
Assigned 

Pharmacy A
Unassigned

Prescriber B

Unassigned 

Pharmacy B

$

$



Improper Payments: ELIGIBILITY

 Unauthorized vendors

 Example:

 $ for Rx written by (1) sanctioned & (2) unenrolled 

prescribers

Source: PA No. 16-02 A Performance Audit of Medicaid Prescription Drug Controls, OSA 23 (August 17, 2016).

Prescriber A

Prescriber B

Prescriber C

Medicaid Recipient



Improper Payments: ELIGIBILITY

 Unauthorized vendors

 Example:

 $ for Rx written by (1) sanctioned & (2) unenrolled 

prescribers

Source: PA No. 16-02 A Performance Audit of Medicaid Prescription Drug Controls, OSA 23 (August 17, 2016).

Sanctioned Prescriber A

Prescriber B

Prescriber C

Medicaid Recipient



Improper Payments: ELIGIBILITY

 Unauthorized vendors

 Example:

 $ for Rx written by (1) sanctioned & (2) unenrolled 

prescribers

Source: PA No. 16-02 A Performance Audit of Medicaid Prescription Drug Controls, OSA 23 (August 17, 2016).

Sanctioned

Unenrolled

Prescriber A

Prescriber B

Prescriber C

Medicaid Recipient



Improper Payments: ELIGIBILITY

 Unauthorized vendors

 Example:

 $ for Rx written by (1) sanctioned & (2) unenrolled 

prescribers

Source: PA No. 16-02 A Performance Audit of Medicaid Prescription Drug Controls, OSA 23 (August 17, 2016).

Sanctioned

Unenrolled

Authorized

Prescriber A

Prescriber B

Prescriber C

Medicaid Recipient



Improper Payments: CONTRACTS

 Contractual terms and conditions

 Example: Corporate Tax Incentive Awards

Source: PA No. 14-03 A Performance Audit of GOED’s Corporate Incentives Program, OSA 18-19 (October 14, 2014).

New 

Jobs

Average 

Wages

Minimum Required Jobs Minimum Required Wage

Company B’s Performance

Health benefits added



Improper Payments: CONTRACTS

 Contractual terms and conditions

 Example: Corporate Tax Incentive Awards

Source: PA No. 14-03 A Performance Audit of GOED’s Corporate Incentives Program, OSA 18-19 (October 14, 2014).

New 
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Average 
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Minimum Required Jobs Minimum Required Wage

Company B’s Performance



Improper Payments: CONTRACTS

 Contractual terms and conditions

 Example: Corporate Tax Incentive Awards

 Inappropriate tax incentive award payment despite 

failure to meet required contractual conditions 

 Result: H.B. 129 passed 96-0 

Source: PA No. 14-03 A Performance Audit of GOED’s Corporate Incentives Program, OSA 18-19 (October 14, 2014).



Improper Payments: PROCUREMENT

 Purchasing laws and rules

 Example: Related-party transactions

 Does a common individual fill official roles with both 

the contracting entity and the vendor?

A B

$$



Improper Payments: PROCUREMENT

 Purchasing laws and rules

 Example: Split purchases

 Data summaries by vendor (and date?) 

 Example: Bid collusion

Vendor 1

Vendor 2

Vendor 3

A B C D E F G H I J K L

Projects

Source: Visualizing Fraud Patterns: Exposing the Hidden Threats, NASACT Webinar (March 26, 2015).
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Improper Payments: DOCUMENTATION

 Discrepancies/errors/missing information?

 Example: Doctored credit card statements

Transaction Receipt Date Statement Date Transaction Amount

A 04/13 04/31 The Home Depot $144.67

B 04/13 04/13 America’s Best Vaule $111.58

C 06/25 06825 Crystal Inn Cedar $83.48

Source: PA No. 16-01 A Performance Audit of Utah Communications Authority Financial Management and Transparency, OSA 16-17 (May 18, 2016).



Improper Payments: DOCUMENTATION

 Discrepancies/errors/missing information?

 Example: Doctored credit card statements

 $1.2 million embezzlement = 27-month prison sentence

Transaction Receipt Date Statement Date Transaction Amount

A 04/13 04/31 The Home Depot $144.67

B 04/13 04/13 America’s Best Vaule $111.58

C 06/25 06825 Crystal Inn Cedar $83.48

Source: PA No. 16-01 A Performance Audit of Utah Communications Authority Financial Management and Transparency, OSA 16-17 (May 18, 2016).



Improper Payments: RECAP

 Don’t forget to account for multiple indicators!

 Frequency + amount

 Location + date

 Eligibility + documentation

Source: PA No. 16-01 A Performance Audit of Utah Communications Authority Financial Management and Transparency, OSA 16-17 (May 18, 2016).



Available Tools

Source: Photo by Todd Quackenbush on Unsplash.



Available Tools: Open Source



Available Tools: Licensed Software

VBA!



Visual Basic for Applications (VBA)









Available Tools: Considerations

 Price (e.g., open source vs. licensed software)

 Programming ability (e.g., point-and-click vs. running scripts)

 Visualization (e.g., geographic plotting)

 Data Type (e.g., PDF, CSV, Excel)

 Text fields

 Volume 

 Speed 

 Automation

 Test Type (e.g., statistical sampling vs. entire universe)



Techniques: Preliminary Considerations

 Data analytics is both a science and an art. The key is 

thinking about data in new ways.

Source: Photo by Sidney Perry on Unsplash.



Techniques: Preliminary Considerations

 Understanding the data

 Type codes (e.g., final payment, reversed, etc.)

 Data dictionaries



Techniques: Preliminary Considerations

 Data cleanliness

 Is related data standardized across related tables?

Number/Numeric Date Text/String

Date Field 42370.00 1/1/2016 January 1, 2016



Techniques: Preliminary Considerations

 Data cleanliness

 Is related data standardized across related tables?

Number/Numeric Date Text/String

Date Field 42370.00 1/1/2016 January 1, 2016

User ID 42114 4/20/2015 042114



Techniques: Preliminary Considerations

 Data cleanliness

 Leading or trailing spaces?

Name Date Amount

Robert Jones 1/1/2016 $5.00

Robert Jones 1/1/2016 $5.00

Robert Jones 1/1/2016 $5.00



Techniques: Preliminary Considerations

 Applicable criteria

 Federal & state laws/regulations

 Internal policies

 Audit objectives

Source: Photo by Claire Anderson on Unsplash.



Techniques: Benford’s Law

 “Leveraging Data Analytics in Audits and Investigations” 

(August 2016) 

 Jamie Ralls, CFE, ACDA (Oregon Audits Division)

 https://www.regonline.com/custImages/290000/29914

4/2016/Aug_11_Data_Analytics.pdf

https://www.regonline.com/custImages/290000/299144/2016/Aug_11_Data_Analytics.pdf


Techniques: Benford’s Law

Source: Understanding and Applying Benford’s Law, IT Audit Basics, ISACA Journal, Vol. 3, 2011 (available at: 

https://www.isaca.org/Journal/archives/2011/Volume-3/Pages/Understanding-and-Applying-Benfords-Law.aspx)



Techniques: Sort Data

 Purpose: 

 Prepare data for some other data manipulation



Techniques: Sort Data

Name Date Amount

A 3/2/16 $10.00

B $20.003/4/16

C $5.003/6/16

A $30.003/8/16

A $25.003/8/16

B $10.003/21/16



Techniques: Sort Data

School Vendor Amount

A Not provided $XXXXXXXX

B Not applicable $XXXXXXXX

C Not provided $XXXXXXXX

D Not applicable $XXXXXXXX

E Not applicable $XXXXXXXX

F Not provided $XXXXXXXX

G ABC, Inc. $XXXXXXXX

H XYZ, LLC. $XXXXXXXX



Techniques: Filter/Extract Data

 Purposes: 

 Identify specific data points

 Create subsets



Techniques: Filter/Extract Data

Name Date Amount

A 3/2/16 $10.00

B $20.003/4/16

C $5.003/6/16

A $30.003/8/16

A $25.003/8/16

B $10.003/21/16

Criteria: Amount > 10

Name Date Amount



Techniques: Filter/Extract Data

Name Date Amount

A 3/2/16 $10.00

B $20.003/4/16

C $5.003/6/16

A $30.003/8/16

A $25.003/8/16

B $10.003/21/16

Criteria: Amount > 10

Name Date Amount



Techniques: Summarize Data

 Purposes: 

 Identify specific data

 Combine databases



Techniques: Summarize Data

Name Date Amount

A 3/2/16 $5.00

B $20.003/4/16

C $5.003/6/16

A $30.003/8/16

A $25.003/8/16

B $10.003/21/16

Sum

Name

A

B

C

Amount

$60.00

$30.00

$5.00

Mean

Name

A

B

C

Amount

$30.00

$15.00

$5.00



Techniques: Summarize Data

Name Date Amount

A 3/2/16 $5.00

B $20.003/4/16

C $5.003/6/16

A $30.003/8/16

A $25.003/8/16

B $10.003/21/16

Sum

Name Date Amount

A 3/2/16 $5.00

A $55.003/8/16

B $20.003/4/16

B $10.003/21/16

C $5.003/6/16



Techniques: Summarize Data

Name Date Amount

A 3/2/16 $5.00

B $20.003/4/16

C $5.003/6/16

A $30.003/8/16

A $25.003/8/16

B $10.003/21/16

Sum

Name Date Amount

A 3/2/16 $5.00

A $55.003/8/16

B $20.003/4/16

B $10.003/21/16

C $5.003/6/16



Techniques: Summarize Data

Name SSN Address

A 1 X

B 2 Y

C 3 Z

D 4 X

E 5 X

F 6 X

G 7 X

H 8 X

I 9 X

Address Count

X 7

Y 1

Z 1

Source: Visualizing Fraud Patterns: Exposing the Hidden Threats, 

NASACT Webinar (March 26, 2015).

Louisiana Department of Labor

• Hurricane Katrina

• Address 450 miles away from NOLA

• 51 total debit cards requested

• 27-month jail sentence



Techniques: Merge/Join Data

 Purpose: Consolidate data

 Important Consideration: One to many? One to one?



Techniques: Merge/Join Data (One to One)

Name Date Item

A 3/2/16 Chair

A 3/8/16 Desk

B 3/4/16 Sofa

B 3/21/16 Printer

C 3/6/16 Lamp

Name Date Quantity

A 3/2/16 3

A 3/3/16 15

A 3/9/16 6

B 3/4/16 8

B 3/22/16 5

C 3/6/16 4

Table 1: Items Sold Table 2: Quantity Sold



Techniques: Merge/Join Data (One to One)

Name Date Item Quantity

A 3/2/16 Chair 3

A 3/8/16 Desk -

B 3/4/16 Sofa 8

B 3/21/16 Printer -

C 3/6/16 Lamp 4



Techniques: Merge/Join Data (One to Many)

Name Title

A Staff

B Supervisor

C Manager

Name Date Item

A 3/2/16 Chair

A 3/3/16 Desk

A 3/8/16 Sofa

B 3/4/16 Printer

B 3/21/16 Lamp

C 3/6/16 Chair

Table 1: Sales Team Table 2: Items Sold



Techniques: Merge/Join Data (One to Many)

Name Title

A Staff

B Supervisor

C Manager

Name Date Item

A 3/2/16 Chair

A 3/3/16 Desk

A 3/8/16 Sofa

B 3/4/16 Printer

B 3/21/16 Lamp

C 3/6/16 Chair

Table 1: Sales Team Table 2: Items Sold



Techniques: Merge/Join Data (One to One)

Name Title Date Item

A Staff 3/2/16 Chair

A Staff 3/3/16 Desk

A Staff 3/8/16 Sofa

B Supervisor 3/4/16 Printer

B Supervisor 3/21/16 Lamp

C Manager 3/6/16 Chair



Techniques: Append Data

 Purposes: 

 Consolidate data

 Combine databases



Techniques: Append Data

Name Date Amount

A 3/2/16 $10.00

A 3/8/16 $30.00

A 3/8/16 $25.00

B 3/4/16 $20.00

B 3/21/16 $10.00

C 3/6/16 $5.00

Name Date Quantity

A 5/2/17 $15.00

A 5/8/17 $3.00

A 6/8/17 $5.00

B 6/4/17 $34.00

B 7/21/17 $18.00

C 8/6/17 $53.00

Table 1: 2016 Table 2: 2017



Name Date Amount

A 3/2/16 $10.00

A 3/8/16 $30.00

A 3/8/16 $25.00

B 3/4/16 $20.00

B 3/21/16 $10.00

C 3/6/16 $5.00

Name Date Quantity

A 5/2/17 $15.00

A 5/8/17 $3.00

A 6/8/17 $5.00

B 6/4/17 $34.00

B 7/21/17 $18.00

C 8/6/17 $53.00

Table 1: 2016

Table 2: 2017



Name Date Quantity

A 5/2/17 $15.00

A 5/8/17 $3.00

A 6/8/17 $5.00

B 6/4/17 $34.00

B 7/21/17 $18.00

C 8/6/17 $53.00

Name Date Amount

A 3/2/16 $10.00

A 3/8/16 $30.00

A 3/8/16 $25.00

B 3/4/16 $20.00

B 3/21/16 $10.00

C 3/6/16 $5.00

2016 & 2017



Techniques: Text Field Analysis

Source: Photo by Dominik Kollau on Unsplash.



Techniques: Text Field Analysis





Example 1: SNAP

 Objective: Determine six months of consecutive out-of-state 

transactions 



=IF(A2=A1,IF(D2=1,E1+1,0),0)Sort =IF(C2<>"UT",1,0)



=IF(A2=A1,IF(D2=1,E1+1,0),0)



Example 2: Medicaid

 Objective: Determine whether any prescriptions were written 

after death 



Example 2: Medicaid

Name SSN DOB

1 111-11-1111 *

2 222-22-2222 2/2/70

3 * 3/3/70

4 444-44-4444 4/4/70

Table 1: Eligible Prescribers

Name SSN DOB DOD

4 444-44-4444 4/4/70 8/25/15

9 999-99-9999 9/9/70 9/14/15

3 333-33-3333 3/3/70 11/24/15

1 555-55-5555 5/5/70 1/5/16

2 222-22-2222 2/2/70 2/27/16

1 111-11-1111 1/1/70 12/1/16

Table 2: Death Data

Prescriber Rx Date

1 3/2/16

2 3/3/16

3 3/8/16

4 3/4/16

4 3/21/16

1 3/6/16

Table 3: Pharmacy Claims



Example 2: Medicaid

Name SSN DOB

1 111-11-1111 *

2 222-22-2222 2/2/70

3 * 3/3/70

4 444-44-4444 4/4/70

Table 1: Eligible Prescribers

Name SSN DOB DOD

4 444-44-4444 4/4/70 8/25/15

9 999-99-9999 9/9/70 9/14/15

3 333-33-3333 3/3/70 11/24/15

1 555-55-5555 5/5/70 1/5/16

2 222-22-2222 2/2/70 2/27/16

1 111-11-1111 1/1/70 12/1/16

Table 2: Death Data



Example 2: Medicaid

Name SSN DOB

1 111-11-1111 *

2 222-22-2222 2/2/70

3 * 3/3/70

4 444-44-4444 4/4/70

Table 1: Eligible Prescribers

Name SSN DOB DOD

4 444-44-4444 4/4/70 8/25/15

9 999-99-9999 9/9/70 9/14/15

3 333-33-3333 3/3/70 11/24/15

1 555-55-5555 5/5/70 1/5/16

2 222-22-2222 2/2/70 2/27/16

1 111-11-1111 1/1/70 12/1/16

Table 2: Death Data



Example 2: Medicaid

Name SSN DOB

1 111-11-1111 *

2 222-22-2222 2/2/70

3 * 3/3/70

4 444-44-4444 4/4/70

Table 1: Eligible Prescribers

Name SSN DOB DOD

4 444-44-4444 4/4/70 8/25/15

9 999-99-9999 9/9/70 9/14/15

3 333-33-3333 3/3/70 11/24/15

1 555-55-5555 5/5/70 1/5/16

2 222-22-2222 2/2/70 2/27/16

1 111-11-1111 1/1/70 12/1/16

Table 2: Death Data



Example 2: Medicaid

Name SSN DOB DOD

1 111-11-1111 * 12/1/16

2 222-22-2222 2/2/70 2/27/16

3 * 3/3/70 11/24/15

4 444-44-4444 4/4/70 8/25/15

Tables 1 + 2: Eligible Prescribers + Death Data

Prescriber Rx Date

1 3/2/16

2 3/3/16

3 3/8/16

4 3/4/16

4 3/21/16

1 3/6/16

Table 3: Pharmacy Claims



Example 2: Medicaid

Name SSN DOB DOD Rx Date

1 111-11-1111 * 12/1/16 3/2/16

1 111-11-1111 * 12/1/16 3/6/16

2 222-22-2222 2/2/70 2/27/16 3/3/16

3 * 3/3/70 11/24/15 3/8/16

4 444-44-4444 4/4/70 8/25/15 3/4/16

4 444-44-4444 4/4/70 8/25/15 3/21/16

Final Merged/Joined Table



Example 2: Medicaid

Name SSN DOB DOD Rx Date After Death?

1 111-11-1111 * 12/1/16 3/2/16 0

1 111-11-1111 * 12/1/16 3/6/16 0

2 222-22-2222 2/2/70 2/27/16 3/3/16 1

3 * 3/3/70 11/24/15 3/8/16 1

4 444-44-4444 4/4/70 8/25/15 3/4/16 1

4 444-44-4444 4/4/70 8/25/15 3/21/16 1

Final Merged/Joined Table



Example 2: Medicaid

Name SSN DOB DOD Rx Date After Death?

1 111-11-1111 * 12/1/16 3/2/16 0

1 111-11-1111 * 12/1/16 3/6/16 0

2 222-22-2222 2/2/70 2/27/16 3/3/16 1

3 * 3/3/70 11/24/15 3/8/16 1

4 444-44-4444 4/4/70 8/25/15 3/4/16 1

4 444-44-4444 4/4/70 8/25/15 3/21/16 1

Final Merged/Joined Table



Example 2: Medicaid

Name After Death (Sum)

1 0

2 1

3 1

4 2

Final Summary



SUMMARY

 Data analytics can help identify improper payments

 Various data analytics tools are available

 Data analytics techniques are as varied as you are 

creative!



Questions?

Nick Purse

npurse@utah.gov

801.538.1338

mailto:npurse@utah.gov

