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• Risks to cyber-based assets can originate from 
unintentional or intentional threats.  
• Unintentional threats: natural disasters, defective 

computer or network equipment, and careless or poorly 
trained employees  

• Intentional threats: both targeted and untargeted attacks 
from a variety of sources, including criminal groups, 
hackers, disgruntled employees, foreign nations 
engaged in espionage and information warfare, and 
terrorists.  

• Adversaries vary in terms of their capabilities, willingness to 
act, and motives, which can include seeking monetary gain 
or a political, economic, or military advantage. 

I. Federal landscape: Cyber threats 
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• Since FY2006, the number 
of information security 
incidents affecting systems 
supporting the federal 
government has steadily 
increased each year. 

• The number of reported 
security incidents involving 
PII at federal agencies has 
more than doubled in 
recent years—from 10,481 
incidents in FY2009 to 
27,624 incidents in 
FY2014.  
 

I. Federal landscape: Trends 
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• June 2015, Office of Personnel Management (OPM): reported 
that an intrusion into its systems affected personnel records of 
about 4 million current and former federal employees. Separate 
incident on OPM systems related to background investigations 
affected 21.5 million individuals, including 5.6 million whose 
fingerprint data was stolen. 

• June 2015, Internal Revenue Service (IRS): reported that 
criminals used taxpayer-specific data acquired from non-IRS 
sources to access information on over 300,000 tax accounts. 
These data included Social Security information, dates of birth, 
and street addresses.  

• September 2014, U.S. Postal Service (USPS): reported a cyber-
intrusion may have compromised PII for more than 800,000 of its 
employees.  

I. Federal landscape: Recent events 
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• Personal Identity Verification (PIV) 
• Implement secure and reliable forms of identification for 

federal employees and contractor personnel who access 
government-controlled facilities and information systems.  

• Continuous Diagnostics and Monitoring (CDM) 
• Provide federal departments and agencies with capabilities 

and tools that identify cyber risks on an ongoing basis, 
prioritize based on potential impacts, and enable personnel 
to mitigate the most significant problems first. 

 

II. What are Federal Agencies Doing to Protect 
Information? 
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• National Cybersecurity Protection System (aka “EINSTEIN”) 
• A suite of capabilities intended to detect and prevent 

malicious network traffic from entering and exiting federal 
civilian government networks.  

• 30-day Cybersecurity Sprint (June 2015) 
• Focused on deploying indicators of compromise, patching 

critical vulnerabilities, tightening privileged users policies 
and procedures, and leveraging multi-factor authentication. 

• Agencies were to report to OMB and DHS on progress and 
challenges within 30 days. 

 

II. What are Federal Agencies Doing to Protect 
Information? 
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•  Performance Audits – Agency Specific Reviews 
• FAA Air Traffic Controls Systems - GAO-15-221 
• Library of Congress – IT Management Review - GAO-15-315 

 
• Performance Audits – Government-wide Reviews 

• Contractor Oversight of Privacy/Security Controls –  
GAO-14-612 

• Federal Information Security/FISMA Report - GAO-15-714 
 

• Annual Financial Statement Audit Support 
• Internal Revenue Service (IRS) – GAO-15-337 
• Federal Deposit Insurance Corporation (FDIC) – GAO-15-426 
• Securities and Exchange Commission (SEC) – GAO-14-419 

III. Evaluating Cybersecurity Programs: Recent 
GAO reviews 
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http://www.gao.gov/products/GAO-15-221
http://www.gao.gov/products/GAO-15-315
http://www.gao.gov/products/GAO-14-612
http://www.gao.gov/products/GAO-15-714
http://www.gao.gov/products/GAO-15-337
http://www.gao.gov/products/GAO-15-426
http://www.gao.gov/products/GAO-14-419


• Does the agency know its IT environment? 
• Check for a comprehensive and up-to-date inventory of 

systems that includes the type of data processed on 
those systems. (NIST special publication 800-18 and 
FIPS-199) 

• Are security and privacy risks routinely and inclusively 
assessed by the agency?  
• Check to ensure that mission owners are actively 

involved in performing security risk assessments and 
privacy impact assessments of information systems. 
(NIST special pub. 800-30) 
 

 

III. Evaluating Cybersecurity Programs: 
Cybersecurity program audit health check 
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http://csrc.nist.gov/publications/nistpubs/800-18-Rev1/sp800-18-Rev1-final.pdf
http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf
http://csrc.nist.gov/publications/nistpubs/800-30-rev1/sp800_30_r1.pdf


• Are tests of the effectiveness of automated security 
protections performed?  
• When automated tools are relied upon for testing, make 

sure the tools are tested too and correct any identified 
weaknesses. (NIST special pubs. 800-53 rev. 4 and 800-
53A) 

• In information on known weaknesses and vulnerabilities 
shared with agency leadership?  
• Make sure that the state of security, including efforts to 

address vulnerabilities, is communicated to 
leadership/decision makers. (NIST special pub. 800-100) 
 

 

III. Evaluating Cybersecurity Programs: 
Cybersecurity program audit health check 
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http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
http://csrc.nist.gov/publications/nistpubs/800-53A-rev1/sp800-53A-rev1-final.pdf
http://csrc.nist.gov/publications/nistpubs/800-53A-rev1/sp800-53A-rev1-final.pdf
http://csrc.nist.gov/publications/nistpubs/800-100/SP800-100-Mar07-2007.pdf
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GAO on the Web  
Web site: http://www.gao.gov/  
 
Congressional Relations 
Katherine Siggerud, Managing Director, siggerudk@gao.gov 
(202) 512-4400, U.S. Government Accountability Office  
441 G Street, NW, Room 7125, Washington, DC 20548 
 
Public Affairs 
Chuck Young, Managing Director, youngc1@gao.gov 
(202) 512-4800, U.S. Government Accountability Office 
441 G Street, NW, Room 7149, Washington, DC 20548 
 
Copyright 
This is a work of the U.S. government and is not subject to copyright protection in the United States. 
The published product may be reproduced and distributed in its entirety without further permission 
from GAO. However, because this work may contain copyrighted images or other material, 
permission from the copyright holder may be necessary if you wish to reproduce this material 
separately.  

http://www.gao.gov/
mailto:siggerudk@gao.gov
mailto:youngc1@gao.gov

	Evaluating the Cybersecurity and Privacy of Federal Information Systems
	Agenda
	I. Federal landscape: Cyber threats
	I. Federal landscape: Trends
	I. Federal landscape: Recent events
	II. What are Federal Agencies Doing to Protect Information?
	II. What are Federal Agencies Doing to Protect Information?
	III. Evaluating Cybersecurity Programs: Recent GAO reviews
	III. Evaluating Cybersecurity Programs: Cybersecurity program audit health check
	III. Evaluating Cybersecurity Programs: Cybersecurity program audit health check
	Slide Number 11


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /PageByPage

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.7

  /CompressObjects /All

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.1000

  /ColorConversionStrategy /LeaveColorUnchanged

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams true

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Preserve

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (None)

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



