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Objectives 

 Attendees will: 
 

 Understand security 
 
 Be familiar with current attack vectors 
 
 Learn practical steps to promote security 
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Agenda 
 

 Importance? 
 Attack Vectors 

 Mobile devices, social media 
 Passwords, social engineering, etc. 

 Security Myths 
 Q & A 
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Why should I care about 
computer security? 

 
 Secure your personal/business info 
 Bad guys go for low hanging fruit 
 Increased dissemination of personal 

information 
 Mobile transactions/devices 
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Article – hackers learned who friends were 
and sent IM’s from friends names 
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Security Topics 

 Mobile Devices 
 Public Wi-Fi 
 Social Media 
 Passwords 
 Social Engineering - Spearfishing 
 Common Myths 
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Mobile Device Security 
 Mobile Devices 
○ Laptops 
○ Tablets 
○ Smart Phones 
 

 Threats 
○ Theft 
○ Data Leakage 
○ Malware 
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Mobile Devices 
○ Protect the Device 

 
 
○ Avoid questionable Apps!!! 
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App Stores 

Android 
 

Apple Windows 

Vet programs (review/ 
test code/ permissions) 

X   
 

Show Permissions?  X  

Market Share 68% 17% 3% 
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App Questions to ask yourself 
 Is this app from a trust worthy developer? 

 Lots of reviews? 
 

 Does it look like Malware? 
 Bad reviews?  
 “Google” it 
 

 Do I understand why this app needs these permissions? 
 
 Does the developer explain to me why they need these 

permissions? 
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Apps 
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Mobile Devices 
 

 Security Methods 
○ Protect the data 
 Lock 
 Encrypt  

- Lots of Apps 
 

 Backup 
- Android – Back up to Google servers, install app 
- Apple – Backup to iTunes account (iCloud) 
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Mobile Devices 
 Security Methods 
○ Protect the Apps 
 Review your apps 
 Don’t root/jailbreak device 
 
 Install Antivirus 

- Android – Multiple apps in Google Play 
- Apple - built-in security features, but antivirus still a 

good idea  
 
http://www.pcadvisor.co.uk/features/security/341836
7/do-apple-macs-need-antivirus-os-x-security-
explained/  
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Mobile Devices - Demo 

 Apple 
 Find My iPhone - http://howto.cnet.com/8301-11310_39-

20078442-285/how-to-set-up-find-my-iphone-on-your-ios-device/ 
 

 Android 
 Bitdefender Anti-Theft 

 
 DEMO 

16 

http://www.me.com/�


Public Wi-Fi 

 Public WiFi Locations 
 Hotels 
 Coffee Shops 
 Airports 
 Neighbors 

 Threats 
 Sniffers: 
○ Demo (Videos) 

 Shared Files/Folders 
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Sniffer - Wireshark 
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                 Firesheep 
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Shared Docs 

                                          These will be  
                                          seen by 
                                          anyone on the 
                                          public wifi you 
                                          connect to                                 
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Public Wi-Fi 
 Protecting Yourself 

 Disable – “Automatically connect to non-
preferred networks” (Some windows versions) 

 Enable “https” and “SSL” in app settings 
 Use a VPN 
○ CNET download of spotfly- free VPN 
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Social Media 

 Social media refers to the means of 
interactions among people in which they 
create, share, and exchange information 
and ideas in virtual communities and 
networks. 
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Social Media Sites 
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Social Media 
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Social Media 

 http://www.geoimgr.com/ 
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Social Media 

 Bing Maps 
 Application – Twitter Maps 
○ Pulls information from different sources 
 Twitter/Foursquare/Instagram/Snapseed 
 

 Bing  Maps Explore more maps  
twitter maps 
 

 TMI- posting too much information! 
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Social Media 

 Security Methods 
 

 Turn off GeoTagging on your devices 
 Be guarded on what you post 
 Remove Geotagging information 
 If you do post use the most stringent privacy 

settings to cut down on who see information 
 Ask friends and family to not tag you in photos 

and be aware of what they are posting about 
you 
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Passwords 
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Why Password Management Matters 
 Dangers 

 Default, common, or guessable 
 Free software  and new technologies computes 

passwords quickly! (3.3B/sec) 
 

 Password dictionaries (e.g. RockYou, foreign lang 
 
 
 

If every possible password is tried, sooner or later yours will 
be found. 
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Weak Passwords Strong Passwords 
Short ( < 15 characters) Long OR Complex 
OR, no special characters (e.g. !@#) Not in dictionary (e.g. nonsensical) 
Default OR guessable Used on 1 system 

Changed regularly 



Dilbert on Passwords 
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Online Bank #1 
 

#4focf43hC#@j390 

Twitter 
 

#4focf43hC#@j390 

Credit Card 
Company 

 
#4focf43hC#@j390 

Email 
 

#4focf43hC#@j390 

Facebook 
 

#4focf43hC#@j390 

Strong Password  
 

#4focf43hC#@j390 
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Strong Password  
 

#4focf43hC#@j390 

Online Bank #1 
 

#4focf43hC#@j390 

Twitter 
 

#4focf43hC#@j390 

Credit Card 
Company  

 
#4focf43hC#@j390 

Email 
 

#4focf43hC#@j390 

Facebook  
 

#4focf43hC#@j390 



Email 
 

49gn32&s3@omaD 

Strong Password  
 

49gn32&s3@omaD 

Credit Card 
Company 

 
5$A0fj@#Chso42ds 

Credit Card 
Company  

 
5$A0fj@#Chso42ds 

Strong Password  
 

5$A0fj@#Chso42ds 
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Strong Password  
 

#4focf43hC#@j390 

Facebook  
 

#4focf43hC#@j390 

Online Bank #1 
 

5l30$!hbOi8js0sg3 

Twitter 
 

Kdh9234!$Dhal0xc 

Email 
 

49gn32&s3@omaD 

Strong Password  
 

5$A0fj@#Chso42ds 

Strong Password  
 

5l30$!hbOi8js0sg3 

Strong Password  
 

Kdh9234!$Dhal0xc 

Strong Password  
 

49gn32&s3@omaD 



Practical Solutions 
 Password Safe (e.g. KeePass 

http://keepass.info) 
 Free tool (DEMO) 
 Encrypts entire database 
○ User names, passwords, notes, links, etc 

 Portable, no installation required 
 
 Use a Password Formula/trick to remember 

 Base password + use 
 e.g. phx#85018gmail, phx#85018bank 
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Social Engineering 

 Practice of obtaining confidential 
information by manipulating users 
 In person 
 Phone 
 Phishing  
○ Email/ text/ call 
 Attachments 
 Giveaways 
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Phishing 

 “Attempt to acquire sensitive information by 
masquerading as a trustworthy entity in an 
electronic communication.” 

 http://www.antiphishing.org 
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Phishing Statistics (2013 January only) 
# of new/unique phishing sites 46,066 
# of brands hijacked 402 
Country hosting most sites United States 
Proportion of infected computers 27.79% (China has 53%) 



Phishing 
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Can You Detect Phishing? 
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Greeting Grammar/ 
punctuation 

Status bar 
link https 



Phishing – IE Protection 
SmartScreen Filter – Confirmed or suspicious 
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Phishing 

 Safe Habits 
 Go directly to the source 
 http://whois.domaintools.com/  
 Research scams (snopes, ripoffreport) 
○ US-CERT (Dept of Homeland Security) 
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Debunking Common Myths 

Myth: Anti-virus software and firewalls 
are 100% effective 

 Zero-day attacks 
 Phishing 
 Attacks from trusted computers 

 
 Ex: Emails/Webpages with scripts 
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Debunking Common Myths 
Myth: Once software is installed on your 

computer, you don’t have to worry 
about it anymore 

 Vulnerabilities 
 i.e. Acrobat, Internet Explorer, etc. 

 Updates, patches 
 Automatic (Control Panel>>Security Center) 

 Microsoft Update 
(http://update.microsoft.com/microsoftupdate) 

 http://secunia.com/vulnerability_scanning/personal/s
creenshots/ 
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Clean Bill of Health 

 

46 



Debunking Common Myths 
Myth: My chances of getting attacked are really 

slim 
 Targeted attacks 

 Social Engineering 
 Public PC’s & Wireless Internet 

 Mass attacks 
 Users of High-traffic Websites 
 Unpatched Computers 

 Attack of organizations with your info 
 Attractive ROI 
 Trusted organizations 
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How likely is it? 
To be struck 
by lightning? 

• 1 in 750K 

To be bitten by 
rattlesnake? 

• 1 in 37.5K 

To be in a car 
accident? 

• 1 in 52  

To be attacked 
online? 

• 1 in 0.2  



Security Solution? 
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Basic Security 
Makes a Difference 
A little goes a long way 

 Protect, discourage and deter 
 Don’t be the Low hanging fruit 

Criminals consider ROI 
 Prioritize your efforts 
 Not everything needs the same security 

Don’t put all of your eggs in one basket 
 
http:bcheck.scanit.be/bcheck/index.php 
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               Thank You! 

 
             Questions? 

 
 
Melinda Gardner, CISA 
Arizona Auditor General’s Office 
mgardner@azauditor.gov 
602.553.9815 
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