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Objectives

Attendees will:

Understand security

Be familiar with current attack vectors

Learn practical steps to promote security



Agenda

® |Importance?

@ Attack Vectors
* Mobile devices, social media
» Passwords, social engineering, etc.

® Security Myths
®© Q&A




Why should | care about
computer security?

Secure your personal/business info
Bad guys go for low hanging fruit

Increased dissemination of personal
information

Mobile transactions/devices



Article - hackers learned who friends were
and sent IM’s from friends names

Topic: Mahvare Follow via: B

Report: Cyberattackers hit Google
staff via friends
Summary: People behind the China-based online attacks of Google and other companies looked

up key employees on social networks and contacted them pretending to be their friends fo get the
workers fo click on links leading to mahwvare, according to a report.

l By Elinor Mills | January 2010 -- 06:40 GMT {22:40 PST)

Comments 17 +r Votes [n] ﬁ Share

People behind the China-based online attacks of Google and other companies looked up
key employees on social networks and contacted them pretending to be their friends to get
the workers to click on links leading to malware, according to a published report on
Monday.

"The most significant discovery is that the attackers had selected employees at the companies with
access to proprietary data, then learned who their friends were,” the Financial Times reported. "The
hackers compromised the social network accounts of those friends, hoping to enhance the probability
that their final targets would click on the links they sent.”

The attackers used a popular instant-messaging program to distribute the malware link to target
employees, George Kurtz, chief technology officer at security firm Mcafee, told the Financial Times.
The malware exploited a hole in Internet Explorer that Microsoft patched just last weelk.

For more on this story, read "Report: Attackers sent Google workers IMs from ‘friends™ on CNET
Mews.




Security Topics

Mobile Devices

Public Wi-Fi

Social Media

Passwords

Social Engineering - Spearfishing
Common Myths



Mobile Device Security

Mobile Devices
o Laptops
o Tablets
o Smart Phones

Threats

o Theft

o Data Leakage
o Malware



Mobile Devices

o Protect the Device

o Avoid questionable Apps!!!




App Stores

Vet programs (review/
test code/ permissions)

Show Permissions?
Market Share

Android

X

7
68%

Apple

r~

X
17%

Windows

r~

7
3%



App Questions to ask yourself

Is this app from a trust worthy developer?
Lots of reviews?

Does it look like Malware?
Bad reviews?
“Google” it

Do | understand why this app needs these permissions?

Does the developer explain to me why they need these
permissions?
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b,/ store/apps/details?id=com.hanajobs.flashlighti &feature=more_from_de O ~ &

See more

Users who viewed this also viewed

(159)

Block Mania Free

HAMA MOSILE LLC

English-Chinese Dict

HAMA MOSILE LLC

* ok ok {143

Fres

Backgrounds

HLABLA

Tiny Dream Tower

HAMA MOSILE LLC

[2E1)

Aladdin & Wonderful Lannp

P~ Lamp - Android Apps on G... X

Pemissions

THIS APPLICATION HAS ACCESS TO THE FOLLOWING:

YOUR LOCATION
APPROXIMATE LOCATION (NETWORK-BA SED)

Allows the app to get your approxamate location. This location is derved by location services using network location
sources such as cell towers and Wi-Fi. These location services must be turmed on and available to your device for the
app to use them. Apps may use this to determine approcimately whene you are.

NETWORK CGMMUHICAHV

FULL NETWORK ACCESS
Allows the sapp to create network sockets and use custom network protocols. The browser and other applications
provide means to send data to the internet, so this permission is not required to send data to the internet

PHOME CALLS
READ PHONE STATUS AND IDENTITY

Allows the spp to access the phone features of the device. This permission allows the app to determine the phone
numiber and device |Ds, whether a call is active, and the remote number connected by a call.

STORAGE

<
MODIFY OR DELETE THE CONTENTS OF YOUR USE STORAGE
Allows the spp to write to the USB storage

3YSTEM TOOLS
PREVENT DEVICE FROM SLEEPING

Allows the app to prevent the device from going to sleep.
Hide
NETWORK COMMUMNICATION M’
VIEW NETWORK CONNECTIOMS
Allows the app to view information about network connections such as which networks exist and are connected.

DEFAULT

TEST ACCESS TO PROTECTED S5TORAGE
Allows the spp to test a permission for USE storage that will be available on future davices.




;tore/apps/detailstid=com.devuniflashlight8feature=search_resu % Tiny Flashlight + LED - And... *

More from developer Permissions

Bebbled

THIS APPLICATION HAS ACCESS5 TO THE FOLLOWING:

[12.068)

) TAKE PICTURES AND VIDEDS
Tiny Compass

A Allows the app to take pictures and videos with the camera. This permission allows the app to use the camera at any

timne without your confirmation.

NETWORK COMMUNICATION
FULL NETWORK ACCESS

Allows the app to creste network sockets and use custom network protocols. The browser and other applications
provide means to send data to the internet, so this permission is not reguired to send data to the infermet
FlashLight HD LED Pro
SMALLTE.CH PHOMNE CALLS
5'235' * % 0.880) READ PHONE STATUS AND IDENTITY
Allows the app to access the phone features of the device. This permission allows the app to determine the phone

. number and device |Ds, whether a call is active, and the remote numiber connected by & call.
Flashlight HD' LED

SYSTEM TOOL3S

PREVENT DEVICE FROM SLEEPING

Allows the app to prevent the device from going to sleep.
GOLDENSHORES TECHMG = Hide
& & & & & (544,665)

Frea HARDWARE CONTROLS
CONTROL VIBERATION

Allows the app to comtrol the: vibrator.
CONTROL FLASHLIGHT
Allows the app to control the: flashlight

Flashlight

NETWORK COMMUNICATION
VIEW NETWORK CONNECTION S

FlashLightDesire Allows the app to view information about network connections such as which networks. exist and are connected.

[N

Users who installed this alzo instslled




http://www.windowsphone.com/en-us/store/app/flashlight/3a81b414-797-4697-8c27-0ec0802846f8 O ~ B ¢ X == Flashlight | Windows Phone... %

File Edit View Favorites Tools Help
x %Cumeﬂ - @Seled

Flashlight

Why is this the BEST Flashlight App for Windows Phone?

FASTEST turn on time. INSTANT On.

Simple and elegant design

NO ADVERTISEMENTS (no network data used, no tracking)

Flashlight can run even when phone is locked

STROBE LIGHT functionality for variable time flash on/off cycle

Use external camera button to turn on/off flash

LIVE TILE & LOCK SCREEN displays battery level percentage

Show battery level in REAL-TIME when flashlight is in use

Option to disable screen lock when the flash is on

5.0.5 mode for emergency

TAP AND HOLD mode. Turn on flashlight when button is pressed and turn off when released

WHITE SCREEN meode option for using phone screen instead of LED camera flash

Energy efficient

Windows Phone 8 support

Absolutely FREE App!
- The only permission this App needs is video and camera. Unlike other flashlight this App
DOES NOT REQUIRE phone identity, location, owner identity, media playback. data services and
other sensors
- The only flashlight App with justifiable permissions request.
- Only .36 MB download size.

Since this app does not use Advertisements, it does not use your data connection or send
tracking information to ad networks unlike other flashlight apps




Mobile Devices

Security Methods

o Protect the data
Lock

Encrypt
Lots of Apps

Backup
Android — Back up to Google servers, install app
Apple — Backup to iTunes account (iCloud)



Mobile Devices

Security Methods
o Protect the Apps

Review your apps
Don’t root/jailbreak device

Install Antivirus
Android — Multiple apps in Google Play

Apple - built-in security features, but antivirus still a
good idea

http://www.pcadvisor.co.uk/features/security/341836
//do-apple-macs-need-antivirus-os-x-security-
explained/



Mobile Devices -

Apple

Find My IPhone - nttp:/ihowto.cnet.com/8301-11310_39-
20078442-285/how-to-set-up-find-my-iphone-on-your-ios-device/

Android
Bitdefender Anti-Theft


http://www.me.com/�

Public Wi-Fi

® Public WiFi Locations
* Hotels
» Coffee Shops
» Airports
* Neighbors
® Threats

o Sniffers:
o Demo (Videos)

o Shared Files/Folders
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Sniffer - Wireshark

gedit File Edit View Search Tools Documents Help

Filter: lhtlp ¥ | Expression...

No.

Time D ] { Info
78 57.103043 fes8@::9de:5df0:de9c ffe2 M-SEARCH
.083973 feBO::7852:2ea9:483 ffO2 M-SEARCH * HTTP/1
.102971 fe86::9d0:5df:de9c ffo2 M-SEARCH * HTTP/1
.087919 fe86::7852:2ea9:483 ff02 M-SEARCH * HTTP/1
.183510 fe86::9d0:5df:de9c ffO2 M-SEARCH * HTTP/1
.B83200 feB@::T852:2ea9:483 ff02 M-SEARCH * HTTP/1
.103318 fe86::9d0:5dfe:desc ffez M-SEARCH * HTTP/1
.083653 fe80::7852:2ea9:483 ffo2 M-SEARCH * HTTP/1
.183333 fe86::9d0:5df0:de9c ffO2 M-SEARCH * HTTP/1
.085209 fe8@::7852:2ea9:483 ff02 M-SEARCH * HTTP/1
.183643 fe86::9d0:5df0:de9c ffO2::c M-SEARCH * HTTP/1
.196829 192.168.1.160 216.34.181.96 GET /images/logo.|
.481400 192.168.1.160 216.34.181.96 GET /images/short

208 bytes on wire (1664 bits), 208 bytes captured (1664 bits)
II, Src: AskeyCom 9b:cl:a9 (b4:74:9f:9b:cl:a9), Dst: IPvbmcast ©0:00:0€
Protocol Version 6, Src: feB80::9d6:5df@:d89c:75d9 (fe8d::9d6:5dfe:de9c:
atagram Protocol, Src Port: 61433 (61433), Dst Port: ssdp (1900)
ext Transfer Protocol |

Plain Text ¥

Tab width: 8 v

Ln 1, Col 48

Profile: Default

18



Firesheep

Firefox File Edit  Veew History Bookmarks Tools Wmdow  Help
[ Ealal

6';“.‘"" (e )Cx)(a) g (1p) (3 [ rarp:/ jrwinter.com)
Moat Visted = Cetting Started  Latewt Meadlnea B MICAVIDLOD - e w IRelease] Kife W1 - . watch-moviesnet W..  [Releare]Twidite DB ... Apple Yahoo! 404 NotFound Coogle Maps
Gﬁm--,{- Usewatet - f Useidestry = s fliinone) = *  Save.. “\ Coserate Pasvword : e VIO %
Twittes

New to Twitter?
Easy, free, and instant wpx
Cet access to the informa

that interests you most.

N t LY ( L . TRINDING TOPF

Sign Up »
Soe who's here Top Tweets ... A #NewTwitter
o & SeasShepherd We are gett = that the dolphia sl Catch a glimpse of the new
« hat begun in the ¢cove in Taip, Japan. Mare inflormation coming Twitter.com
st -E0
[ J—

4 & 2.« ‘ ;\_I' Jelani9 | find it odd when black "voting doesn't
- —_— ’ matter.” | usually ask “Then why did they fight 10 hard to keep < ’
\NB8 @
- Y i -

vs from doing
Friends and industry peers you

wnow. CeleSrines you match, CHSpurgeon Whether we teach young Christians truth of
Businesses you frequent. Fing the devil will Bbe sure to teach them erros,

them all on Teitter




Shared Docs

These will be

4 |“¢| Documents

= My Documents
. Public Documents See n by
4 N Music
ol Iy Music
| Public Music anyone on the
, Sample Music
4 || Pictures . " g
5 My Pictures pu blic wWifi you
J Public Pictures
, Sample Pictures

a E Videos CO n n eCt tO

# My Videos T

| Public Videos \
, Sample Videos
M Computer
- &, Local Disk (C:)

@ Data (F)

™ mgardner (Ymainwfslhusers
b ml A Al FLLY i 4
j L N




Public Wi-Fi

Protecting Yourself

Disable — “Automatically connect to non-
preferred networks™ (Some windows versions)

Enable “https” and “SSL" in app settings

Use a VPN
o CNET download of spotfly- free VPN



6 Best Free VPN Services to Protect Your Privacy

With the expansion of Intermet service, many of the websites hawve been banned n many countries and
even in schools and offices. There are many instances where some senices are available only in selected
countries like US and UKL If vou are facing these issues, a Free VPN (Vinual Private Metwork) will help
yvou solve these problems. Apart from these WPN services allows you to browse the web anomymoushy.
Here is a list of services offering FREE VPN accounts.

How VPNs Work : Unesnbrertsed e

sl perea e v e Tass Things.
o conn=ct external bosts secuehy:
authoriEatisn sl

sncryption

Firmwrall with WFH
eprticn (VPN Gateway]

Authorized host with
WP N chemtigateway
mof g,

wrhich handles
authorestion and
ey Pt

1. HidelP%FPM: This service offiers FREE WPN accounts on sernvers located in Uinited States and United
Kingdom. You can access blocked sites using this WPHN service. The service offers 100 new free accournts
per month, =0 follow their website to know when the free account giveawsy Sians.

2. USA P You can get free PPTP, L2TF and OpenYPMN testing account compatible with Mac OS5,
Windows 7, Vista, XP, Linux from USA IP. The demo access is unlimited in time but you are required 1o
reconnect after every 7 minutes.

3. MacroWPh: This is another senvice offering FREE WPMN, but with restrictions. The free account is imited




Social Media

Social media refers to the means of
Interactions among people in which they
create, share, and exchange information
and ideas in virtual communities and
networks.



Social Media Sites

_(

=
L _ |
P y»;ﬂ:?; ) J ' StumbleU pon { r




Social Media

People
can be




Social Media

0.')))

- GPS |


http://www.geoimgr.com/�

Social Media

Bing Maps
Application — Twitter Maps

o Pulls information from different sources
Twitter/Foursquare/Instagram/Snapseed

Bing 2 Maps—> Explore more maps -
twitter maps

TMI- posting too much information!



http:/ /www.bing.com/maps/defautt.aspdy= O v €

X @Cumert v Selecl

WEB IMAGES VIDEOS MAPS

Bing Maps

NEWS

MORE

oiNg

# Directions ¢ My places (@ Nearby

€ Twitter Maps

Timeline Search

50 most recent Tweets in this area
437 468 total Tweets here in past 14 days ¢

Bird's eye

B4
(s0)

A pnopahe__

“ mariaa_gomezzz

You were cool & now you're not. Just
_. like that.

August 24 @ 4:54 PM from Twitter for iPhone

Roxasa4
Dayum im lame

August 24 @ 4:54 PM from

TweelCaster for Android

andreabeaar
HAHA @ my horrible luck today

August 24 @ 4:54 PM from Twitter for iPhone

+ | Traffic

Sierra
Estrella

Sun Lakes
Gila River Inian F!é_lmal on
|87
—\'\'.'-\ Sacaton

Iy

Maricopa

Maricopa

o
Mountains ]

W

(Casa Gram;'i:e

Sonoran Desert National Monument

Signin -
®10of5 &

7] Fullscreen

(&, Print

2 e B0 Op
: Fo

™ Share | |£

Ancha

ESS
Salt

River
Canyon
Wilderness

Roasevelt

Four Peaks Lake
Wildernass :EJ

ApacheLake

Saguaro Lake Canyon Lake

Superstition Wilderness

Superior

Mescal
BB Dripping | Mountaing
\177] Spring
Mountains
Kearn
Florence y

Tortilla

Coolidge Mountains

‘:"S-'
rz_' ﬁf
) :
T 2

i

& Privacy | Ad Info |Legal | (1) v




o http://www.bing.com/maps/default.aspxiq= O ~ &
X @Cumert - Select

WEE IMAGES VIDEOS MAPS MEWS  MORE

oiINg

# Directions “ My places @ Nearby Bird's eye Traffic = 4§ 7] Full

NE'I'I':'IH.I".I'EF 1DATD MNational

Mn,-o " .qmn— purpleprinCE'I’IU

x

& Twitter Maps
) P I'm at Long Wong's (Scoftsdale,

Timeline Search : AZ) http:/it.co/Horbmujkg

50 most recent Tweets in this area August 24 @ 4:54 PM from foursquare
437 468 total Tweets here in past 14 days
More from purpleprince110 » Share Tweet

amarii1
Someone please bring me Taco Bell En:ép'ah:-.-_;:-.-
or Pizza! #Hungry

August 24 @ 4:54 PM from Twitter for Android

purpleprince110

I'm at Long Wong's (Scottsdale, AZ)

http:/it. co/Harbmujkg 1 ;ET
| relia

August 24 @ 4:54 PM from foursquare Gila River Indian F.Ezig.‘enral b

. ’L};Br]

StraightGold_ Rk

Tired at work. Not good. Maricopa N\

August 24 @ 4:54 PM from Twitter for iPhone Maricopa (347 ‘}__

Mountains i W Coolidge

__Gila:Bend L B

—— e s 8 123?-]

(84 Casa Grande

= Follow us on Twitter = Embed in your site
» Feedback & suggestions = FAQs & 2012 Microsoft Corporation




o Select

WEE IMAGES  VIDEO3S MAPS

MEW S MORE

My places (@ Mearby

& Twitter Maps
Timeline Search

L , Just a moment...

Follow us on Twitter
Feedback & suggestions

= Embed in your site
- FAQs

Bird's eye
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et
[
=
4
=
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M Zdth 5t

M T6In 5t

HELEM MANDR =
=
£
z

EAST SIDE PHOEMIX

Phoenix Sky
Harbor

E Van Buren 5t

Traffic

Paradica

E Thomas Rd

purpleprince110

¥ I'm at Long Weong's (Scottsdale,
“ éo AZ) hitp:fit.co/HorbmujKg

August 24 @ 4:54 PM from foursquare

Maore from purpleprince110 - Share Tweet

E Thomas Rd
Framces Panrk

E McDowel Rd = FOUNTAIN. PLAZA

MoRTH TEMPE

-Internatio o e ot
Alrport
E 54 Harbor Blvd |

V=g

HE 2012 Microsoft Corporation

|
=

COMMUNITY 1§

E Indian Sc

E Thomas Rd

MEess GRAMDE W Universi

‘W Main 5t



Social Media

Security Methods

Turn off GeoTagging on your devices
Be guarded on what you post
Remove Geotagging information

If you do post use the most stringent privacy
settings to cut down on who see information

Ask friends and family to not tag you in photos
and be aware of what they are posting about

you




Passwords

Weak passwords like these are not secure.
Ensure passwords are at least 8 characters in length
& include uppercase, lowercase, numbers & special characters.

32



Why Password Management Matters

® Dangers
» Default, common, or guessable

* Free software and new technologies computes
passwords quickly! (3.3B/sec)

Short ( < 15 characters) Long OR Complex

OR, no special characters (e.g. !@#) Not in dictionary (e.g. nonsensical)

Default OR guessable Used on 1 system
Changed regularly

If every possible password is tried, sooner or later yours will
be found.

33



Dilbert on Passwords

STARTING TODAY,
ALL PASSLWIORDS MUST

CONTAIN LETTERS.
NMUMBERS, DOOCDLES,
SIGN LANGUAGE AND

SOUIRREL MOLSES.

E
]
&
o
o
5
o
:
5
o




A

=

Strong Password

#4focf43hC#@j390

#4focf43hC#@3§390

-

Y

35



Strong Password Strong Password Strong Password

#4focf43hC#@j390 5130$'hb0i8js0sg3 Kdh9234!$Dhal0xc

Strong Password Strong Password

5$A0fj@#Chso42ds 49gn32&s3@omab
#4focf43hC#@j390 Kdh9234!$Dhal0xc

49gn32&s3@omaD

5$A0fj@#Chso42ds

36



Practical Solutions

Password Safe (e.g. KeePass g~
http://keepass.info) @

Free tool ( )

Encrypts entire database
o User names, passwords, notes, links, etc

Portable, no installation required

Use a Password Formula/trick to remember

Base password + use
e.g. phx#85018gmail, phx#85018bank



Social Engineering

@ Practice of obtaining confidential
information by manipulating users
* |n person
* Phone
* Phishing
o Email/ text/ call

o Attachments
» Giveaways

38



Phishing

@ “Attempt to acquire sensitive information by

masquerading as a trustworthy entity in an
electronic communication.”

@ http://www.antiphishing.org

# of new/unique phishing sites 46,066
# of brands hijacked 402

Country hosting most sites United States

Proportion of infected computers 27.79% (China has 53%)

39



Phishing

Most Targeted Industry Sectors 1st Quarter '13

Gaming 5 66% . Govern r'w'jt;r'wt ,
< g, 2.0 Social 2.11%

Networking,
2.15% Auction, 1.84%
Retail/Service

) 0. HE T
9.84% \ Classifieds,

_..--'"'"'-——.-—.—_ -
0.45%

ISP, 8.52%

Financial,
23.95% Pavn.'lent
Services,

45.48%




Can You Detect Phishing?

Status bar
link

Greeting

https

Bank of America Alert: Online Transfer Account Added Bank of America Alert: Online Banking Limited Access Notification
From: Bank of America Alert (onlinebanking@alert.bankofamerica.com) From: Bank of America Alert (onlinebanking@ealerts.bankofamerica.com)

Online Banking

Online Banking

Remember:

Always look for
your SiteKey before
you enter your
passcode during
Sign In » Da

Remember: Online Transfer Account Added n: New Security Alert Service
——— .

Always look for
your SiteKey before
you enter your
passcode during

* JOHN DOE
Accofint: CHECKING ending in 1234

You last signed in to

B ; We have tempora Ited your account sensitive features due to the
Online Banking on:

successfully updated of our New Security Alerts service!

Sign In » D&t=: 107182008 12/15/2009

Account Adde ) . . .
i aTET RS .In order .t|:| confirm your Online Bank records, we may require some specific

A new account allowing money transfers from your account to another Bank of America customer through Online sent to information from you to .I'ESFDFE your accoun_t. Please click

You last logged in ta Banking was added on 10/18/2008. Alerts-OnMrea. H Sign in to Online Banking

Onlline.Banking: “our security is important te us, If you are unaware of this action, please contact us immediately at

10/18/2008 1.800.553.6262, If this process is not completed within 24hours. we will be forced to suspend

your account Online, as it may have been used for fraudulent purposes. We

Want ta confirm this email is from Bank of America? Sign in to Online Banking and select Alerts History to verify thank you for your co-operation in this manner.
this alert, Bankof America.

=z

Want to get more alerts? Sign in to your online banking account at Bank of
America and within the Accounts Overview page select the "Alerts" tab.

ohndoeg@email...

Want to get more alerts? Sign in to your online banking account at Bank of America and within the Accounts
Chverview page select the "Alerts" tab,

“= A . . Because email is not a secure form of communication, this email box is not
Because email is not a secure form of communication, please do not reply to this email.

If you have any questions about your account or need assistance, please call the phone number on your efqulpﬁljed to handle r.epllez. d . | I th
statement or go to Contact Us at www.bankofamerica,com. If you have any questions about your account or need assistance, please call the

phone number on your statement or go to Contact Us at www.bankofamerica.com.

Bank of America, Member FDIC. US A
© 2008 Bank of America Corporation, All Rights Reserved, Dfficial Spansor 20042008
1.5, Diympis Tearms Bank of America, Member FDIC,

[ [

UsAa
© 2009 Bank of America Corporation. All Rights Reserved. M“‘sﬁ"’n":.ﬁ-f:::c}

7 1
htkp e, skartproject oo, kyfte frcfonlinebanking falerts finde:x=2, html ’_’_’_E

JEkp: e bankof america, comy)




Phishing - |[E Protection

SmartScreen Filter — Confirmed or suspicious

¥ Google - Window - -1=1x|
< [*m é Reported Unsafe Website: Mavigation Blocked - Windows Internet Explorer | = || [=] ||i&| —_—

"\,,.-" - Fé, http: | spyware-secure.com, ¥ Unsafe Website | +4 [ A | [*]

Favorites & Reported Unsafe Wehbsite: Mavigation Blocked ~ B * [ mm - Pagew Safety> Tools~

We recommend that you do not continue to this w
@ Go to my home page instead
ite has been reported to Microsoft for containing threats to your

computer that might reveal personal or financial information.

re information

Done @ Internet | Protected Mode



Phishing

® Safe Habits

» Go directly to the source
e http://whois.domaintools.com/

» Research scams (snopes, ripoffreport)
o US-CERT (Dept of Homeland Security)

ﬁ@ US-CERT

’%Q‘ UNITED STATES COMPUTER
o EMERGENCY READINESS TEAM

43



Debunking Common Myths

Myth: Anti-virus software and firewalls
are 100% effective

Zero-day attacks
Phishing
Attacks from trusted computers

Ex: Emails/\Webpages with scripts



Debunking Common Myths

Myth: Once software is installed on your
computer, you don’t have to worry
about it anymore

Vulnerabilities
l.e. Acrobat, Internet Explorer, etc.

Updates, patches
Automatic (Control Panel>>Security Center)
Microsoft Update

(http://update.microsoft.com/microsoftupdate)

http://secunia.com/vulnerability scanning/personal/s
creenshots/



Clean Bill of Health

O~ & X || = Free Online Computer 5can... *
File Edit View Favorites Tools Help

Sign up now for freel

Enterprise class security made simple

» Home »

Personal Software Inspector (PSI) Online Software Inspector (OS1) Compare Consumer Products

Features Programs Coversd System Reguirements ieminde Privacy FAQ

Welcome to Secunia Online Software Inspector (OSI)
Scan Now

Detection Statistics:
5 Applications Dietected in Total
ions Detected
sions Detected
Scan Options:
Running For:

0 Minul [T Ensble thorough system ing)

. isplay only insscure programs
Errors with the scan: piaron Fres

0 Errors Detected, scan result should be correct

Status / Currently Processing:
D ion completed successiully

Programs / Result




Debunking Common Myths

Myth: My chances of getting attacked are really

slim

Targeted attacks
Social Engineering
Public PC’s & Wireless Internet

Mass attacks
Users of High-traffic Websites
Unpatched Computers

Attack of organizations with your info
Attractive ROI
Trusted organizations



How likely Is it?

To be struck
by lightning?

* 1in /50K

« 1in 52

To be bitten by
rattlesnake?

* 1in 37.5K

To be in a car
accident?

online?
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Security Solution?

MORDAC, THE PREVENTER
OF INFORMATION IM A PERFECT WJORLD,
SERVICES. MO ONE WIOULD BE
ABLE TO USE ANYTHING.

To complete the
log-in procedure,
stare directly
at the sun.

SECURLITY 15 MORE
IMPORTANT THAM

SARILITY,
|

sadl g a0l Besn Adsind, e DHEL Y UFE. I

& Scott Adams, Inc/Dist. by UFS, Inc.



Basic Security
Makes a Difference

A little goes a long way
Protect, discourage and deter
Don’t be the Low hanging fruit

Criminals consider ROI
Prioritize your efforts
Not everything needs the same security

Don’t put all of your eggs in one basket

http:bcheck.scanit.be/bcheck/index.php



Thank Youl!

Questions? g4

Melinda Gardner, CISA
Arizona Auditor General’s Office

602.553.9815
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