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Discussion Topics 

► Introduction    5 min 
► 2016 EY Fraud Survey   10 min 
► Data Analytics Methodology  30 min 

► Analytics Design 
► Data Collection 
► Data Analytics 
► Explore & Risk Rank 
► Findings & Observations 

► Case Study    45 min 
► Questions & Answers   10 min  
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Data and analytics core businesses will be disrupted! 

Human beings tend to overestimate in the near term but under-estimate in the longer term 

“The growth of the Internet will slow drastically … most people have nothing to say to each other! By 
2005 or so, it will become clear that the Internet’s impact on the economy has been no greater than the 
fax machine’s. 

1943 

1977 

1998 

1998 

“I think there is a world market for maybe five computers.” 

“There is no reason for any individual to have a computer in their home.” 

“Touchscreen e-readers will never catch on.” 

Information is  
growing  

exponentially 

New info. created every 
minute for every human being 

Data is unstructured; invisible 
to traditional computers 

“Things” will be connected to 
the internet by 2020 

1.7 
MB 

80% 

50 
billion 

Computing power 
is increasing 
while cost is 
decreasing 

For computing power 
(analytics) to double 

For cost per gigabyte of 
storage to go down by half 

18 
months 

14 
months 

The nature of work is 
changing … 

Of consulting will be replaced  
by cognitive/AI technology 
 
Of today’s job could be automated 
in the next two decades 94% 
probability for accounting and Tax 
 
Of professional services will be  
procured as ‘managed service’ 

30% 

47% 

50% 

Paul Krugman 
Economist 

Bill Gates 
Co-founder of Microsoft 

Ken Olsen 
Co-founder and former President of Digital Equipment  

Thomas Watson 
Chairman of IBM 

As a result of Open Data Initiative , government agency data are becoming more accessible 
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2016 EY Fraud Survey 
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Current and emerging risks driving demand 

► The fastest-growing threat in the fraud and investigative risk universe is from 
cyber breaches and insider threats. 

► FDA demand is also being driven by increasing government and public 
scrutiny of fraud risk.  

“At the SEC, we have made great strides in leveraging data and technology to detect 
and pursue misconduct. In the enforcement arena, the Commission is using data 
analytics to help identify wrongdoers and conduct streamlined investigations to optimize 
our resources.” 

► C-suite respondents have shown a stronger 
tendency toward FDA adoption than other 
executives. 
► While 69% overall agree, “we need to do more to improve our 

current anti-fraud procedures, including the use of FDA tools,” 
this number jumps to 74% for the C-suite cohort. 

– Chair Mary Jo White, opening remarks at the 21st Annual International Institute for 
Securities Enforcement and Market Oversight, 2 November  2015 

“We need to do more to improve our current 
anti-fraud procedures, including the use of 
FDA tools.” 

74% 
of C-suite 
respondents 

Presenter
Presentation Notes
Point #2 above – refer to upcoming case study
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FDA demand is also driven by increasing 
government and public scrutiny of fraud risk 
 

Q. What are the main reasons that you are planning to increase your investment in FDA capabilities? 
Base: Respondents who plan to increase investment in FDA (405) 
Multiple answers allowed, may exceed 100%. 

4% 

9% 

13% 

25% 

26% 

30% 

31% 

32% 

43% 

53% 

0% 10% 20% 30% 40% 50% 60%

Other main reasons

Increased calls to your ‘whistle-blower line’ 

Increasing merger and acquisition activities

Need for more robust third-party due diligence

Recent fraud risk assessment
findings in the organization

Seeking greater cost efficiency
in the fraud risk management process

Pressure from the board or management team

Increased risk of fraud in emerging markets

Increased regulatory scrutiny

Response to growing cybercrime risks
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Growing sophistication in technology and 
the use of data 

► The use of visualization tools has doubled since our 2014 survey. There has also been 
increasing use of social and web monitoring tools and statistical analysis and data 
mining packages. 

► 75% of respondents routinely analyze a wide range of structured and unstructured 
data. 

Q. Which FDA tools do you utilize in managing fraud risk? 
Base: 2016 all respondents (665); 2014 all respondents (466) 
Multiple answers allowed, may exceed 100%. 

11% 

21% 

12% 

18% 

25% 

25% 

0% 5% 10% 15% 20% 25% 30%

Statistical analysis

Social media

Visualization

2016

2014
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Key challenges: building teams with the  
right skills 

Successful deployment requires 
three distinct skill sets: 
► Technical skills – to understand 

the organization’s systems and 
advise on acquiring additional 
technology 

► Domain knowledge – familiarity 
with the relevant risk areas in the 
business and the ability to 
interpret analytics results in the 
context of the organization 

► Data analytics (e.g., data science) expertise – mathematical, computer science and 
business intelligence techniques, such as pattern recognition, statistical analysis, query 
design and data visualization 

According to Gartner, the need for data scientists is growing at about three times that for 
statisticians and business intelligence analysts, and there is an anticipated  talent shortage of 
100,000 or more analytics personnel through 2020. 
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Key challenges: deploying the right 
technology 

► Respondents continue to rate “challenges in combining data sources” as the 
top issue to overcome when implementing FDA. 
► Building data sets that talk to one another is the first step to successful analytics. 

► One key obstacle to moving to more advanced tools appears to be the lack of 
funding. 

► However, analytics technology has improved, making deployment and 
accessibility easier. 
► More “self-service” applications are available via cloud that require less 

customization to implement.  
► Significant improvements in computing power and scalability (i.e., Hadoop) 

combined with ever-decreasing storage costs make the use of FDA more cost 
effective. 
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Many have reported positive results or 
recoveries from the FDA tools 

agree 
56% 

“We currently get positive results 
or recoveries from the FDA tools 
that we use.” 
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Data Analytics – Methodology 
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Analytics Implementation Methodology 

Analytics 
Design 

Data 
Collection 

Data 
Analytics 

Explore & 
Risk Rank 

Findings & 
Observations 

1 2 3 4 5 

• Identify risks 
based on industry 
and client 
knowledge 

•Understand data 
systems and 
business 
processes 

•Develop 
workplan to 
define tests 

•Refine 
engagement 
timeline 

•Work with client 
IT to identify & 
export and 
validate data 
•Asses data 

integrity and 
completeness 
•Perform data 

reasonableness 
checks 
• Load, normalize, 

cleanse, and 
transform data, 
as needed 

 

•Execute 
previously 
identified 
analytics plan 

•Modify analytics 
as appropriate 
based on data 
received, client 
feedback and 
preliminary results 

•Visualize 
analytical results 
and develop 
dashboards 

•Develop scoring 
model to risk rank 
transactions 

► Identify trends 
and risk areas 

► Quantify 
potential risks 

► Conduct a 
briefing with key 
stakeholders 

► Determine 
remediation 
actions and track 
dispositions 

 

AC
TI

VI
TI

ES
 

•Analytics work 
plan 

•Data requests 

•Control totals and 
inventory 

•Preliminary 
results for QC 

•Visualized 
dashboards 

•Risk model 

• Findings and 
observations 

•Action plan D
EL

IV
ER

AB
LE

 

 Management Ownership and Involvement 

Presenter
Presentation Notes
Methodology is generic enough to be utilized outside fraud detection, audits or operational effectiveness – as evidenced by the upcoming case study
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(1) Analytics Design 
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Risk quadrants 
Macro view 

Analytics 
Design 

1 
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ACFE 2014 Report to the Nations and 
fraud scheme discussion 

Analytics 
Design 

1 
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Transparency International 2014 
Corruption Perceptions Index 

Analytics 
Design 

1 
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► More precision in compliance program and operational assessments 
by sophisticated clients 

► Increased operationalizing of compliance processes for specific risks 
► Advanced data analytics to facilitate risk based continuous monitoring 
 

Trends and leading practices in analytics 
What we are seeing 

Legal and regulatory 
risks 

► Bribery and corruption 
► Third-party integrity 
► Export controls/ITAR  
 

Technology risks 
► Data privacy 
► Cyber security 
► Cloud computing and 

big data 
► Data management 

requirements for 
investigations 

 

US Government business 
risks 

► Cost accounting  
► DFARS business 

systems  
► Mandatory disclosure  
► Cost structure 

simplification and cost 
reduction 

► Claims and disputes 
► Suppliers and pricing 
 

Analytics 
Design 

1 
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(2) Data Collection 
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Payments 
(ERP system) 

Contract 
Management 

Systems 

Business 
Systems 

Third- Party 
Systems 

Travel and 
entertainment 

systems 
Compliance 

analysis 
platform 

Addressing risks by combining multiple  
data sources 

Data 
Collection 

2 

Presenter
Presentation Notes
Refer to case study in terms of using outdated data (i.e. old surveys) will impact value of the analytics
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Other external data sources 
 

• Global watch lists, state-owned enterprises and adverse media 
 

• Over 1.2 million named individuals and entities 
• Over 160 sanction lists 
• Enhanced country list addressing Presidential Executive Orders (e.g., state-

owned entities, subsidiaries, vessels, etc.) 
• Over 250 official lists (e.g., World Bank, Asian Development Bank, etc.) 
• People who have been formally accused, arrested, or convicted in white-collar 

and terrorism crimes 
• Relatives and known associates 
• Entities in the news for adverse media 

 
• Social data 

 
Direct Access Managed Public API 

Data 
Collection 

2 

Presenter
Presentation Notes
Case study will discuss the challenges in using publically available data
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(2) Data Analysis 
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Applied Data Analytics 
Purpose – Why? 

► Assess and quantify potential areas of risk  
► Analyze large volumes of data which would be time-

consuming for manual review 
► Identify exceptions and anomalies 
► Find patterns and trends through periodic testing 

Data 
Analytics 

3 

Presenter
Presentation Notes
In terms of the upcoming case study, Analysis of Open Data gave a picture of noisy neighborhoods in New York City and types of noises and hours noises were experienced and how NYC government responded to noise complaints
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Applied Data Analytics 
Approaches – What? 

Testing data against known 
behaviors/patterns 

Rules-based 
analytics 

► Suited to well-defined processes 
► Ideal for anomaly testing 
► Used for identifying data not meeting expected 

behavior 

Using scoring models to identify 
and determine areas of higher risk Risk scoring 

► Using rules-based tests with weighted scores 
► Combining weighted scores from different datasets to 

determine high risk areas 

Analyzing natural language text: 
► Keyword searching 
► Concept analysis 
► Sentiment analysis 

Text analytics 

► Search against keywords, e.g., fraud, bribery and 
corruption, black lists 

► Analyze text to determine concepts discussed 
► Analyze emails for emotional tone insight 

 

Using interactive dashboards  for 
reporting and trend analysis 

Visual 
analytics 

► Visualizing facilitates understanding 
► Makes comparative analysis easier 
► Aids in spotting unusual trends 

 

Data 
Analytics 

3 
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Techniques Sample Counter Fraud Tests 

Visualization Stratify transactions by attributes to visualize 
trends and patterns 

Rules-based Identify split and duplicate expenses among 
employees 

Rules-based Identify anomalous mileage reimbursements 

Rules-based Reimbursements to employees not in master table 

Text mining Mine free-text fields for fraud/corruption keywords 

Text mining Term frequency analysis (unsupervised) 

Data  
augmentation 

Identify employees/attendees that may be  
sanctioned or politically exposed 

Entity 
matching 

Employees that share same attributes as  
vendors 

Entity 
matching 

Identify frequently entertained attendees 

Applying the right techniques using  
the right tools 

Stratifications 

Rules based tests 

Geospatial  
analysis 

Text  
analytics 

Quantitative 
analysis 

Predictive 
modeling 

C
O

M
PL

EX
IT

IE
S 

FALSE POSITIVES 

In our experience, no one tool or technique “does it all”. It’s about having 
the capacity and capabilities to develop a customized solution + the 
domain knowledge to contextualize results. 

Data 
Analytics 

3 
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Applied Data Analytics 
Applications – Where? 

Identify high risk employees through 
rules and text based analytics. 
Analyze findings in a dynamic risk 
scoring dashboard. 

Travel & 
Expense 

► Expense reports 
► Meal attendee information 
► Employee master 

Identify high risk vendors through 
rules and text based analytics.  
Analyze findings in a dynamic risk 
scoring dashboard. 

Procurement 

► Accounts payable ledger 
► Vendor Master 

Identify anomalies and exceptions in 
labor charging and payroll. 

Labor and 
Payroll 

► Time sheets 
► Contract information 
► Payroll 

 

Identify anomalous trends and 
patterns across time, geographies, 
and business units. 

General 
Ledger / 
Accounting 

► General ledger 
► Chart of accounts 

 

► Employees Appearing in Vendor Master 
 Conflict of Interest 

Data 
Analytics 

3 
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Entity resolution and link analysis 

► Automatically match 
and disambiguate 
individuals and entities 
in your master 
reference data. 
 

► Vast improvements 
over fuzzy matching. 
 

► Better conflict of 
interest tests, fewer 
false positives. 
 

► More accurate 
network link analysis 
with deeper degrees 
of separation. 

 

Data 
Analytics 

3 
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(4) Explore and Risk Rank 
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Transactional risk scoring  

   1   (yes/no flag)  
x 5   (1-5 metric weight multiplier) 
------ 
   5   (analytic score) 

Per analytic: 

A fully loaded transaction score takes into account the 
sum of analytic scores that all hit on that transaction 
(e.g. 1-duplicate, 2-wkend, 3-round payment 
5+5+5=15). 

Explore & 
Risk Rank 

4 
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Using analytics to enable  
continuous monitoring  
Continuous monitoring works when a defined, repeatable transactional 
tests are applied to a wide range of data. Risk scores are aggregated 
and compared to better focus resources based on evolving risks.  

Summary of 
scope 

EY has partnered with 
IBM to leverage the 

power of big data 
platform 

Aggregate risk scores as 
compared to previous 
analyses to help focus 

on higher risk areas 

Detail analyses of each domain 

Explore & 
Risk Rank 

4 

Presenter
Presentation Notes
Refer to case study in terms of being able to use the results to identify other noises not reported and how to make government more effective
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(5) Findings & Observations 
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Example #1 
Summary analysis 

Findings & 
Observations 

5 



Page 32 32 

Example #2 
Social Media Analysis 

Findings & 
Observations 

5 
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Example #3 
Time charging and contract analytics 

Time charging analytics 
• Comparison of labor data to contract qualification 

requirements 

• Identification of unusual  trends in straight time and 
overtime labor charging  

• Detection of charges made to multiple categories 
by the same employee 

• Comparison of billed rates to contracted rates 

• Trending of time charging practices by employee, 
contract, cost center and labor category 

Contract analytics 
• Identification of high risk contracts based on 

attribute-based risk ranking methodology 
• Interactive tool allows for analysis and filtering by 

customer attributes including: 
• Contract 
• Contract type 
• Period of performance and percent complete 
• Customer 
• Financial performance (e.g. profit, billed accounts 

receivable, billings in excess of revenue, revenue in 
excess of funding) 
 

Findings & 
Observations 

5 
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Contact Information  

Ken Feinstein 
Senior Manager, Forensic Technology & Discovery Services 
203-674-3177 
Kenneth.feinstein@ey.com 
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