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Introduction: Who Am |

* Professional Background
— Current Professor of Practice at University of Kansas

— Previous experience as:
* Cyber Security Consultant
* SOC Operations Manger
* SIEM Engineer
* Network Engineer
* Security Analyst

* Education:

— BS Information Systems Engineering USMA

— MS Information Technology and Security University of Kansas

— Enrolled in Doctoral program at University of Kansas
* Certifications:

— CISSP

— Microsoft Certified Professional (multiple disciplines)

— Cisco: CCNA, CCNA Security

— COMPTIA (Security+, Network+)

— SIEM: (LogRhythm, Qradar, Splunk)

— Offensive Security (7Safe CSTA)
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Auditing in Cybersecurity (1 of 3)

* Aninformation technology audit, or information systems audit, is an
examination of the management controls within an Information
technology (IT) infrastructure. The evaluation of obtained evidence
determines if the information systems are safeguarding assets,
maintaining data integrity, and operating effectively to achieve the
organization's goals or objectives. - Wikipedia
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Auditing in Cybersecurity (2 of 3)

* Why conduct auditing?
— Prove you are doing the right thing:

* Verify due diligence in securing assets

* Verify adherence to approved
methodologies/regulations

— Find someone doing the wrong thing:
* |dentify/Confirm past security breaches
 Verify health of information systems
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Auditing in Cybersecurity (3 of 3) :

ISACA: 10 things auditors should know about cyber security

* Leverage existing frameworks/guidelines

* Consider forthcoming legislation

e Allrisks are subjective

e Users are (and will always be) the biggest security risk

e Basic information security controls still hold true

 Need a cyber incident response policy and plan that is fully tested
e Cyber security strategy needs to be agile — landscape is “mutating”
e Cyber security awareness depends on the right training

* Everything is connected to everything

 Be aware of credential theft techniques

Source: http://www.isaca.org/Knowledge-Center/Research/Documents/Auditing-Cyber-Security-Infographic_ifg_eng_0217.pdf
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Incident Response Frameworks: What is
Incident Response? (1 of 4)

* [ncident response is a methodical approach to
dealing with adverse or abnormal events
experienced within an information system or

network.
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Incident Response Frameworks (2 of 4)

NIST Cyber Security Framework
e |dentify

* Protect

* Detect

* Respond

IR EEOVEr

NIST 800-61 r2 — Computer Incident Handling Guide

* Prepare

* Detect

* Respond (contain, eradicate, recover)

* Postincident (lessons learned, evidence retention)
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Incident Response Frameworks (3 of 4)
NIST 800-37— Applying the Risk Management Framework

Architecture Description PROCESS Organizational Inputs
Architecture Reference Models OVERVIEW Laws, Directives, Policy Guidance
Segment and Solution Architectures Strategic Goals and Objectives
Mission and Business Processes Starting Priorities and Resource Availability
Information System Boundaries Point Supply Chain Considerations

Repeat as necessary

» Step 1 »

CATEGORIZE

Step 6 Information System Step 2
MONITOR SELECT
Security Controls Security Controls
RISK
f MANAGEMENT *
FRAMEWORK
Step 5 Step 3
AUTHORIZE IMPLEMENT
Information System Step 4 Security Controls
ASSESS

' Security Controls ‘

FIGURE 2-2: RISK MANAGEMENT FRAMEWORK
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Incident Response Frameworks (4 of 4)

NIST 800-86 - Guide to Integrating Forensic Techniques into
Incident Response

e Data Collection

* Examination

* Analysis

* Reporting

* Recommendations
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Identify: Definition (1 of 4)

* The identification phase consists of Identifying:
assets, threats, controls, and risk

— Assets: things of value to the organization (data, systems,
bandwidth, capital etc.)

— Threats: things that may damage assets or impede
business operations (hackers, natural disasters, power
outages, regulatory audits etc.)

— Risk: probability that a threat will impact an asset

— Controls: administrative or technical processes or systems
that may reduce risk to systems
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Identify: Assets (2 of 4)

Open Systems Interconnection (OSI) Model

=5

@ W rd ‘ Application

KU

By

e —
to:person@mail.com

Presentation <ldoctype html=<html itemscope="" itemtype="http://schema_org/SearchResultsPage" lang="en">
Session session ID: D30200006A3EQCB4785A860922514DC3657AC5177D4
Transport to:person@mail.com | TCP
Network to:person@mail.com | TCP | IP
Data to:person@mail.com | TCP | IP | ETHERNET
Physical 10001110101
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Identify: Threats (3 of 4)

Each Layer of the OSI Model is Susceptible to an Attack
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@ ﬂ7‘ @ ‘ Application

Presentation

Session

Transport

Network

Data

Physical

ny
—

Virus, Trojan, Buffer Overflow
SQL Injection, XSS

Session Hijacking

Protocol Spoofing, DNS Poisoning
IP Spoofing

ARP Poisoning, MAC-Address Spoofing
Wire Tapping, Cross-Domain-Violation, Signal Interception
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Identify: Controls (4 of 4)

Protection Systems/Mechanisms Typically Focus on a Specific Layer
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@ ﬂ7‘ @ ‘ Application

Presentation

Session

Transport

Network

Data

Physical

Proxy, Input Validation, Code Signing

Anti-Virus, Application Permissions

Public Key Infrastructure (PKI)

Firewall

Firewall, Intrusion Detection System

Port Security, Wireless Encryption
Secure Conduit, Locks, Cages, Spectrum Management
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Protect: Definition (1 of 3)

* Protection is the implementation of security controls
to reduce risk within an environment.

e Must evaluate risk first

— Risk = threat x vulnerability x impact
e Quantify risk in terms of cost to business

 Determine how to address risk
— Avoid: Remove vulnerable systems entirely
— Mitigate: Implement controls (administrative/technical)

— Transfer: Coordinate with a third party to assume some or
all of the risk (outsource, insurance etc.)
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Protect: Risk Management Framework (2 of 3)

Architecture Description PROCESS Organizational Inputs
Architecture Reference Models OVERVIEW Laws, Directives, Policy Guidance
Segment and Solution Architectures Strategic Goals and Objectives
Mission and Business Processes Starting Priorities and Resource Availability
Information System Boundaries Point Supply Chain Considerations

Repeat as necessary

* Step 1 »

CATEGORIZE

Step 6 Information System Step 2
MONITOR SELECT
Security Controls Security Controls
RISK
f MANAGEMENT *
FRAMEWORK
Step 5 Step 3
AUTHORIZE IMPLEMENT
Information System Step 4 Security Controls
ASSESS

' Security Controls ‘

FIGURE 2-2: RISK MANAGEMENT FRAMEWORK
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Protect: Selection (3 of 3)

e Network Firewall
* IDS/IPS
* Proxy/Bastion Host

IDS/IPS

* Network Segmentation
* Host Based IDS/IPS e
e Host Based Anti-Malware

* QOperating System Permissions-
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Detect: Definition (1 of 2)

* The detect phase consists of confirming whether or
not an incident has occurred

* This phase is highly dependent upon:
— Network topology
— Security control deployment
— Audit log configuration (volume, coverage, verbosity)
— Alerting/Correlation systems
— Analyst expertise
— Organizational policies, procedures, and discipline
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Detect: Example Data Flow (2 of 2)

Boundany Network
Externsl Metwork 152 168.1.0v24

KALI 102
1721603

172.18.0.0 /24 Vmneto
Haost Mame: Kali InTEmaEt GateWay
@ Debian Linux 3.1.4 19216811

Application Signature, Permissions, ::.r;w';::?::; IP & TCP/UDP Port

Operating System Modification
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= = Network Anomaly
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. IP & TCP/UDP Port y
- .
S ¥ Firewall

Name: WiHast Name: DC1 Name: DC2 Name: LRXMLab ) I DS/I PS ]

Waorkstation Active Directory Active Directory  LogRhythm SIEM XM 6.2.3 Payload Signature,

W5 Windows 7 Domain Controfier . Domain Controller k5 Server 2008 R2 Network Anomaly
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1013201 .94 Application Signature, Permissions,
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Respond: Definition (1 of 5)

* The response phase consists of actions taken to:
interrupt, contain, and eradicate threats.

— Interrupt: Stop the threat from increasing damage or
privilege within a system/network.

— Contain: Prevent the spread of infection or compromises
across the network or system(s).

— Eradicate: Remove threat presence from the network or
system(s).
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Respond: Interrupt (2 of 5)

Network Phase

Endpoint Phase

)

Domain Phase

\

Egress Phase

e

( Pre Hack \ ( Hack \ ( Compromise

Reconnaissance Delivery Installation Privilege Escalation Lateral Movement Actions on Objective Exfiltration
Probing Host Access Host Delivery Privilege Escalation Internal Reconnaissance Data Manipulation Data Theft
Enumera tion Network Delivery Software Mod Privilege Use Lateral Movement Obfuscation Attack Pivoting

KU
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Respond: Contain (3 of 5): Brute Force

Boundany Network

Externsl Network 152 168.1.0v24

KALI 102
1721603

172.18.0.0 /24 Vmneto
Haost Mame: Kali InTEmaEt GateWay
@ Debian Linux 3.1.4 19216811

Firgwall interface:
emd: 172.160.2
Lateral Movement

. Reconnaissance: Probing
Delivery

BMZ Metwork Installation Reconnaissance:
10.13.304.32 /27 vV

Enumeration
E Firewall iterface
= - 3 ez 10.15.201.34
L]
X

Hivet Nnimie* Exthd Privilege Escalation

Email Server BAS Windows Server 2008 R2 Firgwall IF'I'EHKII‘

M5 Windows Server 2008 R2 A5 SharePoint Server 2007 "] emic 192.168.1158

WS Exchange 2007 M5 501 Server 2005

10.13.201.60 10.13 201 61 . Host Name: PFSense
Furgwall interface FreeB5D B.3-R plb
emi 10.13.201.5 pfSensever 2.1.5

DMZ Firewall
internal Frotechsd Mehwork
10.13.200 84 /27 Wmnatl /

Name: WiHost Name: DC1 - ilab

Workstation active birec  Actions on the Objective SIEM XM 5.2.3
M5 Windows 7 Domain Cor J00E B2
McAfee Virus Scan B.E M5 Server 1 Exfiltration 13

McAfee HiPs 10.13.201.6. AN LD A LD

10:13.201.94
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Respond: Contain (4 of 5): Victim Operated

Boundany Network

Externsl Network 152 168.1.0v24

KALI 102
1721603

172.18.0.0 /24 Vmneto
Haost Mame: Kali InTEmaEt GateWay
@ Debian Linux 3.1.4 19216811

Firgwall interface:
emd: 1711602

DMZ Network
20.13.204.32 /27 Vminal?

= Firawall iterface
| emz: 10.15.201.34

Host Mame: 1S

Hu:t. Mame: Exchl Web Sarver

Email Server BAS Windows Server 2008 R2 Firawall inferface

M5 Windows Server 2008 R2 A5 SharePoint Server 2007 "] emic 192.168.1158

MS-MEHEEM BAS SO Server 2005

10.13.201.60 10.13 201 61 . Host Name: PFSense
Firgwall interface FreeBSD B.3-R plo
emi 10.13.201, pfSensever 2.1.5

DMZ Firewall

Access Compromised Website ... . srotecssd Hatwork
1002 20

. .. “DC1 Mrmm s e Wame: LRXMLab
Delivery: Download Malicious Code  ‘gire | ateral Movement  LogRhythm SIEM XM 6.2.3
PR e in Co . L. rver 2008 B2
Installation: Host OS Modified ~ee: Actions on the Objective 3pyaa
Privilege Escalation 2016 Exfiltration

Command and Control
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Respond: Eradicate (5 of 5)

Aggregate Field: Aggregate Field:

Aggregate Field:

Aggregate Field:

Aggregate Field:

Correlation

Aggregate Field:

Aggregate Field:

Source IP address Destination Computer Name Account Name Log in name Computer Name Destination
IP address IP Address
Reconnaissance Delivery Installation Privilege Escalation Lateral Movement Actions on Objective Exfiltration
Typical data by phase Network
Infrastructure
Firewall/IDS Anti-virus Netflow
HIPS —
sourcel? L .
Source Port __ Source Port Signature 5
Destination IP —| Destination IP Payload Destination Port
Destination Port Destination Port _|Computer Name |
- Mb transferred
IDS alarm File name
Signature . .
Endpoint Operating System Logs
Payload P P gy &
Host OS Logs Local Security Group Local Authentication Folder Access
Object Modified _[User Account | User Account
Registry Key Computer Name Computer Name —LComputer Name |
' Computer Name| Privilege granted IP address Folder Path
User Account Privilege used Permissions
Type of Modification
Directory Lpgs
(DNS, DHCP) Directory Security Group Directory Authentication Directory Authentication
: _|User Account | Kerberos Ticket

Destination IP

Computer Name—

Computer Name

User Account

Computer Name

User Account

—tComputer Name |
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Recover: Definition (1 of 3)

* The recover phase consists of actions taken to
restore systems to pre-incident status and address
regulatory requirements. This includes:

— Implementing the disaster recovery (DR) and/or business
continuity plan (BCP) .

— Contacting external agencies

— Organizing evidence for regulatory requirements or follow
on legal actions
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Recover (2 of 3)

Implement Business Continuity / Disaster Recovery Plan

* Restore from backups

* Reset passwords/ revoke account privileges

* Reimage machines

Contact External Entities

* Prepare press release

* Seek legal counsel

* Notify affected parties (clients, employees, business partners etc.)
e Contact External Entities

Retain Evidence
e Chain of custody (sterile collection, data integrity, hashing etc.)
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Recover (3 of 3)

Data Retention Policies

e Tied to regulatory compliance

* Not all data is equal (forensic value)

* Storage costs on systems varies

* Query performance heavily dependent on search period
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General guidelines (1 of 4)
 Rehearse:

— Incident response plans are only effective if they are executed in a
scalable and repeatable manner.

— Rehearsals or “table top exercises” help identify potential friction
points, additional stake holders, or gaps in processes/systems.

* Encrypt sensitive data
* Hash log data to prove integrity

 Don’t record everything

— Counter intuitive; however, logging everything often results in delayed
search times, increased costs, and useless systems.

— Regulatory compliance may require additional data, which is not
overtly useful to security investigations.
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General guidelines (2 of 4)
* Implement Centralized Logging Solution:
— Aggregate data in centralized location
— Improves query speed and visibility
— Decreases license costs (less agents required)
— Often provides filtering of data

 What is worth logging?:
— User Authentication events: (Windows logon types: 2, 7, 10, 11)
— Security group modifications
— Process execution: (filtered via whitelist)
— Failed internal network connections

— Security device alerts (requires significant tuning, especially for
perimeter systems)
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General guidelines (3 of 4)

* How much space do logs take up?

— Log storage= events/second X 250 bytes/event X 86,400 seconds/day
— 100 events/second ~ 2 GB per day

* How many logs do devices generate:

— Windows workstation: ~0.5 events/sec
— Web-facing application server: ~20 events/sec
— Web-facing firewall/IDS/IPS ~75 events/sec
— Internal application server(low vol) ~5 events/sec
— Internal AD, IIS, Email (high vol) ~20 events/sec
— Internal network device ~2 events/sec

* Source: Tenable Security LCEv5.0_Complete_UserGuide.pdf
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General guidelines (4 of 4)
* Validate:

— Third party penetration tests may assist in evaluating security
personnel response procedures or security control effectiveness.

 Update:

— Maintain documentation to reflect improvements or changes to the
plan (contact rosters, system changes etc.)

— Tune detection systems for optimized performance.
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Breach Consequences: Regulatory Fines-
HIPAA (1 of 6)

Violation category— Each violation All such violations of an identical
Section 1176(a)(1) provision in a calendar year
(A) Did Not Know $100-550,000 $1,500,000
(B) Reasonable Cause 1,000-50,000 1,500,000
N g 10,000-

(C)(i) Willful Neglect-Corrected 50,000 1,500,000
(C)(ii) Willful Neglect-Not 50,000 1,500,000
Corrected

* source: www.federalregister.gov Modifications to the HIPAA Privacy, Security,
Enforcement and Breach Notification Rules - 2013
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Breach Consequences: High Profile HIPAA

Breaches (2 of 6)

Entity Fined Fine Violation
CIGNET $4,300,000 Online database application error.
Alaska Department of Health and Unencrypted USB hard drive stolen, poor policies and risk
. $1,700,000 :
Human Services analysis.
Did not have technical safeguards in place to verify the
WellPoint $1,700,000 person/entity seeking access to PHI in the database. Failed to
conduct a tech eval in response to software upgrade.
Blue Cross Blue Shield of $1,500,000 57 unencrypted hard drives stolen.
Tennessee
Massachusetts Eye and Ear
Infirmary and Massachusetts Eye |S$1,500,000 Unencrypted laptop stolen, poor risk analysis, policies.
and Ear Associates
Affinity Health Plan $1,215,780 Returned photocopiers without erasing the hard drives.
South Shore Hospital $750,000 Backup tapes went missing on the way to contractor.
Idaho State University $400,000 Breach of unsecured ePHI.

* source: www.truevault.com
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Breach Consequences: Regulatory Fines-

PCI-

DSS (3 of 6)

° Noncomplia nce Fines- The consequences of not being PCI compliant range
from $5,000 to $500,000, which is levied by banks and credit card institutions.

* Breach Consequences- Even if a company is 100% PCl compliant and

validated, a breach in cardholder data may still occur. Cardholder Breaches can
result in the following losses for a merchant.

$50-S90 fine per cardholder data compromised

Suspension of credit card acceptance by a merchant’s credit card account
provider

Loss of reputation with customers, suppliers, and partners
Possible civil litigation from breached customers
Loss of customer trust which effects future sales
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Breach Consequences: Regulatory Fines-
PCI-DSS (4 of 6)

 Example PCI-DSS fees from Visa

Month Level 1 Level 2
(6 mil + transactions) (1-6 mil transactions)
1to3 $10,000 monthly $5,000 monthly
4to 6 $50,000 monthly $25,000 monthly
7 and on $100,000 monthly $50,000 monthly

* source: www.focusonpci.com
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Breach Consequences: High Profile
Breaches (5 of 6)

2015 Anthem 80 million patient records stolen $100 million

2015 Ashley Madison 33 million users account information $850 million
stolen (email, First/Last name, phone #)

2014 Ebay 145 users account information stolen $200 million

2014 JP Morgan Chase Financial data for 76 million families and  $1 billion
7 million small business stolen

2014 Home Depot 56 million credit cards stolen S80 million
2014 Sony 3,000 employees Pll stolen S35 million
2013 Target 40 million credit cards stolen $252 million

* source: www.bankrate.com/
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Breach Consequences: High Profile Breach

Common Issues (6 of 6)
* Breach was discovered by external entity

— Security researcher
— Business partner
— Media

 Poor communication plans
— Damage to reputation
— Decline in sales
* Little emphasis on security prior to breach

— Poor security governance

— Focused on regulatory compliance rather than security (PCl, HIPAA,
SOX etc.)
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Questions/Comments
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Backup Slides
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Anatomy of An Attack

Reconnaissance —=| Weaponization = Delivery == Exploitation =P Installation

—b{ c2 H Actions |
S — —

The Lockheed Martin Intrusion Kill Chain Model (Hutchins, et al., 2013)

Maove
Laterally

- . ) Internal
Initial Initial Establish Escalate - Complete
Recon Compromise Foothold Privileges Mission

Mandiant's Attack Lifecycle Model (Mandiant, 2013)

Reconnaissance Delivery Installation Privilege Escalation Lateral Movement Actions on Objective

Exfiltration

Bryant Kill Chain (Bryant, 2016)
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Network Phase

Advanced Network Forensics

Objective Objective
Reconnaissance >
Sensors ‘ Perimeter Firewall ‘ ‘ Network IDS ‘ ‘ Domain Controller Logs ‘ Network IDS ‘

Tasks Probing

5. | Enumeration
>

€ Traffic Denied
Phase typified by multiple firewall
“denies"” and failed login attempts.

TrafficiAllowed

‘ Endpoint Operating System ‘

F Host Service Response
Phase typified by unusual or
malformed traffic on common
services. Traffic Allowed through
firewall may not be logged by
firewall.

| 4= Host Authentication

iPhase typified by access to target
isystem and response to threat
agent via command channel.

iPhase typified by crafted packets
| targeting services identified in
enumeration phase.

Indicators
Port Scan:
Multiple portstarget asset from
single origin host
Default Credential Attempts:
Failed login to service/devices with
defaultvendor accounts
Blacklisted Traffic:
IP addresses from know threat
groups
Windows Event IDs:
4625: Failed Logon
5157: Firewall deny

Indicators
. .
Commeon Service Enumeration:
|
! SMB, SMTP, SQL, DNS, Telnet, SSL
E probing on servers not hosting
said services

Malformed Packets:
Unusual flags set within packets,
improper packet size, missing ACK
flags.

Suspicious URL contents:
Generic 5QL commands, HTTP
commands in url {..\), script tags

Brute Force Attempts:
4740/644: Account Locked out

"Indicators

EReturn traffic from assetto attacker
on common control port: 80, 8080,
443, 6000 etc.

iWindows Event IDs of interest:
54624,»’528;’540: Successful logon

| Logon type 3 (share)10 (RDP)

i User Account active on multiple

i machinesat once.

1680:  Service Used for Logon

54??6: NTLM authentication

55150: Access network share

‘Indicators

‘Network IDS Signature
1Suspicious files within packets (.exe,
.dll, .bat etc.)

Hex or Assembly code in packets:
Inline assemblies used to transmit
executable code directly to
vulnerable service

'Successful Interactive Login

logontype 3 or type 10
S5H, S5L, SQL, Telnetconnection
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Advanced Network Forensics

Endpoint Phase

Installation

Objective

Objective

S .. .
2 | Privilege Escalation

Sensors

‘ Host Based Anti-Malware ‘

Endpoint Operating System

Tasks
_)( Host Delivery

Phase typified by malicious
code present on endpoint.

~

Domain Controller Logs

>

a0

“| software Modification ‘

Host Command Channel Response

Phase typified by process installation,
registry modifications, additional .dll

file registration .

‘ Privilege Escalation |

Phase typified by modifications to
user accounts to increase user
rights.

i | Privilege Use r

iPhase typified by modification to
Estartup processes to enable
ipersisren‘r code execution and
ibackdoors.

Indicators

Anti-Virus Quarantine:
SuspiciousFileidentifiedin
quarantine Logs

Attempted Access to
Reserved Files/Folders:
Attempted additions to
Operating Systemfolders

(system32 etc.)

Indicators

Anti-Virus Notification:
Sensitive file modification
Remote access tool installation

IP traffic to known malicious host

Windows 2008/2003 Event IDs:
2: DLL registered

1001: Application Crash
4656/560: Object Access

4657/567: Registry modification

-(HKLM | HKCU\Software\Microsoft\Windows
\CurrentVersion\(Run | Runonce | RunonceEX)

4688/628: Mew Process Started
4697/601: New Service Installed
4698/602: Scheduled task created

4702: Scheduled task updated
7034-36:  Service Restart

7040: Service Modified

7045: New Windows Service
11707: Windows installer

Protected File Accessed

ELEC I RICAL ENCINEERING
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Indicators
Security Logs (local or Domain)
Event IDs of interest:
4624: Logon with Hash valuein
account name field

User right assigned

User Added to Security Group
User added to local security
group

Security Group Changed
User Account Changed
Account added to
Enterprise Admins

Admin Group ACL modified
Password hash accessed
AD Object Modified

LSA PKG loaded

LSASrv logon

4704/608:
4728/632:
4732/636:

4737:
4738/642:
4756/660:

4730/684:
4782:
5136/566:
4610/514:
6033:

Indicators

Disabled AV service
| EventID: 7034-36, 7040 with
Anti-Malware service name

‘Windows Event IDs of interest:

i4648: Logon with explicit

| credentials, or RUNAS

i command

14672/576: Special Privilege assigned to
E new logon

546?3: Privileged right used
14674/578: Access privileged object
14717/621: Grant logon rights
14718/609: Remove access right to

computer (locallog)
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Domain Phase

Objective

]
‘ Lateral Movement |

Objective

> ‘ Actions on Objective ‘

Sensors ‘ Domain Controller Logs ‘
‘ Endpoint Operating System ‘ ‘ Network IDS ‘ : ‘ Endpoint Operating System ‘
Tasks i :
- | L :

7‘ Internal Reconnaissance ‘

Phase typified by reconnaissance
tools run on compromised host
within internal network.

: L

] >

i ‘ Lateral Movement ‘
|

Phase typified by access to remote

ishares or interactive logons.
|

i Obfuscation

iPhase typified by security log
deletion, removal of “hacking tools”
'modifying system clock

L
‘ Data Manipulation

Phase typified by modifications to
\custom applications, databases or
file systems

Indicators
Workstation-to-Workstation traffic

Unusual TCP/UDP port activity
server conventions

Increased internal network traffic
from compromised host

Following processes running on
local host:

Windows Events:

5157: Firewall connection denied

5156: Firewall connection Allowed

4688: Process Started
The following processesare
suspicious: ipconfig.exe, tasklist.exe,
net.exe, netl.exe,tracert.exe,
telnet.exe, nslookup.exe, ping.exe,
csvde.exe, dsquery.exe, dsmod.exe,
powershell.exe, netsh.exe, wf.exe,
cmd.exe

ELECIRICAL ENGI

iIndicators

Network Logon attempts:

! Logon type 3 (share) or 10 (RDP)
EKnown remote console ports:
|22, 23, 3389, 6000

iOperating System Logs:
Windows 2008+ Event IDs:
'4624/528/540: Successfullogon
54625: Failed logon

4672 Logon with privileged access
54?68: Kerberos Authentication

i Ticket Granted

54?60: Kerberos Service Ticket granted

15140: A network share was accessed

NEERING

AND COMPUTER SCIENCE

SCHOOL OF ENGINEERING

iIndicators

iSecurity Logs (local or Domain)
iEvent IDs of interest:

14656/560: Object (file/folder) accessed
i [requiresenabling audit policy on 54719,»’612: Auditpolicy changed
E folder] 14616/520: System time changed
54663}’56?: Object Modification details 54663}’56?: Filedeleted (iffolder

iIndicators

Security Logs:

[Event IDs of Interest:
51102: Auditlog was cleared

(file, registry, SAM) add, delete, read, i access auditing enabled)
rename 111724: Windows installeruninstall
14724/628: Password changed ;
14706/610: New Domain Trust . .
14716/620: Trusted Domain info modified ED'SabIEd AV service
E EventID: 7034-36, 7040 with
1
H
|

54?20: An account was created

A4722: A User account was enabled Anti-Malware service name
54?38: A user account was changed

15137: Directory Service Object Created,

55140: Network share accessed i

15142: Network share added i

124000:  SQL AuditEvent

124123: SQAL delete database cmd i

525251: Exchange Mailbox deleted '




Advanced Network Forensics

Egress Phase

Objective

Data Exfiltration

Sensors

Perimeter Firewall

Edge Router

MNetwork Load Balancer

Remote Access Point

Tasks

= External Data Transfer —

Phase typified by data transfer from
internal netwaork to external entity.

Indicators i
Internal Domain ports transferring
datato public IP addresses: Port |
445, 135, 137, 139, 53, 23, 22, 443

Increase in external traffic volume

ELECTRICAL ENGINEERING

AND COMPUTER SCIENCE
SCHOOL OF ENGINEERING
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