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Where are we as a professic




Are we truly helping
organizations

Where we are accomplish objectives,

including strategic
objectives?

Definition of internal audit (IIA)
Independent, objective
Assurance activity
Advisory (consulting) activity
Systematic, disciplined approach

Governance, risk management and control

Add value, improve organization's operations, help
accomplish objectives



CAE view of value

Exhibit 3 Audlt Actlvitles That Bring Most Value (CAEs Indicating Thelr Top Flve Cholces)

Assuring the adequacy and effectivenass
of the internal control system

Recommending business improvement

l 28% Assuring the organization's risk
management processes What about from our

clients’ perspectives ...

Assuring regulatory compliance . R .
is this upside down?

T 59% Informing and advising management

Identifying emerging risks Should these

advisory services be
Assuring the organization's governance processes o Considered less

valuable?
Investigating or deterring Traud

Informing and advising the audit committes

0% 208% 40% 609% 809% 100%

) B Assurance activities [l Insight activities [l Objectivity activities
NA Public Sector

MNote: Q89 In your opinion, which are the five internal audit activities that bring the most value to your organization? (Choose up
to five.) CAEs only. Purple bars are assurance activities, royal are insight, and green are objectivity, as related to The llA's Internal
Audit Value Proposition. n = 2641,




Client view of value

Exhibit1 Areas—Beyond Assurance—That Should Be in Scope for Internal Audit

ldentify known and emerging risk areas

Facilitate and monitor effective risk management
practices by operational managemeant

ldentify appropriate risk managemeant
frammewaorks, practices, and processas

Consult on business process improvements

Alert operational management to emerging
issues and changing regulatory and rislk scenarios

Assurance on compliance with legal
and regulatory requirements

0% 20% 40% 60%

Mote: Q10 to Q13 combinad: Which of the following areas should, beyond assurance, be in scope for internal audit? (Choose all that
apphy.) Morth American stakeholders only. n = 433,




Example - cyber security audit activity

Extent of Internal Audit Activity Related to
Cybersecurity of Electronic Information

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

" None M Moderate or Minimal ™ Extensive

Note: Q92: For information technology (IT) security in particular, what is the extent of the
activity for your internal audit department related to the following areas: employee use of
social media, cybersecurity of electronic information. n = 9,941 for cybersecurity; n = 9,747 for
social media.
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Evolving stakeholder expectations

Traditional expectations
Regular assurance on financial controls, possibly compliance as well
“No surprises”
Reliable execution of internal audit plans
Demonstrate cost effectiveness of A function
Tight coordination with external audit

New expectations
CAE with executive presence, strong communication skills
Ongoing relationship versus periodic communication
Focus internal audit activities on what is most important
Address emerging issues and risks

Provide insights, not just test results
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Action items ormtecivaliageit

Understand the business
Understand the industry

Be aware of emerging issues

Be anticipatory, proactive and flexible

Auditing skills to provide assurance regarding mitigated
risks

Consulting skills to support addressing new or unmitigated
risks

Provide useful results

Eil



e Demonstrating a balanced assurance and consultative role

e Helping management determine, implement and monitor
risk mitigation activities which help achieve strategies




[A supportive roles

Assurance of

an

Preparedness

* Assess if risk mitigation in place
and effectively designed and

o operating
" Maturity assessment
> P .
- rocess design
= Data analytics
o
o,
E
Rotational coverage, if * What-if analysis; scenario
e S ilable planning
L Measure for
Cumulative Impact

L Vulnerability H
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Vision of the future

Strategic alignment
Risk based, business perspective
Objective assurance and insight

Professional delivery

Reliable and useful recommendations and

results ~
Trusted

5 and valued
advisor h

4 /
\
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Core principles

Demonstrates integrity.

Demonstrates competence and due professional care.

Is objective and free from undue influence (independent).
Aligns with strategies, objectives, and risks of the organization.
[s appropriately positioned and adequately resourced.
Demonstrates quality and continuous improvement.
Communicates effectively.

Provides risk-based assurance.

Is insightful, proactive, and future-focused.

Promotes organizational improvement.
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Limited and limiting self view

“We are the control experts.”
“Our primary job is to test controls.”

“We help management find issues before the
regulators do.”

“Ourjobis to help the organization succeed by
having effective governance processes,
avoiding or managing unacceptable risks,

executing efficient and effective processes.”
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Wrong measurements of success

Exhlblt 4 Measures Used for Internal Audit Performance (CAEs Choosing All That Apply)

FPercentage of audit plan complete
Timely closure of audit issues 42%
Completion of mandated coverage 41% l 28%

Client satisfaction goals

38% /
The fulfillment of specific expectations set /
peciic axp 32% L 24%

and agreed to with key stakeholders

Budget to actual audit hours 29%

Performance against the internal 239
audit financial budget

Cycle time from end of fieldwork to final report 23%

Cycle time from entrance conference to draft report 19% |

We have not established formal 0
performance measuras. 5% T 22 /0

COther

0% 20% 40% 60% 20%

NA Public Sector B Inward-facing measures B oCutward-facing measures Other

Noter Q90: What specific measures does your organization use to evaluate the performance of its internal audit activity ? (Choose
all that apply.) Green bars are inward-facing measuras, purple bars are outward-facing measures, and gray are other options. CAEs
only. n = 2,641,




Aligned balanced metrics

» Considers results, not just process
Value delivered

Quality of service

» Considers people development

Value Quality
« No. of Management Requests (or % of Hrs.) <« Customer Satisfaction Survey (feedback on

« Dollar Value of Revenue Enhancing/Cost results, not just process)
Savings/Opportunity Savings (ROI) « Internal Quality Assessment Results

* % of Recommendations Implemented
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Starts with the CAE

Open minded, business judgment, courageous, evidence-based

Understands and aligns with the organization’s strategies and objectives
Identifies emerging risks; future focused

Focuses on building relationships with the board and management
“Weareall on the same team.”

Communicates strategic role, audit objectives, progress, and good and bad
news effectively

Builds a strong, professional competent team
Balanced performance metrics

Role models and guides internal audit to trusted and valued advisor role

Result: Trusted and Valued: Objective assurance, consultative
assistance and insights on achievement of strategies and
objectives

2l
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