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∗ Distributed ledger: secured way of conducting transfers 
of digital assets in a near real-time basis potentially 
without the need for a central authority
∗ All network participants can have their own identical copy 

of the ledger; changes to the ledger are reflected in all 
copies 

∗ The security and accuracy of the information stored in 
the ledger are maintained cryptographically through 
the use of ‘keys’ and signatures to control who can do 
what within the shared ledger

∗ Blockchain is one type of DLT
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The Technology



“The blockchain revolution has a greater potential than 
anything we’ve seen in history. It’s bigger than the Internet 
revolution, how it’s going to restructure society” – P. Byrne

“In reality, blockchain is one of the most overhyped 
technologies ever” – Nouriel Roubini

“We tend to overestimate the effect of a technology in the 
short run and underestimate the effect in the long run” – Roy 
Amara
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DLT Potential







∗ Virtual currencies: GAO-14-496
∗ Unpacks the Blockchain technology underlying Bitcoin but 

primary focus is on the challenges virtual currencies create for 
regulators, consumers and law enforcement

∗ Insurtech: GAO-19-423
∗ Given its potential importance, we reviewed potential uses of DLT 

in the insurance industry (limited adoption to date)
∗ Insurer collection and use of consumer data raises questions about 

data accuracy, privacy, and ownership 
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GAO work on DLT to date has been 
limited



∗ Fintech Subsectors: GAO-18-254
∗ Focused on risk and benefits of financial innovations 

including DLT, and the need for regulators to be flexible 
and forward looking
∗ evaluate the feasibility and benefits of adopting 

knowledge-building initiatives which would provide 
valuable knowledge about products and risks to both 
firms and regulators

∗ initiatives are critical given the fragmented nature of the 
financial regulatory structure
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Lesson: Build Knowledge Base N0w



Relevant Financial Regulators?



∗ Regulation and Oversight
∗ Is the federal regulatory framework well positioned for 

blockchain technology?
∗ Oversight over nonbank blockchain technology-

based companies (DAO)
∗ Impact of regulatory uncertainty on industry 

development and compliance
∗ Regtech and Supertech (use of technology to 

comply with regulations and in supervision and 
examination activities) 
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Potential DLT-related audits



∗ Emerging consumer and privacy protection and 
cybersecurity issues
∗ CFTC and the Federal Reserve have identified 

cybersecurity and operational risks as potential risks of 
DLT 

∗ Work requested by new House Financial Services 
Committees
∗ Taskforce on Financial Technology 
∗ Taskforce on Artificial Technology
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Potential Audits (continued)



∗ Our technology assessments explain the 
consequences that certain technology will have on 
the federal government—and on society as a whole
∗ Artificial intelligence, Internet of things 
∗ Big data analytics, 3D printing 

∗ GAO’s Audit Innovation Lab: established to explore, 
pilot, and deploy new advanced analytic capabilities, 
conduct research in information assurance, and 
explore emerging technologies that will impact future 
audit practices

Technology at GAO



∗ Assessing the impact on the audit and assurance 
profession is a somewhat speculative exercise
∗ New, immature technology and still many 

unknowns
∗ Blockchain hurdles: 

∗ Slowness and reliant on the heavy consumption of 
power 

∗ privacy issues 
∗ lack of standards governing the industry
∗ limited scalability to date

Impact on Audit and Assurance



∗ If DLT lives up to its promise, what role will auditors 
play?
∗ A major one if DLT can be operationalized on an 

enterprise level. 
∗ Blockchain brings validation, trust and transparency but 

does not invalidate the role of audit and assurance

∗ Could ultimately require refocusing and re-tooling the 
auditor skill set
∗ Expect distributional consequences over the long run
∗ Necessitates capacity building 
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Auditors in the Ecosystem



∗ Auditors remain critical 
∗ determining whether systems are working correctly
∗ assessing the control environment (which increases in 

complexity with DLT deployed at an enterprise level) 
∗ Records on the ledger could:

∗ reflect programming errors
∗ be unauthorized or fraudulent
∗ be related party transactions
∗ be linked to “off-chain” side agreements
∗ be incorrectly classified

Challenges Require Audit Expertise



∗ Real-time audits
∗ Source of verification
∗ Enables more efficient data extraction and analysis, 

including automated audit routines
∗ Review entire population in lieu of random sampling

∗ Machine learning and AI enhance forensic accounting 
and fraud investigation opportunities; anomaly 
detection

∗ AICPA (2017) notes a number new potential roles 

Opportunities: From Client Adoption*



∗ While it is easy to get carried away with the “story”, 
DLT has transformative potential – even if it is limited 
to specific applications where transparency and 
tamper-resistance trumps speed
∗ As with may other professions DLT will likely impact the 

auditing and assurance field
∗ It is best to be prepared by understanding the 

technology and how to audit it, leverage its potential 
power, and address its potential vulnerabilities 
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Summary



∗ AICPA, “Blockchain Technology and the Future of Audit” 
https://www.aicpa.org/interestareas/frc/assuranceadvisor
yservices/blockchain-impact-on-auditing.html

∗ Accounting Blockchain Coalition (ABC), “Auditing 
Blockchain”, 2019 Blockchain, Accounting, Audit & Tax 
Conference in New York, NY. 
https://vimeo.com/showcase/6078562

∗ The Internet of Blockchains Foundation
https://medium.com/@matteozago/50-examples-of-how-
blockchains-are-taking-over-the-world-4276bf488a4b
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