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The goal is to turn data into information, and

information into insight.

—(Carly Fiorina
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Introduction to Data Visualization
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Presenter
Presentation Notes
The antifraud analytics field has evolved significantly from the application of simple rule-based tests to flag suspicious transactions. 
There are a variety of analytics approaches, as depicted in this figure, that organizations are using to identify patterns or trends that could indicate fraud.
 However, even the best analytics aren’t useful if they don’t tell a compelling story to those with the power to make decisions. That’s where data visualization comes in. 


Introduction to Data Visualization

 Data visualization is the graphical
representation of data.

» By using visual elements like charts,
graphs, and maps, data visualization
tools provide an accessible way to
quickly understand trends, outliers,
and patterns in data—especially for
busy decision-makers.

o GrantThornton



Introduction to Data Visualization
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Can You Spot the Outliers?
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Presenter
Presentation Notes
Can you spot the outliers? Can you easily identify the suspicious transactions?
This is dummy data for purchase card transactions, that is aiming to identify suspicious transactions – such as split payments.


How About Now?
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Presenter
Presentation Notes
This is a visualization that was developed based on the analysis performed of the dummy purchase card transaction data
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Benefits of Data Visualization

Leveraging data visualization can empower an organization to take
advantage of the numerous benefits; a few are outlined below.
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Communicate Facilitate Better
Findings Decision-
Effectively Making

Availability of Interactive
Tools Results
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Presenter
Presentation Notes
Availability of Tools. 
A major benefit of data visualization is that there are a multitude of tools available. 
Organizations using Microsoft Suite software have free access to Power BI for visualization purposes, but can also use other tools such as Tableau, Qlik, and many other software tools to create visualizations and dashboards. 
Organizations looking to leverage additional tools can review Gartner’s Annual Magic Quadrant and Forrester Wave for BI tools that are highly rated by customers. 
Interactive Results. 
The use of analytic dashboards enables visualization beyond regular pie, bar and line charts, to include the creation of interactive reports, charts, graphs, and maps that allow stakeholders to interact with data rather than simply consume it. 
Gartner Analytics’ latest Magic Quadrant for Analytics and Business Intelligence Platforms explains that data visualization “enables users to manipulate data by interacting directly with a visual representation of it, to display it as percentages, bins and groups.”   
Some visualization techniques narrate important findings such as correlations, exceptions, clusters, links and predictions in data that are relevant to users without requiring complex algorithms. All of these factors allow your organization to focus on what’s important—making fraud prevention and detection that much easier. 
Communicate Findings Effectively. 
Decision makers need information that is easy to digest. 
Data visualization makes that possible by condensing complex or large sets of data into interactive dashboards and other graphics in order to tell a story about how fraud is occurring. 
Further, data visualization leads to actionable insights that allow your organization to communicate with leadership more effectively, all in the name of identifying fraud and stopping it more quickly. 
Facilitate Better Decision Making. 
Data visualization facilitates better decisions by supporting visual thinking. 
Numerous studies have shown that the human brain can process a picture much faster than a block of text or table of numbers. For this reason, data visualization makes organizing and understanding information easier than traditional spreadsheet tables and other similar methods. 
Trends or outliers found through antifraud analytics, such as anomaly detection, can be identified and seen in a way that rows and columns can’t deliver.
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Choosing the Right Tool

When choosing a tool to
visualize your data as part of
your anti-fraud efforts, you
should consider several factors
that can help optimize
performance and provide the
highest return on investment
(ROQI) for the fraud problem or
problems at hand.

Data Size & Complexity
Data Sources

Data Transformation
Real-Time Access

The Scope Triangle

Q GrantThornton


Presenter
Presentation Notes
There are many considerations involved in choosing the optimal tool for your organization’s unique needs, as tools can vary in capability and function. 

Data Size and Complexity. 
How large and/or complex are the imported datasets that you leverage for antifraud analytics or analysis? 
The size and complexity of the dataset can drastically impact the speed and functionality of some visualization tools. 
For example, some visualization tools include additional capabilities to prepare, clean, and process the data, which can expedite the analytic process and lead to faster time to insight.  
Further, some tools have limitations on the number of rows or columns that can be imported, so it is important to make sure the tool selected can handle your data accordingly.
Data Sources. 
Many organizations need a data visualization tool that can consolidate, interact with, and display key takeaways from multiple data sources in a singular interface. 
Or in some cases, organizations may wish to integrate external data sources into their analytics and visualization efforts. 
Either way, your organization will require a baseline understanding of the data sources you have and which ones you will leverage for antifraud analytics in order to assist in identifying the optimal tool to suit those sources.  
Data Transformation. 
Visualization tools allow you to directly interact with and manipulate data into a story best suited for your unique fraud problem(s). 
Further, you may have a need for tools that provide flexibility in creating new fields, joining, pivoting, and creating custom calculations. 
Most tools support these features, however the number of functions and the sophistication of these features varies greatly by tool.
It is important to consider the types of functions and level of sophistication you will require based on the antifraud analytics you have in place, or plan to put in place down the line as your analytics efforts mature.
Real-Time Access. 
Most users prefer a tool that will directly connect and update with all relevant data sources, which can also allow for automation of the updated process to reduce workload on staff. 
This lets the tool interact directly with the source, eliminating the need for users to constantly refresh and re-import their data. 
Based on the above factors, it is important to consider the extent of real-time information and connectivity your organization needs to achieve optimal access related to antifraud analytic results and to ensure up-to-date information is readily available for relevant stakeholders.
The Scope Triangle. 
In order to effectively select an optimal tool, the final piece of the puzzle is considering the scope triangle. 
The scope triangle has three sides: time, cost, and scope, which have a direct impact on quality. 
It illustrates the relationship between the three primary forces in any project—selecting the optimal visualization tool for your antifraud analytics is no different. 
You could choose the most expensive tool on the market, but that might quickly exceed your budget. 
Considering these elements will assist your organization in selecting the tool that best suits your needs, provides you with your desired ROI, and ensures the effectiveness of visualizing the data resulting from your fraud analytics. 
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Best Practices for Data Visualization

There are such things as good
and bad data visualizations.

Remember
Your
Audience

To the right are five best
practices to keep in mind so that

Understand

your data visualization is useful the Purpose
and clear—and to ensure that
you are effectively telling your Show the
fraud story. Underlying
} ata
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Presenter
Presentation Notes
Remember Your Audience
Like any good story, you have to start by knowing what you want to say. To ensure that your visualization is effective, start by asking who your audience is. What kind of questions do they care about, how will they best absorb the information, and what answers do you want to provide?
Keep in mind that your audience may reside within multiple levels of your organization and various departments such as internal audit, executive leadership, or program management staff. As such, you will need to consider how your visualization(s) may need to be altered for each audience or group to address their unique information needs. Further, each group may perceive the same information in different ways—so it is important that you provide information or answer questions from the appropriate perspective. 
Understand the Purpose
It is vital to make the intent of the visualization clear, which requires clarity in both the data collected and presented. 
If your purpose is to detect fraud that has already occurred, the data displayed will likely be retroactive in nature (e.g., debit entries to accounts payable/cash disbursements).  On the other hand, if the intent is to prevent fraud, the data displayed will precede action an organization must take (e.g., will look at unfilled purchase orders).  
Either way, your organization will need to consider the purpose of the visualization in order to ensure its effectiveness. 
Show the Underlying Data
Another guiding principal of data visualization is to make the underlying data available to the user. “The focus should be on the content of the data, not the visualization technique. This leads to design transparency.” 
As tempting as it may be, our objective in creating fraud-focused dashboards is not to wow the user with a graphic, it is to uncover the truth, and our visualizations are a tool to further that purpose. 
Design Iteratively
Like analytics, understand that the process for data visualization is and should be iterative, and should adapt as your data efforts mature and as you receive feedback from your audience(s). 
There is no need to wait until all of your requirements are fully fleshed out. Start designing concept proofs and prototypes, then elicit feedback in an interactive setting and revise accordingly. This allows your organization to begin the data visualization process, while ensuring your audience(s)’ unique needs are considered in the development phase and beyond. 
Take Action 
The nature of fraud prevention and detection lends itself to integration with existing platforms already in use in investigating fraudulent transactions. Your aim should always be to graduate your visualizations from a mere source of information to a tool in its own right. Visualizations allow you to answer the question “I see what stands out, now what can we do about it?” 
Using the insights gathered from your visualization activities can help you tackle and prioritize potential incidents of fraud and fraud risks. Take action on these findings, and use them to continue to improve your antifraud analytics and visualizations.


Common Mistakes

Visualization mistakes can be grouped into two main
categories:

Design Mistakes

Arranging information poorly
Exceeding a single screen
Misusing or overusing color

Cluttering the display with visual
effects

Designing an unattractive display

Information Mistakes

Inadequate context for the data

Displaying excessive detail or
precision

Expressing measures indirectly

Misreading your audience

Q GrantThornton
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Mistakes in This
Visualization

» Wasted space on top

 Too much information at
once

» Extremely cluttered

* May not be correctly
considering audience

 Large use of unrelated
color, no clear indication of
meaning

» Repetitive information
* Poor choice of visualizations
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Presenter
Presentation Notes
Pros of this Visualization:
Arranged information concisely
Information is easy to understand and digest
Good use of color
Adequate white space
Succinct amount of information
Attractive display
Fits on one screen 



Visualization Types

Strategic

» Provide quick overview to monitor health and opportunities
* Focus on high-level performance measures

Operational

» Used mainly for monitoring operations
* Dynamic and immediate in nature

Analytical

* Require additional context (comparison, history, evaluations)
* Highly interactive
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Visualization Types

Sales Dashboard (o as o september 22, 2014)
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Cheers 6,690 5,686 13,426

Strategic

* Most important information only
» Color used sparingly

* No clutter
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Visualization Types
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Operational

* Frequent
information
updates

* Immediately
monitor
information
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Visualization Types

Hotel Executive Dashboard b
Date Level Measure Year Month
Month - Total Revenus - (A - (A -
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Analytical

* |dentify seasonality and
opportunities

 Light borders, logical
groupings

« Use of heat maps
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» Detecting and Preventing Fraud
Through Data Visualization
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Detecting and Preventing Fraud
Case Study 1

What? How?

» Data related to cardholders and financial

* Do you know whether fraud is being

committed with your organization’s
company credit cards or purchase/travel
cards?

Grant Thornton performed a fraud risk
assessment for an organization related to its
card purchases; this assessment was paired
with an effort to leverage analytical tools and
methodologies to help mitigate risk within this
area.

Metrics Available: Holiday and weekend
transactions, personnel holding multiple cards,
tax charged.

records were blended in order to evaluate
qguestionable transactions that should be
pulled for additional research; this practice
effectively lowered the organization’s fraud risk
related to improper card usage.

The Grant Thornton team used Alteryx, a
multi-purpose, self-service analytics platform,
for data cleansing, blending, and preparation.

The team also leveraged Tableau for the
development of the visual analytics storyline,
using its interactive dashboard capabilities to
identify suspicious transactions.

a GrantThornton
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Cardholder 81 -

1

0K 2K 4K 6K
Debit Amount &

Merchant Debit Amou. Credit Amo..
Merchant 1318 $541.00 0.00 -
Merchant 257 §741.98 0.00 I:I
Merchant 1114 §220.50 0.00
Merchant 1114 $220.50 0.00
Merchant 1554 $£5.57 0.00
Merchant 1554 $1,605.26 0.00
Merchant 1645 $0.00 ($72.98)
Merchant 256 $192.80 0.00
Merchant 256 £52.88 0.00
Merchant 546 §126.72 0.00 ™

Benefits Achieved

* The dashboards created allow
for more effective research
into questionable card
transactions, replacing a
process that had been
performed manually.

» The solution provides a set of
formalized investigative
procedures that standardize
the tests and checks used at
all levels.


Presenter
Presentation Notes
This is an example of a dashboard that was developed as part of this body of work that focuses on purchases made during the holidays. 
The underlying data is shown at the bottom, with high-level metrics available for amount spent per holiday and the number of transactions occurring on a holiday by cardholder. 
Interestingly, Veteran’s day had the highest level of spending, and cardholder 168 had the highest number of transactions on holidays. 


Detecting and Preventing Fraud
Case Study 2

What? + Data was aggregated by provider, aligned to
specific fraud schemes, and then tests were
* Do you work with third parties, such as developed to identify suspicious providers.
medical providers or vendors? Do you
know if they are committing fraud against * The Grant Thornton team leveraged Tableau
your organization? for the development of the visual analytics
storyline, using its interactive dashboard
* We performed a fraud risk assessment for an capabilities to identify suspicious providers.

organization related to payments to medical
providers; this assessment was paired with an
effort to leverage analytical tools to help detect
suspicious providers.

+ High-Risk Medical Services Selected:
Chiropractic, sleep study, acupuncture,
physical therapy, drug testing, radiation
oncology

a GrantThornton



Detecting and Preventing Fraud
Case Study 2

Medical Service Fraud Scheme Test

» Acupuncture » Billing timed codes * Avg. # of minutes billed per day
» Chiropractic that amount to over * Avg. # of visits billed per day
» Physical Therapy 24 hours per day * % of days billing over 6 hours

* Redundant or * Avg. # of drug test procedures per patient
* Drug Test . . . L

excessive testing + Single visits with more than one drug test

» Sleep Study *  Submitting multiple * % of visits with more than one claim per visit
» Chiropractic claims for one visit * % of duplicate billing without required modifier

o GrantThornton



Detecting and Preventing Fraud

Case Study 2
= 0

— [ |

425 182k Claims 20k Patients $69M Dollars
Providers 3 . 3
Model Model Total # Providers Total # Providers Total $ Paid to
(# of Tests) Reviewed Flagged Flagged Providers
Acupuncture 55 389 59 $9,933,009
Chiropractor 78 565 48 $5,220,429
Drug Testing 52 323 30 $7,055,697
Radiation 53 1,080 240 $40,863,485
Oncology
Physical Therapy 78 4,723 102 $16,805,660
Sleep 54 210 20 $2,297,172

*Totals are inclusive of duplicate patients across models due to overlapping procedures.

o GrantThornton



Detecting and Preventing Fraud
Case Study 2

Sleep Study Model: “Billing Anomalies”

Fraud Scheme: Provider bills for services not rendered by consistently billing for more
services per visit than were received by patient.

F 3
More

O \O\ Suspicious

O ___——  Providers Identified

Visits per day

Less

.
>

Less Minutes billed per day More

o GrantThornton


Presenter
Presentation Notes
This is an example of a visualization developed as a result of a ‘Billing Anomalies’ test run on the following fraud scheme –
Provider bills for services not rendered by consistently billing for more services per visit than were received by patient
In this example, three suspicious providers were identified. 


* CPT Code Show Acupuncture Show Chiropractic Show Drug Testing # Of Claims. Total § Paid-
Al v e 0 Yes 0 Yes 1.00 1265.00 $0.00 $$1,638,0000 :
[1'No 1 No 1 No 5 - 3 .
Claim Type Show PT/OT/Rehab | Show Radiation Onc... | Show Sleep Studies - # of Vets Max § Paid - .
Al v | OYes O Yes O Yes : 100 1265.00 $0.00 $1,638,000.0 5
[1'No 1 No ] No a o .
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Presenter
Presentation Notes
This is an example of the dashboard visualization developed as part of this body of work
It can be filtered by medical service provider, and has the ability to be adjusted based on the question at hand 
Using this dashboard, you can select by medical type, provider, or analytics test (drug testing model) 



Detecting and Preventing Fraud
Case Study 3

Challenge

A worker's compensation office required insights into whether there
were any indications of FWA by employee claimants, medical providers
and law firms.

While the client maintained data sets across a variety of source
systems, they required the application of analytics to better
understand potential FWA in order to identify fraud prevention and
detection processes.

At the time of engagement, the client was not leveraging data
visualizations or the application of robust analytics to review / monitor

their data to glean insights into potentially fraudulent activities. © GrantThortor


Presenter
Presentation Notes
This is an example of a visualization developed as a result of a ‘Billing Anomalies’ test run on the following fraud scheme –
Provider bills for services not rendered by consistently billing for more services per visit than were received by patient
In this example, three suspicious providers were identified. 


Detecting and Preventing Fraud
Case Study 3

Solution

Developed visualizations leveraging Tableau to identify anomalies
within the data that merit further review. In addition, they helped to
serve as a guide for further analysis, tracking and monitoring of claims
payments.

Through the application of simple visualization capabilities within
Tableau (such as bar charts, scatter plots, geospatial maps), we could
identify insights, many of which were not identifiable without the
visualizations

The visualizations provided immediate insights into areas of potential
FWA, that can be prioritized for immediate action versus those to _
begin performing continuous monitoring moving forward. © GrantThornton
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Case Study 3

Active Claims Receiving Payments by Year Opened
L B Claims Opened Before 2009
1990 1 B Ciaims Opened During or After 2009
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Figure 3: Active Claims Receiving Payments

° GrantThornton


Presenter
Presentation Notes
AS you can see, the issues with the official in question immediately jump out at you by viewing the data in this bar chart.


Contact Information

Linda Miller, Principal
(571) 444 1990
Linda.Miller2@us.gt.com

o GrantThornton
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