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OIG Data Analytics System

System Introduction

ODAS (OIG Data Analytics System) contains
intuitive web-based data analytical and risk model
systems that support OIG audit and investigative
efforts. The data analytics provide investigators with
the ability to uncover hidden patters, relationships
and anomalies by sifting through large volumes of
data to discover that which is not apparent. The risk
models provide early warning indicators identifying
emerging risks allowing auditors to integrate results

into all aspects of the audit process.
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Student Fraud Rings (E-Fraud Model)

» Using this model, which relies on rule-based filters, m
we found the following:

0 Student aid fraud ring activity increased 82 (30,000 -
percent from award year (AY) 2009 (18,719 %

students) to AY 2012 (34,007 students)

0 A total of over 85,000 recipients, who received [ 20,000 |
over $874 million in Federal student financial aid,

o8&

may have participated in this type of student
aid fraud ring activity.

» Appling a statistical model, we estimated that $187
million of this $874 million in Federal student aid
funds was a probable fraud loss.

D oW e

» We have used this model to find more fraud rings
and additional partficipants in known fraud rings. | AVZ009 |

FIGURE 3



State & Local Ranking Model

Methodology of the SLRM

» Group similar size school districts and rank
them based on weighted scores assigned to
selected risk factors.

State & Local Ranking Model (SLRM) » Groups, risk factors, scores, and weights were

agreed to and determined by the SLRM
Project Team

Objective of the

> IdenTify : "' within » School districts split into six groups according to
State Educational Agencies and population size.
local school districts. » Risk Factors from six primary sources of data.

» Risk factor data transformed into scores ranging
from zero to 100.

» The SLRM I’Oﬂkiﬂg model enhances » Scores weighted by multiplying by 1, 2, 3, 4, or 5.
audif planning and investigation » Ranking on a scoring system within each
resource mOﬂGgemenT. group.

» Highest score represents the highest risk school
districts in group

» States ranked by combining all group
rankings of school districts within each state.



State & Ranking Model (SLRM
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Groups district student population size.

All Groups Selact Groups

By default all indicators are stored
within one of [4] defined Baskets.

Each indicator weight value can
be increased or decreased based
on user defined importance.

Dascription

Grantes ks currently listed as being “high risk® by the eriteria and process defined in EDGAR parts T4 and B0. The conditions placed on the granies
a5 a resull of the high risk designation are necessary o ensure that the grantes matedally complies with the requirements of the grant.

Af least one grant award to a grantas 5 curmanily listed as baing “high nsk” by the cniera and process dalinaed in ELGAR parts ©4 and B0,

Auditor has significant concems about the auditea’s ability to continue cperating, being akbde to realize its assets and discharge its liabilites beyond
one year of the financial staternent date. Such concems may arise due 1o significant rsks and uncertainties that raise doubts about the long-term
sustanaDility of cument govenmnment programs in relation 1o the rescwrces axpected 10 ba available,

Audites ig in compliance with laws and regulations goveming financial statléments with at least one excaplion. A qualifed opinon states that,
axcept for the effects of the matten(s) to which the qualification relates, the financial statemants present fairy, in all material respects, the financial
poaition, reaults of oparationg, and cash Nlows of the entity in confommity of 3AAF,

Audites Is not in compllance with laws and regulations governing financlal statements. The financial staternents of an audiee ane materially
misstated and whan considensd as a whole, do not confonm with Generally Accepted Accounting Principlés, An adverss apinion states that the
financial statement does not present faidy the financial position, results of operations, or cash fiows of the entity in conformity with GAAP,

An indicator can be moved to
another Basket or become its own
standalone Basket.

Admenestrative

Agminestratren




Higher Educati Internal Operations Contact

Purchase Card Data Analyfics

Purchase C ard AnalytiC S Date as of statement cyvcle ended: 12/18/2014

Rule

BILLING AMOUNT > 3 STANDARD DEVIATIONS 5580,604.32

BILLING AMOUNT > SINGLE PURCHASE LIMIT 538,820.72

PAYPAL AND AMAZON TRANSACTIONS 571,920.98

POTENTIAL SPLITS 5352,243.22

PROHIBITED MCCS $39,532.03

» Objective: Develop an automated system using data analytic techniques to
identify p-card transactions having a high risk of fraud or abuse as well as to assess
and identify emerging risk. More specifically, the system aims to provide an
automated solution that satisfies the defined oversight responsibilities of the OIG.




Assessment Rules/Indicators

Transaction Level

NNV Y

YV V

Billing Amount > 3 Standard
Deviation

Billing Amount > Single Purchase
Limit

Closed Account Activities
PayPal & Amazon Transactions
Potential Splits

Prohibited MCCs (merchant
category code)

Questionable MCCs
Transactions with Sales Tax
Weekend/Holiday Transactions

Account Level

>

Frequency of Purchasing from

Same Vendor

0 a tool for identifying spending patterns
of cardholders and potential fictitious
vendors.

Frequency of Purchasing under

Same MCC

0 a tool for identifying spending
patterns of cardholders and
potential “problem” cardholders.

Percentage of Whole Dollar

Transactions
a tool foridentifying potential
suspicious & fictitious transactions.



In addition to the line chart showing the aggregate spending frend for the 9 rules, within each rule,
users can drill down to see the percentage of number of fransaction for each office. Then users can

further drill down within an office to see the accounts and their respective spending amount. Also,
users can select a fiscal year or multiple fiscal years to view. This page does not provide tfransaction

level data.

Dashboard Dashboard Drill Down = Transaction Cardholder Overview Cardholder Account Analysis Quick Reference Guide
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User can look up detailed tfransactions identified under each of the 9 rules by office or all fransactions for an office.
The 3 bar charts allow users to compare, within a special rule and timeframe, the ranking of offices in terms of (1) the

number of accounts in an office, (2) the number of transactions in an office, and (3) the billing total in an office.
Users can also drill down to transactions and matching CPSS obligations within an office. Detailed transactions can

be exported out for further analysis.

Dashboard Drill Down

Dashboard Transaction = Cardholder Overview
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Cardholder Account Analysis

Quick Reference Guide

Total Billing Amount per OFFICE
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This page provides the percentages of how often, in terms of number of purchases and spending
amount, a cardholder makes purchases (1) from a vendor, (2) from business under the same MCC, and
(3) with whole dollar amount. The results from this page can be used to identify the usage patterns of @
purchase card.

Dashboard Dashboard Drill Down Transaction Cardholder Owverview = Cardholder Account Analysis Quick Reference Guide

Select Rules Percentage of Billing amount of Whole Dollar per Account Number

Percentage of Transaction irom same vendor 3191229755946051
Perceniage of Billing amouni irom same vendor
Perceniage of Transaction irom same MCC
Percentage of Billing amount from same MCC 3191229759454622
Percentage of Transaction of whole dollar

| Perceniage of Billing amount of Whole Dollar
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Detailed Data

"SOURCE

_CURREN

"SUPP_ISO_COUN "SUPP_POSTAL_ CY_CODE

"ACCT_NUM” "TRANSACTION_GROUP_ID™ "POSTING_DATE"™ "BILLING_AMT™ "SUPP_NAME_NEW™ "SUPP_STATE™ TRY_CODE"™ CODE™ " "TRAN_REF_NUM"™

3191229789224179 201504201230500713 HB2015 95.00 OPMMUS W 840 254430000 840  244450050971003. ..
3191229789224179 201508271256140177 B20/2015 475.00 F SMNALNATASSOC WA 840 223140000 840  246392352319000...
3191229789224179 201208301241350033 B/32012 655.00 INGANMNAPHAL ME DC 840 200010000 840  243013322151180...
3191229789224179 201603210858270529 302016 789.00 | PTSEMEMANT COM WA 840 221320000 840 241215760693885. ..
3191229789224179 201305300858560022 412013 1850.00 PALLPAY cA 840 851310000 840  244021531088499. ..
3191229789224179 201301281604100183 AME82013 478.00 CECCEC WA 840 222020000 840  242107330162006. ..
3191229789224179 201301281604100193 WIB2013 299.00 CECCEC WA 840 222020000 840  242107330162006. ..
3191229789224179 201304291024370435 412013 650.00 SS0CCS o 840 200010000 840  247554230881608

3191229789224179 201305300902440144 H26/2013 T00.00 SS0CCS DC 840 200010000 840 2475542315171
3191229789224179 Z201410141402020541 S22/2014 740,00 INGAMNMNAPHAL ME DC 840 200010000 840  242107342632005...
3191229789224179 201610311439500208 AW2TI2Z016 445.00 - TEWEASHTS - MD 840 208500000 840  242107363012865. ..
3191229789224179 201305300901350838 425/2013 310,00 | INEQMLMCINE Dc 840 200360000 840  240731431145000...
3191229789224179 201607111532130706 620/2016 325.00 F SNALNATASSOC WA 840 223140000 840  2463952361809000. ..
3191229789224179 201502100826570445 21442015 515.00 CECCEC WA 840 222020000 840  242107350352006. ..
3191229789224179 201509221222470777 SIMB2015 952.39 AREEAFFIGSOFTW DC 840 200360000 840  243013352581180...




Users can look up a cardholder or multiple cardholders for a fiscal year or multiple fiscal years to
compare the number of fransactions, the total billing amount, and spot high dollar fransactions
using the dot chart. Users can also export transactions for cardholders selected or transactions

selected on the dot chart

Dashboard Dashboard Drill Down Transaction Cardholder Overview Cardholder Account Analysis CQuick Reference Guide
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Project Backlog

Priority User Stories...

#1 As a [Auditor] | want to [identify all Title IV Institutions with a high Cohort Default Rate (CDR) because the
s whios LWAE institution may have manipulated the loans in the CDR calculation to be eligible for Pell longer than
winat so that Wi otherwise possible.

As a [Auditor] | want to [identify all Title IV Institutions with low First year retention rate because the
institution may not be recruiting students appropriate for its programs.

As a [Auditor] | want to [identify all Title IV Institutions with low
Graduation rates because the institution may not be recruiting
students appropriate for its programs.

As a [Auditor] | want to [identify Proprietary Schools with high 90/10 Revenue Percentages because the
Institution might not be applying the 90/10 calculation rules correctly.

ODAS
Deliverable

e -

CAATs Team

Assessment 1-3 Week Sprint
Project Team
Identify Requirements Development / Testing 12Acceptance




User Story Case I11: Low Graduation Rate (2013 ~14)
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Project Backlog

Priority User Stories...

#1 As a [Cyber Crime Investigator], | want to [find Internet Protocol (IP) addresses that
s e, (WANE are accessing or creating FSA-ID accounts on the PAS System] because we are
St Bo AR EG identifying loan consolidators who are taking control over their student borrower
accounts and violating the PAS terms and conditions.

As a [Auditor] | want to [identify all Title IV Institutions with low First year retention rate because the institution may
not be recruiting students appropriate for its programs.

As a [Auditor] | want to [identify all Title 1V Institutions with low Graduation rates because the institution may not
be recruiting students appropriate for its programs.

As a [Auditor] | want to [identify Proprietary Schools with high 90/10 Revenue Percentages because the
Institution might not be applying the 90/10 calculation rules correctly.

ODAS
Deliverable

i - W

CAATs Team

Assessment 1-3 Week Sprint
Project Team
Identify Requirements Development / Testing Acceptance




TCD — Shared PAS SSN Count All over the World (2015 to Current
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TCD - Drill Down - India

Shared PSS SSN Count
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