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Uncertainty & Complexity: Interconnected Risks 
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Source:  Global Risks Perception 
Survey 2017-2018.  Global Risks 2018 
Report.  World Economic Forum, 
Switzerland, 2018  



Audit Relevance: Where Private Sector Decision-makers 
are Getting their Information 
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Major technological innovations in the last 150 
years and their impact on productivity 

4 Source:  Barclays 
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Credit Default Swap Market: A Network of Buyers 
and Sellers 
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Blockchain: Solution to the Double-
Spend 
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•Distributed Public ledger – Everyone “can” 
have a copy of the ledger creating a shared 

record of activity among all network participants 

•Public Key Cryptography – Peer-to- peer 
transactions are made through cryptography 

(e.g., public-private key) 

•Timestamped Transaction History– 
Transactions are timestamped and “append only,” 
which are linked to every transaction record that 

came before it 

5 •Programmable – Transactions can be 
programmed (i.e., Smart Contracts)  

4 •Network Consensus – Math and network 
participants validate transactions instead of a 

trusted third party 

Source:  U.S. Department of Treasury 



Potential Benefits for Financial Management 
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Distributed 
Public ledger 

Public Key 
Cryptography 

Timestamped 
History 

5 Programmable 

4 
Network 

Consensus 

Feature Original Purpose FM Potential 
Benefits 

Proof of Ownership
  

Transparency 

Order of Transactions 

Validating Transactions 

N/A 

Secure 
Transactions 

Transaction Transparency 

Resiliency 

Robust Audit Trail 

Permanent Record of Transactions 

Efficiency 

Near Real-Time Transaction 
Clearing and Settlement 

Automation 

Source:  U.S. Department of Treasury 



Asset Inventory Management (baseline) 
Mandatory 

Action 
Inventory Process 

Friction Point 

Key 

PC 
physically 

verifies 
asset 

PC either: 
• accepts transfer 

in AMS and 
confirms cost 
code, or  

• rejects transfer 
and works with 
EUS to resolve 

Email is sent to 
IT confirming 
the transfer 

EUS transfers 
physical asset to 

Employee or 
keeps it in 

storage 

Asset is 
transferred 
in AMS to 
employee 
cost code 

End User 
Support (EUS) 

orders and 
Property 

Management 
(PM) receives 

new assets 

AMS sends email 
notification 

between 
sending/ 

receiving cost 
codes 

Employee leaves 
or broken asset: 

Ticket created for 
EUS pickup 

PC transfers 
asset to EUS 
cost code in 

AMS 

EUS collects 
equipment 
and accepts 
transfer in 

AMS 

EUS 
determines if 
equipment 
can be re-

used 

PM conducts 
annual 

inventory 
and scans all 

assets 

EUS 
transfers the 

asset to 
another 

employee 
and updates 

AMS 

PM disposes 
of assets and 
updates AMS 

PC 
prepares 

for annual 
inventory 

PM checks 
quantity/model 
and compares 
to purchase 

order 

PM puts a barcode 
on each asset, 

scans into Asset 
Management 

System (AMS) 
under EUS cost 
code to create 
digital record 

EUS receives 
assets and 

checks 
configuration 

EUS requests the 
PM warehouse 
ships certain 
quantity of 

assets to specific 
location 

PM syncs 
scanners to 

AMS to 
reconcile 
inventory 

PM, EUS, 
and/or PC 
conduct 

manual search 
for missing 

assets 

PM closes 
inventory and 

finalizes 
report 

EUS sends 
PM a list of 
assets for 
disposal 

PM reconciles 
physical assets 
with approved 

list and transfers 
to PM cost code 

Source:  U.S. Department of Treasury 



Asset Inventory Management (Blockchain) 

Real-time 
visibility of 

asset inventory 
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DESIRED 
OUTCOM

ES 

Digital, Distributed 
Ledger 

Of Asset 
Information 

End-to-end asset lifecycle transactions and state changes are recorded 
on a distributed ledger and shared among users, providing a single source of 

truth for asset information    

Complete, 
accurate, 
immutable 

records 

Scan and 
tokenize assets  

Electronic 
transfer of 
ownership 

between users 
Automatic 

notifications to 
users sending 
and receiving 
asset transfers 

Automated 
initiation of 
inventory 
process 

Electronic 
verification of 

asset 
ownership 

Automated notifications when 
assets reach end of life 

Electronic transfer of ownership 
between users 

 

Inventory 
Management 

Understandi
ng of DLT’s 
applicability 
to financial 

management 

Trusted, 
efficient 
peer-to-

peer 
transfers 

Reduction in 
manual 

process time 

Fiscal Service 
Users 

 
Property 

Management 
IT Staff 

Employees 
Property 

Custodians 
Bureau Leadership 

Source:  U.S. Department of Treasury 
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Three Waves of AI 
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Key Issue: Explainable AI 
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Risk of Counterintuitive Outcomes 
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AI and High-Consequence Applications 
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AI and High-Consequence Applications 



Machine Learning with Human Feedback for 
Cybersecurity 
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Implications of AI 

• Jobs will continue to be both created and destroyed 
• Efficiencies and cost savings will continue to be yielded 
• Caution: Efficiency is easy to hack 
• Privacy and autonomy issues will become more palpable 
• Algorithmic transparency is and will remain a sine qua non 

for public sector use of AI 
• Importance of AI Auditability will increase proportionally to 

the complexity of the tasks it is designed to accomplish 
• Fed. Nexus will remain significant – regulatory revisions, 

advanced applied research (esp. explainability), and 
standards-making will be required 

• “Data is the new oil” is especially true for AI 
• Deterministic vs. probabilistic computing 

 
 
 
 

What Jobs are Actually Under Threat? 



Anticipated Impacts on Selected Job Tasks 
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Re-Skilling 
and Up-
Skilling for 
Auditors 
(Current 
and Future) 

•Page 21 



Audit Office of the Future Concept 



Considerations Going Forward 
• “Data are the new oil” – tremendous opportunities exists for the accountability 

community to embrace key trends and shape them toward positive ends (i.e., 
defining “reasonable assurance”, dashboard auditing, quality metrics, and 
standards development, etc.) 

• Audit innovation labs (i.e., “sandboxes”) will be needed to identify issues and test 
the technologies in a realistic environment to determine the extent to which they 
enhance quality, timeliness, and ultimately, relevance. 

• Rumors of the deaths of institutions and vocations are greatly exaggerated…jobs 
will be lost, but others gained (possibly a net gain) 

• Human capital development will require fundamental reconsideration and will need 
transformation to meet the future demands of the profession 

• Audit methodology needs to adapt to the probabilistic (vs. deterministic) paradigm 
and should yield more efficient and incisive audit findings even as core audit 
quality metrics remain the same 

• The greatest challenges ahead are socio-cultural…not technical  
 (“culture eats strategy for breakfast”)  23 



Thank you 

24 

personst@gao.gov  
+1 (202) 512-6412 

@GAOChfScientist 
LinkedIn: “Timothy M. Persons” 

http://www.gao.gov/technology_assessment/key_reports 

mailto:personst@gao.gov
http://www.gao.gov/technology_assessment/key_reports
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