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CBA INC. - WHAT WE DO
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CBA TECHNOLOGY SOLUTIONS
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v'Network Security Policy Review
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Experts worried about
ransomware hitting critical
infrastructure

'Internet of Evil Things'
challenges security
pros

Cisco: Data breache:
“Hackers have decided it’s - some businesses
easier to end-run an revenue
enterprise’s multi-million
dollar security system and Survey Says 66% Of ~ EU tools up for cyber war

instead simply target an open ansumers Won't Wo
ver.” With Breached Cc

: 60% of breached businesses
Why 2017 will be the worst will fail within 6 months

year ever for security
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OUR DIGITAL SOCIETY

Each critical infrastructure sector is vast and unique, yet impacts to one will
affect all the others. Here are a few examples:

Sector Interdependency

d info. tech. systems

e sectors.

Transporiaiion Sys A aritime, and mass transit ensures the
movement of people and goods throughout the country and
overseas.

O
Source: DHS
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HOW WE CONNECT
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WHAT IS IN THE CLOUD?

Pll
IP
10T
Malware
Threat Actors
Applications
Big data

(N KJ
Vulnerability
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INTERNET OF THINGS

> Whnat IS the INtErMEer O thing S

* Imbedding NENWOIKIIECNNOIBYIESHNTIOEVER WY ORJECES SO that they can

Sena and receive aat

pad

* IV's, RADIO’S, refrigerators, cars, smart meters, toys, doorbells, sec

SyStems, air- guality: SENSOIS; gardade 000 OPENErS, I1IgNnts, vents, ev

coffee makers...

~* How many devices can

e Theoretice ally up to 250
* Reality is limited by bandwidth

COPYRIGHT CYBER BUSINESS ANALYTICS (CBA INC.) 2017



o ELTE. 3REACHES CAUSING

EXTREME FINANCIAL LOSS RATION, AND BRAND DAMAGE

® LEVEL OF SECURITY PROVIDED IN THE CLOUD ENVIRONMENT BE EQUAL TO
OR BETTER THAN THE SECURITY PROVIDED BY A TRADITIONAL IT

® ENVIRONMENT.
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TECHNOLOGY SECURITY

8sire of: consumers rush product

® Manutacturers In a rush fo service the d

development and delivery

»

* Security Is an afterthought, or generally not addressed directly by the

KL‘

manufracturer

* We then buy tools and ““protectors™ to provide cybersecurity
) |

Average medium sized business has between 50 to 70 tools used to protect the

network
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COMMON CYBERSECURITY
DEFINITIONS

* Threat Actor
* Usually a person tiying to:gain aCCesSoyoUursSysteMS; can be another system
* Threat Vector
T'he path that the threat actoer IS goINg to USe to galin acCess to your system
* Threat Surface
* Thes

ulnerabilities
* Pinpoints in the surface through which a vector. can

um of all vectors

ain access

«Q

* Personally Identifiable Information (credit cards, SSN, bank account numbers, etc.)
O
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COMMON THREAT ACTORS

* APT: Advanced Persistent Threat

> Usually nation states

> Hign capabllity; ability torstay 0N NEWBRIKSHoYears

* Cyber Criminal ThreatActor

* OUt to make money.

* Wide range of: capabilities; from very advancedrlegit; elite hackers to script kiddies

* Hacktivists

««««««« ~ * Out to make a statement

Wide range of capabilities, from very advanced legit, elite hackers to script kiddies

* Hacking for a check

* Usually going to have a high capability, likely came from an APT
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COMMON THREAT ACTORS contDd

* Nation States / Governments _

Y Inaustriallespionage;malicioustnackings thent-on Pl —

* \Vandals

* Bragging rgnts;

k’l’

g0, EJO EQO

* Usually low technical’'capability; defacing Wepsites and such ThreatActor

* Insider threats account for 60% - 80% of inc

Can range from malicious intent to “accidents”

* Inside your home this can be significant others behaving badly on

computers
® * In Business...this can be devastating
/3 COPYRIGHT CYBER BUSINESS ANALYTICS (CBA INC.) 2017



COMMON THREAT VECTORS

* Phishing
* Trying to getyou to CliICKion emaliS;tien dIrECHNG YOUto e WERSITE 1Ol eXploltation

DDOS

* USINg NEIWOIKEASYSTEMSItO GENY SEVICE

* Malware/ransomware

* Once the software s installeditiocksupyour macnine

WIFI

* The world Is networked on WIFI

lllll Security IS there, but depends on the user, and can usually be breached with little effort

ves
Often infected with embedded virus - connects and exchanges data in milli-seconds

Pretty easy if your password is password (or any derivation of that)
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Ured 1O (EX. your car)

®* Securing your monile devices

* Update your software, use strong asswords or biometrics, avoid

open Wi-Fi hotspots, enable remote wipe, avoid 3 party apps
e
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PERSONAL RESPONSIBILITY

* At works BYODH(Brng youroWR UEVICE) 3

> VWhat's on your dEVICE?
* P, Contidentiality; PIl/CUStOmeEr daid
* Policies and Proceaurestioryourcompany as it pertains to
SEecurity?

* At nome

44444444 ecuring WIFI
* 10T devices can be used as part of a DDOS

* Legal requirements for devices in your home?

@ * None, but it is best practice to secure your devices

/3 COPYRIGHT CYBER BUSINESS ANALYTICS (CBA INC.) 2017
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SECURITY IN THE WORKPLACE

* EQuUcate YOURSElT; andyoUuliF COWOIKENRS

[EWallS; antiVvinussandremall pretection
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* Don't plug just anything into your computer, scan it

M ana leve them

L
—
%2
(U
H
:-
L"L’

* Make them Iong, and complex
* Write them down, and store them In a safe place

* Avolid reuse of the same password for multiple devices
o
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RISK. MANAGEMENT RESOURCES

The Global Risks
RepOrt 2017 WORLD Guide for Applying the Risk NH

National Institute of

A0 ECONOMIC Management Framework to Standards and Technology
12th Ed Ition FORUM Federal Information Systems LTf;.hgue:?agﬁr::.::f'?;?:ﬁ&ce

A Security Life Cycle Approach NIST 800-37

Framework for Improving NlSl'

National Institute of

Critical Infrastructure Cybersecurity :@ndards and rechnology

LS. Department of Commerce

Supply Chain Risk Management Practices
for Federal Information Systems and !h!,l,él:

Or‘gaﬂizations Standards and Technology

Technology Administration

NIST Special Publication 800-161 U.S. Department of Commerce
/ COPYRIGHT CYBER BUSINESS ANALYTICS (CBA INC.) 2017




NIST 800-53 REVISION 4: NIST

RECOMMENDED SECURITY CONTROLS FOR Standands and Teshnology
FEDERAL INFORMATION SYSTEMS AND ORGANIZATIONS  [tmoloar Aiministration

U.5. Department of Commerce

4 Trusted by LLeading GovermmentAgenclieS T HESHENVISHDOD DHS) State and Local
Sovernments

4 T Compliance and Regulatony/ ComplianCelnsioneoiithegreatest challenges raced by
Organizations toaday:

1 Compliance s'a dards such as NISHF800-53, PCI'DSS', EISMA, GLBA, SOX, STIG ran | R7AVAN
require organizations to'securertheirnetworks; harden servers and desktop computers thus
ensuring a nigh levels ofisecurity fortheirconfidential ente
compliance audit reports to auditers'wnen demanded.

\%2

1>

—

Prise assets and ,)rc ide network

It is critical for organizations to observe the regulatory compliance audit guidelines since
being non-compliant to the security and regulatory standards can result in severe penalties or
loss of an ATO (Authority to Operate).

O To meet all security and compliance requirements, organizations are required to take
proactive measures to establish network security processes for detecting network anomalies,
O attacks and other vulnerabilities that can cause harm to the sensitive information of the

enterprise.
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COMPLIANCE STANDARDS SUCH AS NIST 800-33,
PCI DSS , FISMA, GLBA, SOX, STIG AND HIPAA

O Audits anaiGa
ypical preocess willitakethreertorive daySitercompleterdepending on the audit level required. TheO
Process willlincliuae: '

pIANalysSIS canbepPeEROMEUON=SIte; rEmMotely; ora compination of both. The

0) olsit

—t

» Meet with the Sstakenolaers
EXPECctations.

erminewnatievelroffauaiting is reguired and set the

* REeVIEW POIICIES and PreceaUres
* Perform 5ecuri‘i:y and compliance audits

Analyze t ry - reports and recommendations

et with the s Sults and recommendations

Prepare a after-action report identifying all'issue with recommendations to mitigate any
negative findings _ B

Work with the client to prepare and implement a mitigation strategy

Reexamine the areas that required mitigation to ensure compliance

* Prepare final report
COPYRIGHT CYBER BUSINESS ANALYTICS (CBA INC.) 2017
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CYBER THAREAT RISK CONSIDERATIONS

State Competitors Organized Crime Script Kiddies Terrorist Hacktivist Insiders Auditors

Financial Industrial Military Ideology Political Prestige
Target

Card# Web properties Intellectual Properties Personal Information Cyber Infrastructure Business Processes |

S

Impact

Reputational Personal Confidential Integrity Availability

- -
-~

Methods

DoS Phishing Rootkit SQLI Auth Exfiltration Malware Physical
-

Resources

VULNERABILITIES
SALLNIGVIINTINA

Tools Knowledge People

The cyber adversary is often well organized, motivated,

funded, and persistent in pursuing their goals
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Layer 3
Operating system hardening

- Security configuration

- Anti-malware

- General ADDS security

- File system

- Print system

- .NET Framework security
Layer 2 § - Internet Information Services

Physical protection 7 - System redundancy

- Physical environment
- Physical controls

- Communications

- Surveillance

Layer 4
Information access

Layer 1 o @ : - User identification

Critical information Cigs - Security policies
- Resource access
- Role-based access control
- Access auditing/monitoring
- Digital rights management

- Data categorization
- Application hardening

Layer 5
External access

- Perimeter networks
- VPN/RRAS

- SSTP

- PKI

- Identity federation

- NAP

Source: Reust
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It WILL happen...Probability of One
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CRITICAL INFRASTRUCTURES AT RISK
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OUR CORE REQUIREMENTS FOR CYBERSECURITY

~ v'PARTNERSHIPS W ~ & OTHER LAW
ENFORCEMENT AGENCIES

‘/RETENTION OF HIGHLY TRAINED SECURITY PRACTITIONERS
‘/CONTINUOUS TRAINING & TESTING EXERCISES

. --- — "“: - L 5 2y ——
.‘:j-r-:j:.‘;;-:: = i - = £ .‘—'-‘,.; - —.:: X \ =
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ACHIEVING PREPAREDNESS
& RESILIENCY

R = i

OF THE FUTURE
LOOK LIKE &

Risk Management and Cybersecurity is a Culture...it is
T a journey, not a destination
O
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MOVING FORWARD...

BUILC FIRST, SECuRE
LATER...

o ML ldd

O L 0101010101

M 7111100010

WE NEED TO DEVELOP A ROBUST UNDERSTANDING OF DEFENSE RESILIENCE
A AND ENCOURAGE A KEEN AWARENESS ON HOW TO COMBAT THE
ASYMMETRIC CYBER THREAT
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~O( LIENT DEFENSE,
- AND IN SO DOING SEIZES THE IN ITIATIVE IN CREATING
INNOVATIVE PROTECTIONS FOR ALL CRITICAL

INFRASTRUCTURES.
/ COPYRIGHT CYBER BUSINESS ANALYTICS (CBA INC.) 2017




Questions

*PDavid Shaw

dshaw(@cyb

®*John Roach

jroach@cyberba.net
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