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General Controls - 
State Data Center 

Teresa Furnish, CISA 

Senior Auditor 
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State Data Center 
 Operated by the 

Department of 
Administrative Services 

 Created in 2005 
through the 
consolidation of data 
centers previously 
operated by state 
agencies 
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State Data Center 
 Hosts the computer 

systems for 11 state 
agencies 

 Provides Internet 
service and networking 
for the majority of state 
agencies 

 Complex environment 
and extensive inventory 
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General Controls 
 The structure, policies, and procedures that apply to 

an entity’s overall computer operations.   
 Service level agreements 
Capacity planning 
Production controls 
Disaster Recovery 
Asset & configuration management 
Access controls 
 Security 
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Operations Strengths & Weaknesses 
 Environment monitored 

and controlled 
 Routine back-ups 

performed for agency 
applications 

 Computer processing on 
behalf of agencies well-
monitored and problems 
investigated and resolved 
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Operations Strengths & Weaknesses 
 Management has not 

defined customer service 
level expectations  

 Configuration 
management did not 
facilitate disaster recovery 
and security 

 Disaster recovery 
strategies not fully 
documented or tested 
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Security Weaknesses 
 Long-standing 

problems  
 Most proprietary to the 

State Data Center 
 Agency security 

practices 
 Budget limitations 
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Governance Weaknesses 
 State Data Center 

management had not 
established security 
standards or assigned 
overall responsibility 
for security 

 Governance structure 
not effective for 
managing security 
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Summary 
 Agencies rely on the 

State Data Center to 
provide a vital layer of 
security 

 Weaknesses in the State 
Data Center affect 
nearly all state agencies 
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Application Controls - 
Oregon Benefit Information System (OBIS) 

Erika Ungern, CISA 

Principal Auditor 
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Audit Objectives 
Our objectives were to determine whether: 
 Controls provide reasonable assurance that Unemployment 

Insurance transactions remain complete, accurate and valid 
during input, processing and output. 

 Changes to computer code are appropriately controlled to 
ensure integrity of information systems and data. 

 System files and data are appropriately backed up and can be 
timely restored in the event of a disaster or major disruption. 

 Systems and data are protected against unauthorized use, 
disclosure, modification, damage, or loss. 
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Background 
 Unemployment Insurance (UI) provides 

partial wage replacement to workers 
who are unemployed through no fault of 
their own. 

 The Oregon unemployment rate rose 
from 6.3% in January 2008 to 11.1% in 
January 2011. 

 Regular benefits are paid for 26 weeks  
(funded through employer taxes). 

 Extended benefit programs vary and are 
funded by various sources (mainly 
federal).  

 Retroactive changes to laws may affect 
claims that have already been paid. 
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Background 
 The Oregon Employment Department (OED) uses 

OBIS to: 
Calculate benefit amounts 
Process and pay ongoing claims 

 Accurate payments depend largely on accurate 
information from Claimants and Employers. 

 Overpayments are inevitable. 
 The most effective way to collect overpayments is to 

reduce future benefit payments.   
 Timeliness of identification of overpayments and 

establishment of overpayment decisions is vital. 
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Application Controls 
 Controls provided reasonable assurance that 

claims paid through OBIS were complete 
accurate, and valid. 

 However, we found the department could: 
 Improve its handling of unusual or complicated 

claims.  
 Process overpayment decisions in a timelier manner.  
 Improve procedures for correcting certain 

overpayments. 
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Unusual or Complicated Claims 
 Input control weakness: 
Data entry was not 

reviewed to ensure they 
were valid or accurate. 

 Output/error handling 
control weakness: 
 It was unclear whether 

system-generated reports 
showing possible errors 
were reviewed by staff. 
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Overpayment Decisions Not Timely 
 
 

57% of overpayment “decisions” were not established (and 
therefore were not recoverable) until more than 6 months 
after discovery of the overpayment. 

PNIAF - March 5-7, 2014 



Overpayment Decisions Not Established 
 An additional $15 million in overpayments were not yet 

input into the system – about half had been identified more 
than 6 months prior. 

 The surprise:  Approximately $6 million were not even in the 
queue to be processed as overpayments.   
 Weak tracking of documentation (manual or automated). 
 Extra staff was assigned to attempt to reduce the backlog – 

some of these staff made mistakes that resulted in source 
documents needed for overpayments to be generated. 

 Lack of automated controls to identify missing documents. 
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“Intentional” Overpayments 
 In one type of situation, the 

“fix” for an erroneous payment 
made the situation worse. 

 Business decision to pay a 
claimant twice for the same 
benefit week under two 
different benefit programs. 
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Intentional Overpayments - Example 
 One claimant was paid $482 per week for 12 weeks under an 

extended benefit program. 
 Staff discovered these weeks should have been paid under a 

new claim that paid only $179 per week.  Therefore, the 
original payment was overpaid by $303 for each week. 

 To “fix” the situation, OED paid the same 12 weeks again for 
$179 per week on the new claim.  There was no recoupment 
of the original overpayment applied to the new payment, 
leading to a total overpayment of $482 per week. 

 The claimant submitted a hardship waiver and was not 
required to pay back any of the overpayment. 
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Intentional Overpayments 
 Overall, treatment of these cases led to additional $5.5 

million in overpayments (added to $4.1 million overpayment 
in the original payment). 

 Management decision based on interpretation of laws 
(“prompt payment” and “due process.”) 

 OED sometimes created “combination” decisions that 
allowed the new payment to be offset by overpayment 
amounts from the original payment, but: 
 Paperwork process for such decisions took 2-4 hours per case. 
 Limited resources available. 
 Business decision not to do these in every case. 
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Application Controls - Recommendations 
 We recommend that department management take steps to better 

ensure accurate payment of Unemployment Insurance claims by 
establishing: 
 additional automated or manual processes to better prevent system 

input errors; 
 more robust error detection procedures to identify payment 

anomalies and ensure their timely correction; 
 procedures to ensure that identified overpayments are monitored to 

ensure that associated overpayment decisions are appropriately 
generated; 

 staffing requirements for the overpayment unit to ensure timely 
processing of overpayment decisions; and 

 procedures for correcting overpayment errors that ensure compliance 
with federal regulations. 

 

PNIAF - March 5-7, 2014 



Special Projects & System Development – 
EROAD Pilot  

Neal Weatherspoon, CPA, CISA, CISSP 

IT Audit Manager 
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Special Projects & System 
Development 
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Our IT audit team 
sometimes gets the 
nod to evaluate a new 
system or technology. 
 
 

Eg. Data center consolidation, 
MMIS implementation, 
Statewide Identity and Access 
Management, PERS systems. 
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The Unusual Request 
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Can you.. 
….Should you.. 
……….Will you.. 
Audit an emerging 

technology…. 
Operated by a foreign 

entity…. 
In the Internet cloud? 
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Auditing In the Cloud– Objective #1  
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Determine whether 
EROAD web-based 
services provides a secure 
and stable environment for 
transmitting, processing 
and storing carrier weight-
mile tax information. 
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The Test – Objective #2 
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Determine whether the 
EROAD system accurately 
and reliably captures and 
calculates Oregon weight-
mile tax information to meet 
record-keeping requirements 
of OAR 740-055-0120. 
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ODOT’s Part – Objective #3 
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Determine whether 
ODOT established an 
appropriate and secure 
electronic interface for 
accepting carriers’ system-
generated weight-mile tax 
information. 
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  Results 
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• The system accurately and 
reliably captured and 
calculated weight-mile tax 
information. 

• EROAD provided a secure 
and stable processing 
environment. 

• ODOT had not yet 
developed an electronic 
interface. 
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Credits 
A special thanks to Dan Piraro, creator of the syndicated 
newspaper cartoon, Bizarro, for his written permission to use his 
work to help liven this otherwise dull audit presentation. 

 
To enjoy more of Dan’s work go to  http://bizarrocomics.com/ 

 

 

PNIAF - March 5-7, 2014 

http://bizarrocomics.com/�

	Snapshots of IT Audits
	Snapshots of IT Audits
	General Controls -�State Data Center
	State Data Center
	State Data Center
	General Controls
	Operations Strengths & Weaknesses
	Operations Strengths & Weaknesses
	Security Weaknesses
	Governance Weaknesses
	Summary
	Application Controls -�Oregon Benefit Information System (OBIS)
	Audit Objectives
	Background
	Background
	Application Controls
	Unusual or Complicated Claims
	Overpayment Decisions Not Timely
	Overpayment Decisions Not Established
	“Intentional” Overpayments
	Intentional Overpayments - Example
	Intentional Overpayments
	Application Controls - Recommendations
	Special Projects & System Development – EROAD Pilot 
	Special Projects & System Development
	The Unusual Request
	Auditing In the Cloud– Objective #1 
	The Test – Objective #2
	ODOT’s Part – Objective #3
	  Results
	Credits


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /PageByPage

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Sheetfed Uncoated v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Warning

  /CompatibilityLevel 1.7

  /CompressObjects /All

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.1000

  /ColorConversionStrategy /LeaveColorUnchanged

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams true

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Preserve

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 150

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 150

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (None)

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<





    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>







    /HUN <>

    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)

    /JPN <>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>





    /SKY <>



    /SUO <>

    /SVE <>

    /TUR <>



    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



