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ACCOUNTABILITY FOR
FRAUD DETECTION

= The Recovery Board’s accountability
mission is to detect and prevent
fraud, waste, and abuse and
identify systemic issues related to
the expenditure of federal funds.

= The mission is accomplished by
working closely with the Inspectors
General Community, the U.S.
Attorneys’ Offices, and law-
enforcement agencies.

=  Sophisticated analytical tools are
used to identify fraud indicators for
predictive analyses.




FRAUD PREVENTION AND DETECTION

The Recovery Board identifies potential fraud through:

= |dentification of Risk Indicators
" Trend and Predictive Analyses

= Unstructured Text Searches \

= Statistical Sampling
. DETECTING FRAUD

= Ad Hoc Searches

" Link Analysis
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OTHER CHALLENGES
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Q ELEMENTS OF BIG DATA ANALYSES

Combines:
= Multiple data sets
= QOpen-source information

= Sophisticated software
tools

" Traditional and cutting-
edge analyses

" Forward thinking
analysts




DATA SETS
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MAKING IT USABLE




RAW DATA
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QUANTITY OF EMAIL OVER TIME
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ToPIC BY YEAR
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LINKING EMAILS
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HE

EMAIL CONVERSATION

|  E-mail Subject Line |

Data Source and Source Doc

RE 1! 586371631.msq

Data Source and Source Doc

RE _l.msqg

Data Source and Source Doc

RE 1! 1363430070 .meq

Data Source and Source Doc

| E-mail Subject Line

Data Source and Source Doc

I E-mail Subject Line

Ly

Data Source and Source Doc

| E-mail Subject Line

Ligie.

2013,02,/21 07:12:00
Importance:

Low

Type:

Note

Thank you.

——Original M S
From: iI ubject A I;]
Sent; Thu . | 2013 7:10 AM

To:

SubjetT:

I didn't want to do it. | just wanted to bring some joy into your life and take you away from solitude
21.02.2013, 16:04, l Target 1 H

> You are breaking A

>

> ———Qgiginal Moccage

> From: Suhject A I|

> Sppk = bosacit], 2013 6:56 AM
> Tol Target 1 I

> Subject: Re: !
>

> All | weant now is just embrace you and never let you go from me.

>

> 21.02.2013, 15:40, | Target 1 |
>

»> 0K, dear.

3>

5> ani Subject A Ial
> Sent TS FEIET 0 ST = )

> Tos Target 1
»> Subject: Re: !

el

>> We will do it together in the evening.




OTHER DATA TYPES
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DATASET CROSSWALK

Unstructured
Dataset

Structured
Dataset

Unstructured
Dataset

Structured
Dataset

Unstructured
Dataset

D E

C

A B
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e CROSSWALK BETWEEN DATASETS

Dataset 1

A133_Rowld 1
Al133_FILENAME 03318230
Al33_AUDITYEAR 2008
Al133_DBKEY 122362
Al133_TYPEOFENTITY 100
Al33_FYENDDATE 30-Jun-08
Al33_AUDITTYPE S
Al133_PERIODCOVERED A

Al133_NUMBERMONTHS

Al33_EIN Auditee EIN
A133_MULTIPLEEINS

A133_EINSUBCODE
Al33_DUNS
A133_MULTIPLEDUNS
Al133_AUDITEENAME

Auditee DUNS

Auditee Name

Al133_STREETI1
Al133_STREET2

Auditee Address

I_DOF

Al133_CITY SAN JOSE
Al33_STATE CA
Al33_ZIPCODE 951101705

A133_AUDITEECONTACT
Al133_AUDITEETITLE
Al133_AUDITEEPHONE
Al133_AUDITEEFAX
Al133_AUDITEEEMAIL
Al33_AUDITEEDATESIGNED
Al133_AUDITEENAMETITLE
Al133_CPAFIRMNAME
Al133_CPASTREETI1

Auditee Contact Info.

A133_CPASTREET2
A133_CPACITY
A133_CPASTATE
Al133_CPAZIPCODE
A133_CPACONTACT CPA Contact Info.
A133_CPATITLE
A133_CPAPHONE
A133_CPAFAX

Al133_CPAEMAIL CPON@MGOCPA COM
Al133_CPADATESIGNED 17-Nov-09
Al33_COG_OVER C

Dataset 2

March 31, 2009

Dataset 3

B.  Findings - Required to be reported under Government Auditing Standards
091 Fixed Assets

Significant Deficiency in Internal Control
Condition:
The Authority did not perform a review of fixed asset accounts on a routine basis. The complete
listing of construction in progress was net properly maintained and its balance was not in agreement
with the general ledger. Lastly, the Authority did not provide: proper descriptions for assets. This was
also a finding in the prior year.

Criteria

Generally accepted accounting principles require that the fixed asset ledger be maintained properly
and reconciled with the general ledger.

Cause:

The Authority did not have sirong contral poicies and procedures in place. The Authority did not
have a designated person o perform timely reconciliaion of fixed asset accounts

Effect

The Authority is required to keep the fixed asset ledger up-to-date. It should be reconciled with the
general ledger, and contain proper asset deseriptions. Failure to follow this GAAP requirement could
result in the financial statements being misstated and misleading to the reader. In addition, it could
«cause management to rely on incomplete andfor inaccurate financial information

Recommendalion:
Management should reconcile the fixed asset ledger with the general ledger on a monthiy basis. In

addifon, we recommend that management provide proper deseriptions for all assets. We further
recommend that the Authority maintain a complete inventory for all propesty, plant and equipment.

Views of Management:

Significant changes have been made in this area. The Authority has assigned the Modemization
Officer to maintain the detailed records throughout the year. Now that the general ledger software
has been debugged, it is possible to tie info detail on a monthly basis. The reason that the detail did
not tie ino the general ledger was due fo final entries made on the general ledger that did not get
entered onto the detail ledger.

Corective Action Plan:

Finance will have the final entries posted onto the detail sub-ledgers.

Agency Name

| Agency

Agency Address

NOV 29 2013

Date:
To: See Attached Distribulion— s,
From: Employee Name
Subject -
vee | Auditee Name Lr

the period July 1, 2011 through June 30, 2012
(Report Number A ¢ Concern

On January 18, 2013, we issucd a National Extern:
Alert on the Organization for the fiscal year ended June 30,
(Report Numb eview of the nonfederal audit report on the
Organization ide: nditions we believe should be brought to your
attention

Audit Review Center (NEAR)

2011

o The Risk and Uncertainties note on page 10 stated the financial
were prepared on the basis that the Or
concern. In addition, the Contingencies note identificd $528,000 in

disallo
the N“] Program Name

nization would continue a

Current liabilitics exceeded current assets by $471,750 that resulted in a
current ratio (current assets/current liabilities) of .66 as of June 30, 2012.

Total expenses exceeded total revenues by $66,865 for the year ended
June 30, 2012

These findings have been identified for resolution in the departmental stewa
system. We recommend deg g consider closer
increased attention by grants management staff to protect the Federal interest

We are also bringing this information to the attention of the OIG management for
consideration in the work planning process




COMBINED DATA SETS

A133 Summary A133 Summan A133 Summan
ument Path  Aidingand Lacked Adequate Document Pathto  A133 Summary Table = == = ! =
: Indicted 2 Program Fraud Table Table Tadle adble
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VALIDATION

Less: Accumulated Depreciation
86743.pdf Total

p i | —  Data Source ] (TS AND CONTENGENCIES

01546760.pdf

I -Data §ource I (152,150.91)

i FYHl 01367385 pdf $161.627.64
g - The former Executive Director of the Organization was indicted by a federal grand jury on
I |\ Data Source pav July 6, 2011, for Program Fraud and Aiding and Abetting. She appeared before the courts on
ETHl 01467385.pdf July 19, 2011 and pled not guilty to the indictment. The charge is merely an accusation, and

1773 0:19 AM | 1.5 ME the former Executive Director is presumed innocent until and unless proven guilty. The
g l Data Source I financial statements do not include accrual or provisions for loss contingencies that may
result from these proceedings.

While the outcome of the above noted proceedings cannot be predicted, the Organization
feels that any settlement or judgment would

Document Excerpt: [Page 39 Paragraph 30]
"...2011

2

Auditee ]
STATUS OF PRIOR YEAR INTERNAL CONTROL
FINDINGS, COMPLIANCE FINDINGS,
AND QUESTIONED COSTS
DECEMBER 31, 2010
FINDING 09-2 - LACK OF SUPPORTING DOCUMENTATION
CRITERIA:
A-87 and all contracts administered by the Organization require that costs be documented to
include appropriate authorization, invoices and time records to support payrofl costs.
CONDITION:
Many expenditures lacked adequate documentation, including purchase orders, invoices, and
account code information.
QUESTIONED COSTS:
$60,586.47
EFFECT:
Possible misuse of federal, state, and local funds
RECOMMENDATION:
Controls need to be in place to ensure checks are not released until all proper support is
attached and in place.
MANAGEMENT RESPONSY
The cusrent managementl A}.‘Ld.'m l the documentation of

financial transactions. Because of this the Financial Policies and Procedures were reviewed
3t the end of 2010 and in




IMPACT CROSSWALK

Document Path to PDF  Aiding and

Reports

Broup 4\01467385.pdf
broup 4\01467385.pdf
broup 4\01467385.pdf

Broup 4\01467385.pdf

broup 4\01467385.pdf
Broup 4101467385.pdf

Broup 4\01467385.pdf
broup 4\01467385.pdf

broup 4\01467385.pdf

Broup 4\01467385.pdf

broup 4\01467385.pdf
broup 4\01467385.pdf

Lacked
Adequate
Documentation

1
1
1

Document Path
to Summary
Table

db://A1335QLDSI
db://A1335QLDSI
db://A1335QLDSI

db://A13350LDSI

db://A1335QLDSI
db://A1335QLDSI

db://A13350LDSI
db://A1335QLDSI
db://A1335QLDSI

db://A13350LDSI

db://A1335QLDSI
db://A1335QLDSI

A133 Summary
Table

$105,523.00

586,412.00
58,606.00

$73,792.00

$2,759.00

539,984.00

2009
2009
2009

2009

2009
2009

2009

2009

2009

2009

2009
2009

AL33Summary  A133 Summary
Table
AUDITYEAR

93.671
16.806

16.588

16.587

A133 Summary Table
Program Name

RURAL DOMESTIC VIOLENCE
XXX COALITION
ABC COALITION

ENCOURAGE ARREST POLICIES
AND ENFORCEMENT OF
PROTECTION ORDERS PROGRAM

FAMILY VIOLENCE PREVENTION
TRANSITIONAL HOUSING
VIOLENCE AGAINST WOMEN
GRANTS

OUW RECOVERY ACT
TECHINICAL ASSISTANCE
PROGRAM

SAFETY FOR WOMEN FROM
SEXUAL ASSAULT

CIVIL LEGAL ASSISTANCE
SEXUAL ASSAULT

A133 Summary Table
FINDINGREFNUMS

09-1 09-2 07-1 02-1 02-2
09-1 09-2 07-1 02-1 02-2
09-1 09-2 07-1 02-1 02-2

09-1 09-2 07-1 02-1 02-2

09-109-2 07-1 02-1 02-2
09-1 09-2 07-1 02-1 02-2

09-1 09-2 07-1 02-1 02-2
09-1 09-2 07-1 02-1 02-2

05-1 03-2 07-1 02-1 02-2

09-1 09-2 07-1 02-1 02-2

09-1 09-2 07-1 02-1 02-2
09-109-2 07-1 02-1 02-2
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MAPPING (OR “GIS”

lﬂ =4 .
e " WAMERICL o VESPVCI, 16 & 2
F . o a ; - ~ o -
s ZezS ———;-—’:’/ >< ; s =4 - — i “
- . g 3 s o » - = .
D ey O et Re e, (Y ; NILO
> ) 3 SRS O S > -
_— ~ " ~ - —
< y \' o [‘.. ::’.4 ‘}: = = -t " s /: . ( 5
“:\_\‘ = 5.: =5 k \: t’, = 2 - -
SV =y 2 f _/"_ > J-‘. = _:'-*‘ 1% = > 2
o et o T > . - O
=, A € 5 5 "_ v 2 = o r', . 3 - ’ £ E
—~—f = \ e q - . ;: AN 4
- iy =8 - ' - -~ ! s f - . .
=X o B = = —
. 0 , . -. R .- - e 2 N
2 - s - v ;’l} .-.’ ey » = ~
| T o |
- = '-. -~ 5% > l}\' < : 3
> S - = » - C "
; - - - — & N ; b} s '?’:6
. R RN L — "'.‘
- —_—
- — o
AENT SN —al >
S = = - A
TN o 5= __—— ‘
::"-‘ - ~ i 3 S "‘»L':}-’ - R o = ‘\d/ = z —~ ~'yoroy
- - - % -_(’ - (. - why daw 2o
FARE ALAGIAL) P D A - z :"'/./:
== ; > g
A = : = 2 =t N e ™ s
S s T e 22223 o
= q\: T - % Tt e
=2z P T T, C"‘c’, ——_— S o=

21



ADVERSE OPINIONS
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EXPLORING THE DETAILS

Investigation Edit Preferences Applications Helpers Help

MY crrr— e

update publish

\ \ \ Mew Formula New Derived Property
0 All Cbjects 2009, Au... o Linked Audited ¢

A2* Al objects visible from cumrent = Obj . ST > of Load Formula

Save Formula

Apply Formula

udit Year = 2009, AuditYear = 2009, or...
40 ok

¥ Event Types (2/2]
€ Al Events
| AuditEvent

Oversight Agency Average Show Fewe

Department of Education 5 - ) "
Department of Health and Human .00 roperty Types clesr selection

Department of the Int : z .
A ¥ Property Types {25/25)
Department of Agriculture o

® Audit Type
@ Fudit v
CFDAP

Department of Housing and Urban...
Department of Defense
Department of Justice
Department of Transportation CFDA Program Numbe
Department of Homeland Security

Department of Energy

CY Findings

Date Range and

Hae e

Envirenmental Protection Agency
Department of Laber

4 i=n R

Date Signed

Event Title

-
@

Department of Commerce

Mational Ende

Matersial Noncomplianc

erial Weakness MP

Group by ® COversight Agency Sorthy | Sum v
ding Agency

nizant Agency

Statistics for @ Total Fedaral Amou Minimum 0| occurrences ¥ Dril Down

23



ASSISTANCE WITH AUDITS?

Resource allocation —
audit planning

Time savings
ROI

|dentification of
relationships between
audits and criminal
investigations — earlier
and concurrently

24



LESSONS LEARNED

= Do not use one tool

= Research false
positives

= Conduct outreach

= (Obtain feedback

" Provide intelligence
packages vs. data
dumps

= Partner with IT shop
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