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Road Map for Today’s Session 

• SAO’s Mission and Strategic Goals 

• Cybersecurity Audits 

• Other Cybersecurity Assistance 

• PSA: Cyberfraud and ACH Payments 

• Wrap Up and Questions 
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SAO’s Mission and Strategic Goals 
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11th State Auditor  

Pat McCarthy 

History of Office 

Established in state Constitution 
in 1889 

“We are the public’s window into government. 
We take that responsibility seriously, and we 
work with the organizations we audit to 
increase the public’s trust in government.”  

Independently 
Elected Auditor 



5 

• Includes school districts, library 
districts, diking and drainage 
districts, and many others 

• We also audit state agencies, such 
as Department of Social and Health 
Services as well as universities and 
community colleges  

• In addition, we audit the finances 
of the state as a whole  

SAO audits every government in the state 

~ 2,300 
local governments 



Locations and Staff 

• 350 auditors 

• 15 regional offices 
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SAO’s 5 Strategic Goals 
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#2: Assist state and 
local governments to 

be fiscally accountable 
and high-performing 

organizations 

#5:  Ensure efficient 
and cost-effective 

operations and 
continuous 

improvement #4:  Develop and 
implement strategies 

that promote high 
quality audits 

#3: Attract, develop, 
engage and retain a 
diverse and talented 

workforce 

#1: Inform, educate 
and empower the 

public and stakeholders Cybersecurity 
Help protect the state's confidential 

information, financial assets, and 
critical infrastructure by improving the 

security of state agencies and local 
governmental entities. 



Cybersecurity Audits 
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Background on Cybersecurity Audits 
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State Local

• Contracted support 

• Cybersecurity specialist team 

• Consultations 

• Additional funding 

• Dynamic scoping 

• #BeCyberSmart 



Our cybersecurity team 

• 9 cybersecurity auditors 

• 5 cybersecurity specialists 

• 1 contractor 



Goal and Objectives 

Help government make significant cybersecurity improvements 

 Objective 1:  Identify weaknesses (vulnerabilities) that could 
lead to increased risk from external or internal threats. 

 Objective 2:   Selected controls aligned with leading 
cybersecurity practices 



Identifying Vulnerabilities 

• Vulnerability Assessments 

 Primarily automated 

 Requires some expertise 

 Red flags – things that need to be evaluated 

• Penetration Testing 

 Some automation but requires manual effort 

 Requires more expertise 

 Confirmed issues – things that need to be fixed 
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• Federal government  

• Policy / governance 

• Comprehensive scope 

• Control selection based on risk 

 

 

 

Leading Practice: 
NIST 800-53  Security and Privacy Controls 
for Federal Information Systems 
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• Not industry specific 

• Prioritized set of actions 

• Mitigate most common attacks  

• Based on community of IT experts 

• Technical controls and policies 

Leading Practice: 
Center for Internet Security  
Critical Security Controls 



Dynamic Scoping 
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Actionable recommendations that will 
make a difference 

Challenges 

• One size fits all 

• Resources 

• Effective results 

Scoping Factors 

• Current security maturity 

• Prioritization of effective recommendations 

 



How Much Should You Report? 

• Detailed, confidential results 

• Low detail public reports 

• Legislative communication 

 



Other Cybersecurity Assistance 
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More Demand Than We Can Meet 

• More than 2,300 local governments in Washington 

• Cybersecurity audits at 10-12 locals a year 

• Currently about a five-year wait for an audit 

• Need some other ways to help 

 #BeCyberSmart campaign 

 Cybersecurity Consultations 

18 



• Curated suite of cybersecurity 
resources for local 
government 

• Customized by role in 
government 

• Designed as a place for 
governments to start 
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#BeCyberSmart Campaign 



#BeCyberSmart Campaign 



#BeCyberSmart Campaign 



Cybersecurity Consultations 

• Short initial meeting with locals who express interest 
in a cybersecurity audit 

 2-4 hours 

Within several months of volunteering 

• Purpose of the consultation 

 Begin a relationship with SAO’s cybersecurity 
experts 

 Gain a general understanding of their security 
program for future audit planning 

 Refer them to resources, including #BeCyberSmart 
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Public Service Announcement: 
Cyberfraud and ACH Payments 
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Anatomy of the ACH fraud 

Subject:  My Pay Information 
 
Hi,  
I would like to change my Direct 
Deposit information with my next pay.  
Kindly send me the form I need to 
submit.   What date is the deadline for 
submission? 

Trusted Employee Name 
(scammer@gmail.com) 

mailto:scammer@gmail.com


The Challenge: ACH Frauds are Growing 
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Impact of the frauds 
• Payroll ACH (June 2019) 

 Two payroll periods  

 Employee reported within 5 days of second missing check 

 Total Loss: $8,841 

• Vendor ACH (October to November 2018) 

 Four payments totaling $220,485 

 Actual vendor detected 

 Recovered final payment of $66,012 

 Total Loss: $154,473 

• Vendor ACH (March 2019)   

 Five payments totaling $6.9 million  

 Bank detected 

 Majority of funds recovered 

 Total Loss: $118,178 

 



• Social Engineering or Email Spoofing 

 Trickery 

 Easily detected 

 Easily prevented 

• System Compromise 

 Email or network 

 Risk extends beyond ACH loss 

 Difficult investigation 

 Fraud is still easily prevented but… 

 

 

Two Main Ways the Fraud is Initiated 
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The High-Tech Solution 



• Get the word out to everyone 

• Required risk to assess 

• Control-based testing strategy 

 

Our Approach to Addressing This 
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Final Thoughts 
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Cybersecurity Audits Help Move the 
Needle on Security 

• Government entities are under attack from 
hackers 

• This isn’t going away 

• Many government entities lack strong 
cybersecurity programs 

• This is especially true at the local level 

• Cybersecurity audits can help government 
entities improve their security 
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…the state-led cybersecurity 
audits are credit positive for 
Washington local governments 
because they proactively help 
identify potential vulnerabilities, 
giving the municipalities and 
opportunity to mitigate these 
threats before they materialize. 
 
--Moody’s Investor Service, 
August 2018 



Additional Resources 
• Center for Internet Security – CIS Controls 

 https://www.cisecurity.org/controls/ 

• NIST 800-53 Security and Privacy Controls for Federal 
Information Systems and Organizations 

 https://csrc.nist.gov/publications/detail/sp/800-53/rev-4/final 

• Multi-State Information Sharing & Analysis Center (MS-
ISAC) 

 https://www.cisecurity.org/ms-isac/ 

• SAO’s #BeCyberSmart Page 

 https://www.sao.wa.gov/becybersmart/ 

• SAO’s Guidance on ACH Fraud 

 https://www.sao.wa.gov/where-are-your-payments-going-this-
month/ 32 

https://www.cisecurity.org/controls/
https://csrc.nist.gov/publications/detail/sp/800-53/rev-4/final
https://www.cisecurity.org/ms-isac/
https://www.sao.wa.gov/becybersmart/
https://www.sao.wa.gov/where-are-your-payments-going-this-month/
https://www.sao.wa.gov/where-are-your-payments-going-this-month/


Questions 



Contact Information 
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Scott Frank, Director of Performance and IT Audit, Scott.Frank@sao.wa.gov   

Peg Bodin, Assistant Director of IT Audit, Peggy.Bodin@sao.wa.gov  

Website: www.sao.wa.gov 

Twitter: www.twitter.com/WaStateAuditor 

Facebook: www.facebook.com/WaStateAuditorsOffice  

mailto:Scott.Frank@sao.wa.gov
mailto:Peggy.Bodin@sao.wa.gov
http://www.sao.wa.gov/
http://www.twitter.com/WaStateAuditor
http://www.facebook.com/WaStateAuditorsOffice
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