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GAO High-Risk List

• In 1990, GAO began a program to report on government 
operations that we identified as “high risk.” Since then, 
generally coinciding with the start of each new Congress, we 
have reported on the status of progress to address high risk 
areas and update the High Risk List.
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GAO’s Early Cybersecurity Days

• Between 1993 and 1997, we issued over 30 reports describing 
serious information security weaknesses at major federal 
agencies. For example: 
• In May 1996, we reported that tests at the Department of 

Defense showed that its systems may have experienced as 
many as 250,000 attacks during 1995, that about 64 percent 
of attacks were successful at gaining access, and that only a 
small percentage of these attacks were detected.

• Many of the federal information security weaknesses and 
causal factors reported over those years were identified as a 
direct result of the annual financial statement audits initiated 
under the Chief Financial Officers Act of 1990. 
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1997: Cybersecurity Added to High Risk List

• When introducing information security to the High Risk list in 
1997, we pointed out several related problems that needed to be 
addressed to help ensure that federal agencies adequately 
protected their systems and data: 
• Insufficient awareness and understanding of information 

security risks among senior agency officials 
• Poorly designed and implemented security programs that do 

not adequately monitor controls or proactively address risk
• A shortage of personnel with the training and technical 

expertise needed to manage security controls in today’s 
sophisticated information technology environment
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2003: High Risk Area Expands to Include Critical 
Infrastructure Cybersecurity

• In our 2003 high-risk update report, we broadened the high-risk 
area to include critical infrastructure cybersecurity because
• failure to adequately protect these infrastructures could have 

consequences for national security, national economic 
security, and/or national public health and safety;

• terrorist groups and others have stated their intentions of 
attacking our critical infrastructures; 

• federal influence over the private sector’s management of our 
nation’s critical infrastructures poses unique challenges; and 

• further actions on GAO’s related recommendations were 
needed, including (1) developing a national CIP strategy, (2) 
improving analysis and warning capabilities, and (3) 
improving information sharing on threats and vulnerabilities. 
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2015: High Risk Area Expands to Include Protecting 
Personally Identifiable Information

• In our 2015 high-risk update report, we noted that advancements 
in technology had made it easier for individuals and 
organizations to correlate data and track it across large and 
numerous databases. 

• Furthermore, the number of reported security incidents involving 
personally identifiable information (PII) at federal agencies had 
increased significantly in recent years and a number of high-
profile breaches of PII had occurred at commercial entities.

• We previously noted that no overarching federal privacy law 
governed the collection and sale of personal information among 
private sector companies, including information resellers.
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2018: High Risk Area Emphasizes the Urgency of 
Ensuring the Cybersecurity of the Nation

• In September 2018, we updated the cybersecurity high-risk area 
by identifying four major cybersecurity challenges and 10 critical 
actions that the federal government and other entities need to 
take to address them.

• A key emphasis of the update on the need for the federal 
government to develop and executive a comprehensive national 
strategy and to perform effective oversight. 
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Cybersecurity High Risk Area
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Cybersecurity High Risk Series: Challenges in Establishing a 
Comprehensive Cybersecurity Strategy and Performing Effective 
Oversight (GAO-23-106415)
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Cybersecurity High Risk Series: Challenges in Establishing a 
Comprehensive Cybersecurity Strategy and Performing Effective 
Oversight (GAO-23-106415)
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Cybersecurity High Risk Series: Challenges in Securing Federal 
Systems and Information (GAO-23-106428)
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Cybersecurity High Risk Series: Challenges in Securing Federal 
Systems and Information (GAO-23-106428)
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Cybersecurity High Risk Series: Challenges in Protecting Cyber 
Critical Infrastructure (GAO-23-106441)

Page 13

https://www.gao.gov/products/gao-23-106441


Cybersecurity High Risk Series: Challenges in Protecting Cyber 
Critical Infrastructure (GAO-23-106441)
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Cybersecurity High Risk Series: Challenges in Protecting Privacy 
and Sensitive Data (GAO-23-106443)

Page 15

https://www.gao.gov/products/gao-23-106443


Cybersecurity High Risk Series: Challenges in Protecting Privacy 
and Sensitive Data (GAO-23-106443)
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Coming soon!
Cybersecurity 
Program Audit 
Guide (CPAG)

Summer 2023

Page 17



Coming soon!
Cybersecurity Program Audit Guide (CPAG)

• Intended to provide cyber analysts and auditors with a set of 
methodologies, techniques, and audit procedures to evaluate 
components of agency cybersecurity programs and systems.

• Relies on many practices covered by NIST Special Publication 
(SP) 800-53 Revision 5, the NIST Cybersecurity Framework, 
and other related NIST guidance; OMB cybersecurity control-
related policies and guidance; and industry leading practices.

• Will include an e-supplement containing examples of audit 
procedures for six primary components to include risk 
management, access management, incident handling, etc.
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Draft Outline Structure

• Chapter 1. General guide to the audit process and the main 
phases of a performance audit focused on cybersecurity.

• Chapter 2 to 7. CPAG has six primary components: 

Page 19



Draft Outline

• Chapter 2. Asset and risk management—developing an 
organizational understanding of the cyber risks to assets, systems, 
information, and operational capabilities.

• Chapter 3. Configuration management—identifying and managing 
security features for system hardware, software, and firmware; and 
controlling changes to the configuration.

• Chapter 4. Identity and access management—protecting computer 
resources from modification, loss, and disclosure by limiting 
authorized access and detecting unauthorized access.

• Chapter 5. Continuous monitoring and logging—maintaining 
ongoing awareness of cybersecurity vulnerabilities and threats to 
an organization’s systems and networks.
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Draft Outline… Continued

• Chapter 6. Incident response—taking action when actual or 
potential security incidents occur.

• Chapter 7. Contingency planning and recovery—developing 
contingency plans and executing successful restoration of 
capabilities.

• Appendix I. A list of the criteria and additional resources used in 
the guide and e-supplement.

• E-supplement. Illustrative examples of controls and procedures 
are included for chapters 2-7.

Page 21



CPAG E-Supplement Sample 
Chapter 2: Asset and Risk Management
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WGITA - IDI Handbook on IT Audit

• Originally developed in 2014, the 
handbook is intended to provide 
guidance on the different domains of IT 
auditing, including information security. 

• Between 2020 and 2022, GAO, in 
coordination with the INTOSAI Working 
Group on IT Audit (WGITA), the 
INTOSAI Development Initiative (IDI), 
and SAI India, worked on updates and 
enhancements to the handbook.

• The updated handbook was issued in 
March 2023.

Page 23



WGITA - IDI Handbook on IT Audit

• The eight primary handbook chapters cover different IT domain 
areas, such as:
• IT governance and management,
• outsourcing,
• business continuity management, and 
• information security. 

• For each IT domain area, the handbook provides an overview, key 
elements of the area, audit risk considerations, and additional 
information resources for further reading.

• Because of its significance to all areas of auditing, each of the IT 
domain areas touch on key IT security aspects and/or potential IT 
security risks to an organization for auditors to consider.
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WGITA - IDI Handbook on IT Audit

• The updated handbook is 
available via IDI’s website 
(www.idi.no) by searching 
for “Handbook on IT Audit”, 
or by following the link 
below:
https://www.idi.no/work-
streams/relevant-
sais/lota/wgita-idi-
handbook-on-it-audit
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Thank you!
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