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• In 1990, GAO began a program to report on 
government operations that we identified as “high 
risk.”

• Information Security was added to the list in 1997 and 
has been updated with advancements in technology:

• 2003 - critical infrastructure concerns
• 2015 - personally identifiable information
• 2018 - comprehensive national strategy & 

oversight
• Federal and critical infrastructure IT systems and data 

are under increasing threat, which could result in 
serious harm to human safety, national security, the 
environment, and the economy.

• Federal agencies reported 32,211 information security 
incidents to the Department of Homeland Security’s 
U.S. Computer Emergency Readiness Team in fiscal 
2023.

GAO’S HIGH-RISK AREA: ENSURING THE 
CYBERSECURITY OF THE NATION



 FOUR MAJOR 
CYBERSECURITY 

CHALLENGES 
AND 10 

ASSOCIATED 
CRITICAL 
ACTIONS



CHALLENGE #3: 
PROTECTING 

CYBER CRITICAL 
INFRASTRUCTURE

• The nation’s 16 critical 
infrastructure sectors provide the 
essential services that underpin 
American society.

• These sectors rely on electronic 
systems and data to support their 
missions, including operational 
technology, which consists of 
systems that interact with the 
physical environment. 

• Attacks on these sectors continue 
to grow and could result in serious 
harm to human safety, national 
security, the environment, and the 
economy.



GAO’S  HIGH-RISK AREA: ENSURING 
THE CYBERSECURITY OF THE 

NATION

• In January 2024, GAO reported that the federal agencies 
responsible for the four critical infrastructure sectors that 
reported almost half of all ransomware attacks—critical 
manufacturing, energy, healthcare and public health, and 
transportation systems—had not determined the extent of 
their adoption of leading practices to address ransomware. 
(GAO-24-106221)

• In March 2024, GAO identified challenges in collaboration 
between the Cybersecurity and Infrastructure Security 
Agency and other federal agencies with responsibilities for 
mitigating cyber risks to operational technology in their 
sectors. The challenges were related to ineffective 
information sharing and a lack of sharing processes. (GAO-
24-106576)

• In December 2023, GAO highlighted challenges identified by 
nonfederal entities in the healthcare sector in accessing 
federal support to address cybersecurity vulnerabilities in 
network-connected medical devices. (GAO-24-106683)

https://www.gao.gov/products/gao-24-106221
https://www.gao.gov/products/gao-24-106576
https://www.gao.gov/products/gao-24-106576
https://www.gao.gov/products/gao-24-106683
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Quinn Peralta, IT Security Assistant Audit Manager

December 2024

Moving the Needle on Security
Cybersecurity Services in Washington State
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PERFORMANCE AUDITING AND CYBERSECURITY

• I-900, passed by the voters in 2005, gave us authority to examine 
performance of any government in state

• Dedicated share of the state sales tax, 
which funds:
 Performance audits

 Cybersecurity audits

 Center for Government
Innovation



Penetration testing 
Uses a combination of automated and manual techniques to identify, and possibly exploit, 
vulnerabilities in an organization’s systems so the organization can learn about them 
and fix them accordingly

Controls assessment 
Evaluates a government’s IT security controls against 
leading practices

Conducted through a combination of interviews, documentation review 
(policies & procedures), evidence collection and limited technical testing

In-house technical testing
Analyzes system vulnerabilities, configurations, or administrator privileges 
based on computerized scans of those systems

HOW WE CONDUCT AUDITS
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TYPES OF AUDITS – COMPARE & CONTRAST
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CRITICAL INFRASTRUCTURE AUDITS – HOW 
DID WE GET HERE?
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Joint Federal Advisory

January 2022

Russian invasion of Ukraine

February 2022

CISA alert with joint 
guidance
#ShieldsUp

April 2022

Biden-Harris administration 
engaging state governors

March 2024

WA’s Water Sector 
Cybersecurity Action Plan

June 2024



SAO’S ROLE IN WASHINGTON’S 
CYBERSECURITY ACTION PLAN
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Cybersecurity & 
critical infrastructure 

SME; planning, 
exercise, training

Cybersecurity & 
critical infrastructure 

audits

Wastewater state 
primacy agency; 

outreach & 
engagement

Drinking water state 
primacy agency;  

outreach & 
engagement

ECY

DOH

EMD

SAO



CRITICAL INFRASTRUCTURE AUDITS HAVE
A SPECIAL FOCUS

• Responds to CISA's Shields Up campaign

• Focused on local governments providing critical infrastructure

• Interviews to identify specific areas for improvement

• Penetration testing of internet-facing assets
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Typical government 
sectors audited include:

• Heathcare
• Energy
• Water
• Sewer

Audit question asks:
• Can selected local governments with critical infrastructure 

improve their external security posture?



EFFICIENT USE OF AUDIT RESOURCES 
PRODUCING USEFUL RESULTS

• Narrower scope resulted in:

o Less staff time needed at local government and SAO

o More audits completed more quickly

• Audited 51 local governments with critical infrastructure

Penetration testing identified over 300 vulnerabilities, with the following severity levels:
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Severity

Critical High Medium Low
Informational & 
observations Total

1 51 53 101 102 308



CONTACT INFORMATION
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Website: www.sao.wa.gov
X: @WAStateAuditor
Facebook: www.facebook.com/WaStateAuditorsOffice 
LinkedIn: Washington State Auditor’s Office

Scott Frank

Director of Performance Audit

Scott.Frank@sao.wa.gov

Quinn Peralta

IT Security Assistant Audit Manager

Quinn.Peralta@sao.wa.gov

http://www.facebook.com/WaStateAuditorsOffice


QUESTIONS?
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