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What is Artificial Intelligence (Al)?

« Al in general, refers to computer systems that:

» solve problems and perform tasks that have traditionally
required human intelligence and

« continually get better at their assigned tasks.
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Al Definitions Vary

Table 1: Various Artificial Intelligence (Al) Definitions within the Federal Government

Source Definition of Al

Environmental Protection Branch of computer science devoted to developing data processing systems that perform functions
Agency normally associated with human intelligence, such as reasoning, leaming, and self-improvement.
General Services Computerized systems that work and react in ways commonly thought to require intelligence, such as
Administration the ability to leam, solve problems, and achieve goals under uncertain and varying conditions. The field

encompasses a range of methodologies and application areas, including machine leaming, natural
language processing, and robotics.

John 5. McCain National
Defense Authorization Act for
Fiscal Year 20159

Any artificial system (1) that performs tasks under varying and unpredictable circumstances without
significant human oversight, or that can learn from experience and improve performance when
exposed to data sets; (2) developed in computer software, physical hardware, or other context that
solves tasks requiring human-like perception, cognition, planning, leaming, communication, or physical
action; (3) designed to think or act like a human, including cognitive architectures and neural networks;
or (4) designed to act rationally, including an intelligent sofiware agent or embodied robot that achieves
goals using perception, planning, reasoning, leaming, communicating, decision making, and acting. A
set of techniques, including machine leaming, that is designed to approximate a cognitive task 2

Mational Artificial Intelligence
Initiative Act of 2020

Machine-based system that can, for a given set of human-defined objectives, make predictions,
recommendations, or decisions influencing real or virtual environments. Al systems use machine and
human based inputs to (1) perceive real and virtual environments, (2) abstract such perceptions into
models through analysis in an automated manner, and (3) use model inference to formulate options for
information or action b

Mational Institute of

An engineered machine-based system that can, for a given set of objectives, generate outputs such as

Standards and Technology — predictions, recommendations, or decisions influencing real or virtual environments. Al systems are
Al Risk Management designed to operate with varying levels of autonomy.

Framework

2018 Department of Defense The ability of machines to perform tasks that normally require human intelligence—for example,

Al Strategy recognizing patterns, learming from experiences, drawing conclusions, making predictions, or taking

action—whether digitally or as the smart software behind autonomous physical systems.

Source: Federal policy and guidance. | GAC-24-105930
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Examples of Al Use Cases In Federal
Government

USDA's Forest Service reported using Al to quickly scan
thousands of hours of forest audio recordings to detect bird
calls from species that are important for forest monitoring
(e.g., spotted owls).

Energy reported using Al to predict the flow of ground water.

DHS reported using Al to determine if the fingerprints taken at
United States Citizenship and Immigration Services are good
enough quality to pass the FBI fingerprint check process.
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Federal Efforts are Guided by Laws, Executive

Orders (EO), and Guidance

® The Al in Government Act of 2020 was enacted
® The Identifying Outputs of Generative Adversarial ?The Al Training Act was enacted
Networks Act was enacted ® The White House’s Office of Science and Technology Policy

® The President of the United States issued Executive (OSTP) published a Blueprint for an Al Bill of Rights

Order 13960, Promoting Use of Trustworthy Al in the

Federal Government
OMB issued M-21-06, @ @ GSA's Al Center of Excellence published

Guidance for Regulation of the Al Guide for Government

Atrtificial Intelligence
Applications

® The Advancing American
Al Act was enacted

2020

® The President of the United

States issued Executive Order ® GAO published an @ NIST published Special ® OMB issued

13859, Maintaining Amer Al Accountability Publication 1270, Towards a M-24-10,
Lead ’ h_alr{ allqnllng merican Framework Standard for Identifying and [ J . . Advancing
eadersnip in Managing Bias in Artificial The National Artificial Governance,
Intelligence I(r;telllg_et?ce Ad];’l!s‘;rlg Innovation, and Risk
ommittee publishe Mi t f
The National Al Initiative Act of ® its Year One report A;:;f;ﬂ:gofr
2020 was enacted The National Artificial Intelligence Research Resource @ Atrtificial Intelligence

Task Force published Strengthening and Democratizing
the U.S. Artificial Intelligence Innovation Ecosystem

NIST published the Al Risk Management Framework @

The President of the United States issued Executive @
Order 14110, Safe, Secure, and Trustworthy Develop-
ment and Use of Attificial Intelligence

@ Federal guidance

@ Federal law

(Al) artificial intelligence, OMB (Office of Management and Budget), NIST (National Institute of Standards and Technology), GSA (General Services Administration)
Source: GAO analysis of federal guidance and legislation on Al. | GAO-24-107332
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Key Laws, EOs, and Guidance

* February 2019 — EO 13859 Maintaining American Leadership
in Artificial Intelligence

« December 2020 — EO 13960 Promoting the Use of
Trustworthy Artificial Intelligence in the Federal Government

e December 2020 — Al in Government Act of 2020
« December 2020 — National Al Initiative Act of 2020
 December 2022 — Advancing American Al Act

Page 6



GAO

Key Laws, EOs, and Guidance

e QOctober 2023 — EO 14110 Safe, Secure, and Trustworthy
Development and Use of Al

« March 2024 — OMB issued EO 14110’s companion guidance,
M-24-10

« January 2025 — President rescinded EO 14110 and required a
reissuing of M-24-10

* April 2025 — OMB issued M-25-21
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Artificial Intelligence: Agencies Have Begun Implementation
but Need to Complete Key Requirements

1. Describe federal agencies’ reported current and planned uses
of Al.

2. Assess the extent to which federal agencies’ Al reporting was
comprehensive and accurate.

3. Determine the extent to which federal agencies have
complied with selected federal policy and guidance on Al.

(GAO-24-105980)

Page 8


https://www.gao.gov/products/gao-24-105980

GAO

Objective 1

* We reviewed agencies’ 2021 Al use case inventories
submitted to OMB, as well as agencies’ public Al use case
Inventories.

« \We analyzed information contained in agencies’ inventories,
including the number of Al use cases and the life cycle stage.
We also analyzed the descriptions to identify the use case’s
general application area.
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Figure 3: Agency Reported Al Use Cases during Fiscal Year 2022
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Figure 4: Agency Reported Artificial Intelligence (Al) Use Case Life Cycle Stage, as
of Fiscal Year 2022

f Less than 6 months In production

Less than 1 year (228)

More than 1 year

Planned
(516)

Not provided
(3486)

Source: GAD analysis of agency Al use case inventory submissions to Office of Management and Budget. | GAO-24-103930

#(ther” includes life cycle stage responses not included in the 20271 Guidance for Creating Agency
Inventories of Artificial Intelligence Use Cases, such as “research and design” and “exploratory.”
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Figure 5: Artificial Intelligence (Al) Use Case Application Areas
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Source: GAD analysis of agency Al use case inventory submissions to Office of Management and Budget. | GAD-24-105930

#(Other” includes Al use cases that did not clearly fit into one of the identified use case types.
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Objective 2

* We reviewed the CIO Council’'s 2021 inventory guidance and
compared it to 20 agencies’ Al use case inventories.

« We identified instances where agencies’ inventories did not
include required information for each use case.

* We also identified inventories that included duplicative use
cases or use cases that should have been excluded per the
guidance.
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Objective 2

Inventory Requirements

Table 10: Required Fields of the 2021 Guidance for Creating Agency Inventories of Artificial Intelligence (Al) Use Cases
Inventory Format

Field Field description
Al Use Case ldentifying Information 1A. Al use case name
1B. Agency/sub-agency with Al use case

Optional note field: To clarfy 1B or to provide additional information (e.g., agency co-
development)

1C. Office with Al use case
Contact Information (Note: List the point  2A. Last name, first name

of contact that will be made available for 25 Email address
inter-agency and public inquires)

2C. Additional point of contact name and email address

summary 3. Provide a short summary (200 words max) of what the Al does. Include a high-level
description of system inputs and outputs.

Life cycle Stage 4A. What stage of production is the Al in? (Choose one: planned (not in production), in
production: less than 6 months, in production: less than 1 year, in production: more than one
year
4B. Additional comments related to life cycle stage.

Use Case Releasability 9A. Should this use case be withheld from the public inventory? If yes, the use case will only

be shared in the internal govermment inventory.

9B. If the answer to 9A is yes, provide an explanation (this explanation will be included in
the internal govemment inventory).

Source: GAQ analysis of the Chief Information Officer's Council's guidance. | GAQ-24-105280
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Table 3: Summary of Limitations Identified in Agency Artificial Intelligence (Al) Inventories

Had data gaps Incorrectly included Included
or research and Included non- duplicative Al

Agency inaccuracies development use cases Al uses uses
Department of Agriculture X
Department of Commerce X X X
Department of Energy X X
Department of Health and Human Services X X
Department of Homeland Security X X X
Department of the Interior X X
Department of Labor X
Department of State X X X
Department of Transportation X
Department of the Treasury X
Department of Veterans Affairs X
Environmental Protection Agency X X
General Services Administration X X
Mational Aeronautics and Space Administration X X X
U.5. Agency for International Development X X X

Source: GAD analysiz of 15 agencies’ inventories where limitations were identified. | GAO-24-105980
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Objective 3

« \We reviewed recent federal law and guidance to identify
agency requirements regarding the implementation of Al.

 \We focused on one Al-related law, executive orders and
OMB'’s related guidance because they included requirements
for specific agencies to establish government-wide guidance
and tools or requirements for individual agencies.

Page 16



Table 8: Federal Agencies’ Implementation of Selected Artificial Intelligence (Al) Requirements, as of September 2023

Al requirements in federal law, policy, and guidance

Describe
Prepare  Planfor Al  Make Al and plan
Al use inventory  use case Designate a for Al

case updates and inventory responsible regulatory

Plan for
consistency
with OMB
guidance on
the
acquisition
and use

Agency inventory compliance®  public Al official authorities® of Al°
Department of Agriculture ® 9 9 [ ] Q Pending”
Department of Commerce @ @] [ ] @ N/As
Department of Education ® ) 9 ® N/As
Department of Energy ® 9 9 ® 9
Department of Health and Human Services ® ) 9 ® ]
Department of Homeland Security ® O [ ] o @]
Department of Housing and Urban No Al use cases ) N/AZ [ ]
Developmentd

Department of the Interior @ @] [ ] @ ()
Department of Justice 9 9 [ ] 9 [ ]
Department of Labor ® [ [ [ N/AS
Department of State [ ] [ ] [ ] [ ] N/AS
Depariment of Transportation @ [ ] ® o O
Department of the Treasury [ ] O ® ® N/Ag
Department of Veterans Affairs ® [ ] ® ® N/A2
Environmental Protection Agency ® [} [ ) ® N/As
General Services Administration @ @) [ @ N/AS
National Aeronautics and Space Administration ® O [ ] ® N/AS
National Science Foundation® [ 9 N/A [ N/AS
Nuclear Regulatory Commission® No Al use cases ® N/AZ ®
Office of Personnel Management ® @ ® ® N/Ag

Small Business Administration? No Al use cases ) N/AS [ ]
Social Security Administration [ ] [] [] [ ] N/AS

U.S. Agency for International Development’ [ ] [ ] N/A [ ] [ )

Legend: . = Fully implemented; ) = Partially implemented; () = Not implemented; N/A=not applicable; Green shading = the agency met each of the
applicable requirements; Grey shading = the agency was not assessed on this requirement, as the requirement was not applicable.
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Table 4: Office of Management and Budget (OMB) Implementation of Selected Artificial Intelligence (Al) Federal Policy and

Legal Requirements, as of November 2023

OMB’s Al-related requirements from federal policy
and law

GAO assessment

Requirement
source

Issue a memorandum to the heads of all agencies
that informs the development of regulatory and non-
regulatory approaches and considers ways to reduce
barriers to the use of Al technologies. OMB should
issue a draft version of the memorandum for public
comment.

® Implemented. On November 17, 2020, OMB issued
M-21-06 to the heads of executive departments and
agencies to guide the regulation of Al applications.?

On January 13, 2020, OMB made the draft version of
the memorandum available for public comment. OMB
held the comment period from January 13, 2020,
through March 13, 2020, via the federal register.

Executive Order
13859: Maintaining
American
Leadership in
Artificial Intelligence

Issue a memorandum to the head of each agency,
that (1) informs the development of policies regarding
acquisition and use of technologies enabled by Al,
including identifying the responsibilities of agency
officials managing Al; (2) recommends approaches to
remove barriers for using Al; (3) identifies best
practices for addressing discriminatory impact on the
basis of any classification protected under federal
nondiscrimination laws; and (4) provides a template of
the required contents for agency plans. OMB should
issue updates to the initial memorandum within 2
years and every 2 years thereafter for 10 years.

O Not implemented. As of November 2023, OMB had
not issued a memorandum to guide federal agencies’
actions under the Al in Government Act of 2020.
According to OMB, the agency is in the process of
implementing requirements of the act, but did not

provide a time frame for completion. OMB was required

to complete this requirement by September 23, 2021,
with the draft version of the memorandum released by
June 25, 2021. However, in November 2023 and in
response to the new Executive Order 14110, OMB
issued a draft memorandum for public comment that
when finalized should inform the development of
policies regarding the use of Al, among other things.

Al in Government
Act of 2020

Post a public roadmap for the policy guidance that
OMB intends to create or revise to better support the
use of Al, consistent with this order. The roadmap
shall include, where appropriate, a schedule for
engaging with the public and timelines for finalizing
relevant policy guidance.

® Implemented. In October 2023, the President issued

Executive Order 14110 which provides a public
roadmap for the policy guidance that OMB intends to

create to support the use of Al, including engaging with

the public and timelines.

Executive Order
13960: Promoting
the Use of
Trustworthy Artificial
Intelligence in the
Federal Government

Source: GAO analysis of OMB’s efforts. | GAO-24-105980
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Table 5: Office of Personnel Management (OPM) Implementation of Selected Artificial Intelligence (Al) Federal Policy and
Legal Requirements, as of September 2023

OPM’s Al-related

Requirement

requirements from federal policy and law GAO assessment source

Submit to Congress a comprehensive plan with a timeline @ Implemented. In December 2021, OPM provided to Al in

to complete requirements related to updating the Congress its plan for completing the requirements related Government

occupational series. to updating the Al occupational series, to include a Act of 2020
timeline for completing actions.

Complete the statutory requirements related to Al by: (1) @ Partially implemented. As of September 2023, OPM

identifying key skills and competencies needed for partially met this requirement. The agency identified key

positions related to Al; (2) establishing an occupational skills and competencies needed for Al-related positions.

series, or updating and improving an existing occupational However, OPM had not yet established an occupational

series, to include positions that relate to Al; (3) series, updated or improved an existing occupational

establishing, to the extent appropriate, an estimate of the  series, estimated the number of federal Al-related

number of federal employees in positions related to Al, by  positions, by agency, or prepared a 2-year and 5-year

each agency; and (4) using the estimate to prepare a 2- forecast of the number of employees in these positions.

year and 5-year forecast of the number of federal

employees in positions related to Al that each agency will

need to employ.

Create an inventory of federal rotational programs and (O Not implemented. As of September 2023, OPM had  Executive

determine how these programs can be used to expand the not created a federal rotational programs inventory or Order 13960:

number of employees with Al expertise at the agencies. determined how the programs could be used to expand Promoting
the number of federal employees with Al expertise. the Use of

Issue a report with recommendations for how the programs (O Not implemented. As of September 2023, OPM had :’f;{?twojﬁhy

in the inventory can be best used to expand the number of not issued a report with recommendations for how the | tr;!c_:,'a X

employees with Al expertise at the agencies and share it programs in the inventory can be used to expand the rﬁ:!:’g;gf; n

with the interagency coordination bodies identified by the number of federal employees with Al expertise and Government

Chief Information Officers Council.

Source: GAO analysis of the Office of Personnel Management’s efforts. | GAO-24-105980

shared it with the interagency coordination bodies
identified by the Chief Information Officers Council
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Table 6: General Services Administration (GSA) Implementation of Selected Artificial Intelligence (Al) Federal Policy and Legal
Requirements, as of September 2023

GSA’s Al-related

requirements from federal policy and law GAO assessment Requirement source
Create “Al Center of Excellence” to facilitate the adoption @ Implemented. GSA created the Al Center of Al in Government Act of
of Al technologies and improve cohesion and Excellence in the fall of 2019.2 2020

competency in the adoption and use of Al.

Identify priority areas of expertise and establish an Al @ Implemented. GSA identified priority areas of Executive Order 13960:
track to attract experts from industry and academia expertise and established an Al track to attract Promoting the Use of
through the Presidential Innovation Fellows program in experts from industry and academia to federal Trustworthy Artificial
collaboration with other agencies. agencies through the Presidential Innovation Intelligence in the

Fellows program. According to agency officials,  Federal Government
the Al track was established in March 2020.

Source: GAO analysis of the General Services Administration’s efforts. | GAO-24-105980
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Table 7: Commerce Implementation of Selected Artificial Intelligence (Al) Federal Policy, as of September 2023

Commerce’s Al-related Requirement
requirements from federal policy and law GAO assessment source

Issue a plan for developing technical standards @ Implemented. In August 2019, Commerce, through the National Executive
for systems that use Al technologies, including  Institute of Standards and Technology (NIST), issued its plan, U.S.  Order 13859:

identifying federal priority needs for Leadership in Al: A Plan for Federal Engagement in Developing Maintaining
standardization of Al systems development and Technical Standards and Related Tools. The plan addresses each  American
deployment; standards development entities in  of the required elements. Leadership in
which agencies should seek membership; and Artificial
opportunities for and challenges to leadership in Intelligence

Al standardization.
Develop the plan in consultation with the Select @ Implemented. Commerce, through NIST, developed the plan

Committee, as needed, the private sector, with various stakeholders. This included holding discussions with
academia, non-governmental entities, and other White House Select Committee members; facilitating a federal Al
stakeholders, as appropriate. standards workshop with private and public sector representatives;

seeking comments from the private sector and federal agencies; and
publishing a request for information, "Artificial Intelligence
Standards,” in the Federal Register for the public on May 1, 2019.

Source: GAO analysis of the Department of Commerce’s efforts. | GAO-24-105980
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Recommendations

« We made a total of 35 recommendations to 19 agencies,
including OMB, to take steps to completely implement federal
Al requirements.

* For example, agencies should:

« Update their Al use case inventories to include required
information and take steps to ensure the data aligns
with guidance.

* Fully implement Al requirements in federal law, policy,
and guidance.

« OMB, OSTP, and OPM should implement Al requirements
with government-wide implications, such as issuing
guidance and establishing or updating an occupational
series with Al-related positions.
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Follow On Work

 Artificial Intelligence: Agencies Are Implementing Management
and Personnel Requirements (GAQO-24-107332)

 GAOQO'’s objective was to evaluate the extent to which agencies
have implemented selected Al management and talent
requirements from Executive Order 14110.
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Findings

-

Extent to Which Agencies Implemented Selected Artificial Intelligence (A1) Management and
Talent Requirements from Executive Order (EQ) 14110, as of June 2024

Responsible agency(ies)

GAQ assessment of selected requirements

Executive Office of the President

@ Organize the Al and Technology Talent Task Force
@ Establish the White House Al Council

Office of Management and Budget
(OMB)

@ Convene the interagency Chief Al Officer council
@ Issue Al guidance to agencies
@ Issue instructions on agencies’ Al use cases

Oiffice of Science and Technology
FPaolicy and OMB

@ |denfify priorty mission areas for increasing Al talent,
establish highest-priority types of talent, and identify pathways
for an accelerated hiring process

Gzeneral Services Administration
(GSA)

@ Publish a Federal Risk and Authorization Management
Program framewaork

@ The Technology Modemization Board should consider
prioritizing Al projects

Office of Personnel Management
(OPM)

@ Review hiring and workplace flexibilities

@ Consider excepted service appointments

@ Coordinate Al hiring action across agencies
@ Issue guidance on Al-related pay

OMB/ U.S. Digital Service, OPM,
G3AM U.S. Digital Corps and
Presidentfial Innovation Fellows

@ Establish initial plans for recruiting Al talent

Legend: = Fully implemented = agency evidence fully satisfied the requirement.
Source: GAD analysis of agency efforts to implement key Al requirements. | GAD-24-107332
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GAO’s Al Accountability Framework

Key practices to help
ensure accountability
and responsible Al use
by federal agencies and
other entities involved In
the design,
development,
deployment, and
continuous monitoring of
Al systems.

GAO-21-5195P

Ensure quality, reliability, and representa-
tiveness of data sources and processing

Data Used to Develop an Al Model
Ensira ahousd document s0ices and origing of data,
ansure the reliabilty of data, and assess dala
altribaties, variables. and augmentation/enhansament
for mppropriabeness,

Data Used to Operate an Al System
Enstios should assess theintarannactivities and
dependancies of datn streams faf eperationalize an
Al systam, idantiy polential biases, and assess dala
secLrily and privacy,

Manitoring

Ensure re fli_'-ll',f-:ll'.y' and relevance ov

Continuous Menitoring of Performance

Entities should develop plans for confinuous o routine
maniloring of thi Al syslsm and documant rsults dnd
cormgctive actions taken ba ensure the sysbam
produces desired results.

Assessing Sustainment and
Expanded Use

Enttion abauid assass th utty of the Al systim o
anarg its rdovance and identity conditions under
which the Al sysbam may o may nol bi scaled or
axpanded bisyond is cument usa.

SouTE: GADL | GAD-ZESIBER

Governance at the Organizational Level
Eniea ahalsd duline cloar goals, roles, and
responsibilities. demonstrate values and principles Io
Toster rust, develop a compeent worklorce, engage
#lakahaklaes will diveriir peragedtings [ mitigate fisks,
and implement an Al-specific risk management plan

Governance at the System Level

Enities should asiablish technical specifications o
ensure the Al system moets its intended purpose and
complios with relecant L, regquiations. standards.
and guidance, Entities should promole transparency by
enabling xtamal slikeholders 10 cokss inforation
o 1 Al systam,

Performance
Produce results that are consistent with
program objectives,

Performance at the Component Level
Eriities shoukd catalog model and nan.modal
companants ihat maika up e Al system, define
malrics, and assess performance and oulputs of each
Companént.

Performance at the System Level
Enities should define metics and assess.
peerioemarnds of fhe Al ystam. In addilion, enlities
shauld document methods for assassmant,
performuance matrics, and oulcomes, identify potential
blasos, and dafing and develop procedures for human
supervision of the Al system,
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Questions?
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Public Affairs

Sarah Kaczmarek, Managing Director, Media@gao.gov

Congressional Relations
A. Nicole Clowers, Managing Director, CongRel@gao.gov

Connect with GAO

Connect with GAO on Facebook, X, LinkedIn, Instagram, and YouTube. Subscribe to our Email Updates. Listen to
our Podcasts.

Visit GAO on the web at https://www.gao.gov.
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