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Mode rn iza t ion , Fra u d , a n d  Ca ll to  Act ion

● Colora do  wa s du e  to  go-live  with  a  m ode rn ize d  UI Be n e fit s  Syste m  in  April, 2020
● Th e  pa n de m ic m a de  it  n e ce ssa ry to  postpon e  th a t  la u n ch  a n d  focu s on  u sin g a  

m odu le  of th e  n e w p la t form  to  a dm in ist e r  th e  Pa n de m ic Un e m ploym e n t  
Assist a n ce  p rogra m  (PUA)

● PUA ru le s we re  va gu e  a n d  d id  n ot  re qu ire  a n y type  of ve rifica t ion  of wa ge  or  
ide n t ity to  ob ta in  th e  m in im u m  we e kly be n e fit  a m ou n t  ou t lin e d  b y th e  p rogra m  
gu ide lin e s

● It  b e ca m e  a pp a re n t  im m e d ia te ly th a t  fra u d u le n t  cla im s we re  be in g file d  on  a  
m a ssive  sca le , with  ove r  fou r  m illion  cla im s file d

● Th e  UI Division  in st itu te d  ba sic fra u d  p ro te ct ion s a n d  th rou gh  t r ia l a n d  e rror  
ca m e  to  de ve lop  too ls  a n d  a pp roa ch e s to  com ba t  th e  e xist in g fra u d  a n d  p re ve n t  
it  in  th e  fu tu re



In troduction  to UI Fraud Preven tion   
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Th e  Mu lt i-Fa ce te d  Approa ch  to  Com ba t in g UI Fra u d

● Robu st  Ide n t ity Ve rifica t ion
● Work with  o th e r  s t a t e s  a n d  NASWA Re sou rce s to  Cross-Ma tch  da ta
● Proa ct ive  Pa ym e n t  Pre ve n t ion
● Con t in u ou s Mon itorin g for  Fra u d  Tre n ds a n d  Con sta n t  Re fin e m e n t
● De d ica te d  st a ff re sou rce s
● In n ova t ion  a n d  m ode rn ize d  t e ch n ology
● Lookin g a t  th e  Art ificia l In te llige n ce  im pa ct  from  both  th e  Division  a n d  Fra u dste r  

pe rspe ct ive s



Iden tity  Verifica tion
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Ve rifyin g Cla im a n t  Ide n t ity with  ID.m e

● Ke y Poin t s:
○ Sin gle  s ign -on  ve n dor for  cla im a n t  id e n t ity 

ve rifica t ion .
○ Ve rifie s  ide n t ity be fore  cla im a n t s  e n te r  th e  

syste m .
○ Sign ifica n t ly re du ce s ide n t ity ve rifica t ion  issu e s 

for  s t a ff.
○ Example: 95% de cre a se  in  ID issu e s from  De c 

2023 (b e fore  ID.m e ) to  Au g 2025 (post -ID.m e ).



Utilizin g NASWA 
Resources
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Ba n k Accou n t  Ve rifica t ion  a n d  th e  In te grity Da ta  Hu b

● Ke y Poin t s:
○ Ea ch  su bm it t e d  ba n k a ccou n t  is  ch e cke d  for  po te n t ia lly fra u du le n t  a ctors .
○ Cla im a n ts  a re  p re ve n te d  from  a dd in g ide n t ifie d  fra u du le n t  a ccou n t s .
○ Prior  vs. Post -BAV: Dra m a t ic re du ct ion  in  ba n k a ccou n t  issu e s (6539 in  2023 

vs. 34 in  2024).
○ Ve n dor: Ea rly Wa rn in g a n d  Cross-Ma tch  with  US Tre a su ry

● In te grity Da ta  Hu b
○ Allows st a t e s  to  su bm it  a n d  re port  fra u du le n t  da ta  a s  a  cross-m a tch  

re sou rce
○ Re gu la r  m e e t in gs be twe e n  a ll s t a t e s  to  sh a re  in form a t ion  on  t re n ds a n d  to  

re fin e  IDH tools
○ IDH m odu le s a va ila b le  to  a ll s t a t e s  a t  n o  cost



Program  In tegrity  Is sues
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Proa ct ive  Pa ym e n t  Pre ve n t ion

● Ke y Poin t s:
○ Issu e s a re  se t  wh e n  a  fra u d  t r igge r  occu rs on  a  cla im .
○ Pre ve n t s  pa ym e n t  to  m in im ize  losse s a n d  a llows for  in ve st iga t ion .
○ Fra u d  t r igge rs we re  de ve lope d  a ft e r  a n a lysis  of pa n de m ic fra u d  t re n ds in  

coope ra t ion  with  con su lt a n t s  from  ou r ve n dor a n d  ou r va riou s fra u d  t e a m s 
with in  th e  UI Division  ove r  t im e .

○ Trigge rs a re  loa de d  in to  a n  a n a lyt ics  e n gin e  de ve lope d  off of th e  Google  
Im prope r pa ym e n ts e n gin e  u t ilizin g m a ch in e  le a rn in g to  sca n  a ll syste m  
da ta  for  h igh  r isk cla im s

○ Ea ch  t r igge r  h a s a n  a ssocia te d  r isk score  a n d  on ce  a  ce rt a in  r isk th re sh old  
is  m e t , th e  p rogra m  in te grity issu e  is  a dde d  to  th e  cla im



Fraud Tren d An a lys is  an d Tools
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Da ta -Drive n  Fra u d  De te ct ion : Da sh boa rds for  In ve st iga tors

● Ke y Poin t s:
○ In ve st iga tors  u se  da sh boa rds to  spot  po te n t ia l fra u d  be fore  be n e fit  

p a you t s .
○ In ve st iga tor  da sh boa rd  a llows st a ff to  do  a  de e p  d ive  in to  pote n t ia l fra u d  

for  e a ch  cla im
○ Tre n d  da sh boa rd  ide n t ifie s  n e w a n d  re cu rr in g fra u d  pa t t e rn s.
○ Allows for  q u ick ide n t ifica t ion  of ba d  a ctors  a n d  a d ju stm e n t  of fra u d  

in d ica tors .
○ Re su lt : Qu icke r  ide n t ifica t ion  of fra u d  t re n ds be fore  a  cla im  e ve r  pa ys ou t  

in st e a d  of ide n t ifyin g a  t re n d  a s pa rt  o f th e  in ve st iga t ion s p roce ss.
○ Ve n dor: Ege n



Dedica ted Resources
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De ve lop  a n d  Ma in ta in  a  Fra u d  In ve st iga t ion s Te a m

● Ke y Poin t :
○ 15 fu ll-t im e  st a ff m e m be rs.
○ Ability to  p ivot  10 a dd it ion a l s t a ff from  spe cia l p ro je ct s  a s  n e e de d .
○ In ve st iga tors  a re  t ra in e d  on  t e ch n iqu e s to  in te rvie w cla im a n t s , re qu e st  

a n d  re vie w a dd it ion a l docu m e n ta t ion , a n d  re cogn ize  pote n t ia l fra u d
○ Con t in u ou s t ra in in g on  e m e rgin g t re n ds
○ Fu n de d  in it ia lly u t ilizin g gra n t  fu n d in g
○ Now a  pe rm a n e n t  on goin g n e e d  for  th e  Division



UI Fraud an d AI

9

UI Fra u d  a n d  AI: Th e  Fu tu re  of Fra u d  Pre ve n t ion

● Ke y Me ssa ge : Com m itm e n t  to  e xp lorin g AI's  ro le  in  fra u d  in ve st iga t ion s a n d  
ide n t ifyin g fra u dste rs ' u se  of AI.
○ Fra u dste rs  h a ve  u se d  Art ificia l In te llige n ce  in  a  n u m be r of wa ys in clu d in g 

docu m e n t  fa b rica t ion , ID sp oofin g, a n d  socia l e n gin e e rin g
○ Ma ch in e  le a rn in g a n d  a r t ificia l in t e llige n ce  a re  cr it ica l com pon e n t s  of ou r  

fra u d  a n a lyt ics  syste m s
○ In  orde r  to  com ba t  th e  AI u se d  by fra u dste rs , we  con t in u e  to  e xp lore  AI too ls  

we  ca n  u se  to  m it iga te  th ose  a t t e m p ts, in clu d in g in ve stm e n t  in  too ls  to  
d e te ct  AI-p rodu ce d  docu m e n ta t ion , a n d  th e  a b ility to  ide n t ify AI-ge n e ra te d  
ca lls

○ Ch a lle n ge  is  in  on goin g fu n d in g
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Qu e st ion s?


	How CDLE Fights Fraud

	Background 
	Introduction to UI Fraud Prevention  
	Identity Verification
	Utilizing NASWA Resources
	Program Integrity Issues
	Fraud Trend Analysis and Tools
	Dedicated Resources
	UI Fraud and AI

	Slide Number 10

