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What is the PRAC?
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March 2020 —the CARES Act
created the Pandemic Response
Accountability Committee to
conduct independent oversight of
the more than $5 trillion in
pandemic relief.

July 2025 -the PRAC was
extended in the One Big Beautiful
Bill Act to 2034 and granted
oversight of the programs funded
in the bill.

Leverages analytics to prevent and
detect fraud, especially risks that
cut across program and agency
boundaries.

On annual budget of $18.5
million, the PRAC has recovered
over $500 million for the taxpayer.
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FRAUD PREVENTION ALERT:
Pre-Award Vetting Using Data

Analytics Could Have Prevented Over
$79 Billion in Potentially Fraudulent
Pandemic Relief Payments

The PRAC Analyzed Applications Across Major Pandemic Relief Programs
to Identify Potential Fraud Using Stolen or Invalid Social Security Numbers
As part of aurIMEDenuent oversight of the 5E-lmhm| in COVID-18 relief DmElEms the Pandemic Response

h data analysis rograms 1o identity
potential fraud, waste, abuse, and mismanag:ment and to provide agencies with lessons| \:amed 1o prevent future
progrem fraud.

This PRAC fraud 2 of the relief Small Business

inistration’ Economic Inj Loan (COVID-19 EIDL) program and Paycheck Protection
Program (FPR), and the Department of Labor's (g
In 2023, the SBA Office of Inspector General (0IG)
improper payments for these programs is nearly $4

In this alert, the PRAC estimates the amount of pof
of stolen or invalid Social Security numbers (SSNs}|
analytics tools could have mitigated this risk.

SBACOVID-19

Random sample
of 662,001
EIDL Program

identity rocords

of Dollars in

SBA Paychock
Protection Program

FRAUD PREVENTION ALERT: Using
Data Analytics to Compare Income vt e
Representations by Applicants Seeking ;
Benefits from Multiple Federal Programs

Could Have Prevented Hundreds of Millions

FRAUD ALERT: PRAC Identifies
$5.4 Billion in Potentially Fraudulen

Pandemic Loans Obtained Using
Over 69,000 Questionable Social
Security Numbers

Improved Government Information-Sharing and Controls Would
Strengthen Program Integrity and Better Protect the Public

This Fraud Alert from

) identifies 69,323

‘Security Numbers (SSNs) used to 0btain $5.4 billion from the Small Business Administration’s (SBA) COVID-19

pandemic

The PRAC’s team of data scientists identified the

‘SSNs used on appliations, both disbursed and undid
2011 Using the legal authorities inciuded inthe Cord
Act), the PRAG then requested SSA provide us with vel
usthat 221,427 of the SSNs used on applications in
identifying information in SSA's records did not matol

PPP applications that were ot disbursed by SBA for r

221,427 SSNs at-risk
for identity fraud

e T

Economic Injury Disaster Loan (COVID-19 EIDL) program and Paycheck Protection Program (PPP). These programs
provided nearly $1.2 trillion in assistance to small businesses and their employees affected by the COVID-19

FRAUD ALERT FOLLOW-UP: Improved
Sharing of Death Records and Use
of the Do Not Pay System Would
Strengthen Program Integrity and
Better Protect the Public

PRAC Identifies $38 Million in Potentially Improper or Fraudulent
Pandemic Loans Associated with Social Security Numbers of
Deceased Individuals

This update expands on our January 2023 Fraud Alert that identified 69,000 questionable Social Security Numbers
(SSNs) used 10 obtain $5.4 billion in potentially fraudulent loans made in the GOVID-19 Economic Injury Disaster Loan
(EIDL) program and Paycheck Protection Program (PPP). As detailed in that Fraud Alert, PRAC data scientists, using our
Pandemic Analytics Genter of Excellence, identified the questionable SSNs after determining that the names, SSNs,
‘anc/or dates of birth used in connection with a targsted sslection of COVID-19 EIDL/PPP applications did not match
information in Social Security Administration (SSA) records *

We further noted in the Fraud Alert that a significant number of the targeted selection of applications used SSNs
ma\were ‘associated with individuals who, 2ccording t0 SSA records, were deceased as of the date of our verification
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Pandemic Fraud
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‘suspicious Paycheck Protection Program (PPP)
applications by comparing the derived income
of sole proprietor PP applicants with the
inoomes reported by individuals using the same:
The personally as the PP
sole proprietor appiioants to Obtain housing
assistanoe from the Departmernt of Housing and
Urban Development (HUD).
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connection with pandemic relief programs and the

Leveraging our cross-agency partnerships and app

estimatss that thess pandemic programs disburse.
‘Specifically, as shown by the case exampies in

he text box on this page, our data ana\ys\s'oum
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detail how potential fraud in

federal panuemm programs has been identified using data analytics t00ls, and how these lessons leamed can be
used to prevent fraud in other government programs. In this alert, we detail how we used data analytics to identify

Case Examples

A sole proprietor applicant received o first drew* PP loans
from SBA totaling roughly $40,000, equating to an annual income
of $180,000 based on SBA's defined PP loan calculstion. An
applicent

an annualincome of $15,000 1o HUD. This same indivcus siso
claimed to be a CEQ and owner of muliple other compar

Verying business types receiving over $2.5 milion in PPP ancl
COVID-1 Economic Injury Disaster Loan (EIDL) pandemic funding

Asole proprietor applicant received a PPP losn of $20,833
1o SBA, €quating 1 an annual income of $100,000 based on
ot e

evidence of

derived income by sole proprietor apphcams
‘seeking Small Business Administration (SBA)
PPP0ans as compared 1o the income reported

information | income of
£550 10 HUD. Tis same. dewduu\ e e o be i v
of multiple other businesSes of varying types receiving simost
§900,000 in PPP and GOVID-10 E1DL pandernic funding.

10 HUD by incividuals using the same personally
identifying information t0 Obtain housing.

costs, rens, usities to.and cligble borrowes couid spply for & Seoond Draw PPP

The PRAC used

limited incomes *
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individuals' SSNs n our January 2023 Fraud Alert
because we first needed to determine if those individuals were alive at the time the COVID-19 EIDL/PPP applications
‘were submitted. Therefore, following receipt of this information from SSA, we worked with the Department of the
Treasury's (Treasury) Do Not Pay (DNF) system o obtain the dates of death for this separate population of 20,404
‘SSNs that SSA records indicated were associated with deceased individuals.? The Treasury's DNP system was able
10 provide the dates of death for 15,307 of the requested 20,404 SSNs. Using data available from DNP's matching
process and date of death information, the PRAC's data scientists found that 3,222 of the 15,307 deceased
individuals” SSNs were used on COVID-19 EIDL/PPP applieations across thres analytic soenarios.
3,222 SSNs $38 million in
individuals, verified by S8A, identitied across potential improper
used on applications all three scenarios or fraudulent
= payments

20,404 S5Ns of deceased 15307 gSNs matched
by Treasury DNP

305 SSNs were paid
EIDL/PPP money
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Problem

SAM USA

Entities Spending IRS-390 FAPIIS
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Solution

SAM

Entities

USA Single
S Audit IRS-990 FAPIIS

4 Analytics Center »




The Ask

Pilot Proposal October 2023

“The analytics center incorporates three tools for use by OIGs:

(1) A simple search tool where OIG staff can enter one or more awards numbers
or entities and return relevant data across all datasets.

(2) A tool where OIG staff can filter all of the data by agency or program as well
as risk flags.

(3) An API or other tool where OIG data team members can obtain all integrated
records associated with their agency to bring them into their own environment.”



From the user perspective

An entity/award came
up in a complaint. |

want to know
everything about it
with a single search.

| have limited resources
to conduct audits /
inspections / reviews of

spending. | want to
target the highest value
and highest risk
award/entity.



Analytic Center Pilot




Pilot Capabilities

Data Sharing Platform

ﬁRAC—managed datasea

will act as the central
repository for all
participating OIGs.

* Technical users will have
the ability to securely pull
authorized datasets into
OIG environments. Users
will be able to consume
filtered data sets to meet

aﬁ

Risk Analytics

KLink contracts and \

financial assistance
data across various
public data sources to
create comprehensive
entity profiles and
identify risky behaviors.

* Develop risk flags to
support audits and
investigations (to be

@eir agency needs. /

Business Insights

A)IG users will have \

access to pre-defined
interactive dashboards,
to conduct due
diligence and proactive
assessment.

* Ability to filter by entity
attributes and risk flags
and perform further
drill-through to view

developed with the usy
&ommunity).

Ksupporting information/




Pilot Data Sources

@ Available in Data Share

‘};‘ Incorporated into the Web Application/Dashboard
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USA Spending Single Audits SAM Sensitive SAM Exclusion
(Contracts and
Financial Assistance)

- ©
FAPIIS IRS-990 SBIR STTR Office of Foreign Commercial Mail
Terminations Grants Assets Control Receiving Agency

(OFAC) Sanctions List (CMRA)



Entity Resolution

 Each federal program might collect data
differently or applicants might vary their
submissions

 This makes it difficult to identify which
applications are really from the same person
or organization

 PRAC-created code identifies multiple records
that likely point to the same person or
organization
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Legend

Dashboard User Journey [ Quick Search

D Advanced Search

Analytics Dashboards

[

Entity Search o S Award Search
Results - Results

Single Audit USA Spending
Details Details

SAM Details

Contract-Level Assistance Award-
Details Level Details
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User Interface- Analytics Dashboards

Analytics Dashboards

1. Gtk Search
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Results

» 24 participating offices

e Substantial efficiency gains and cost savings: OlG employees no longer had
to repeat the same manual processes. In addition, the ACP provided access
to data analytics so OlGs did not have to build dedicated analytics teams.

e Data reliability: The data was normalized to conform with best practices.

e Data sharing: Instead of each OIG negotiating standalone data-sharing
agreements with every entity, the ACP had agreements in place, ensuring
consistency with legal aspects of data sharing and use.
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User Feedback

* Vet Leads in Record Time: Investigators were able to vet leads quickly and avoid the traditional
approach of pulling records from different systems. One OIG tested 20 leads and estimated they
saved approximately one day per lead.

* |dentify Law Enforcement Partners: Multiple OlIGs quickly identified other OIGs with contracts
from the same vendors and were able to proactively reach out, leading to joint investigations,
which dramatically reduced the amount of time it would have taken to investigative a lead
alone.

e Streamline Audit Planning and Risk Assessments: Incorporated new data sources like Single
Audit and IRS-990 into audit planning.

* Assessed the agency’s procurement risk portfolio and evaluated it against other possible audit
work. Conducted proactive reach-outs to entities based on risk profiles.

* Selected awards to review for inspections.
 |dentify Vendors with Delinquent Federal Debt
 |dentify Recipients with Missing Single Audits

 |dentify Frequently Audited Grant Recipients: Identified grant recipients that were audited by
many different firms in the last five years.
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Thank you!
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