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Q&A Products

The Question and Answer product is intended to provide

iInformation in a concise format. It emphasizes readability and

flexibility

ernment Accountability Office

Payment Scams: Information on Financial

Why This Matters

Scams are a significant and growing problem for U_S. individuals and
busingssas. Soma scams rasult in a fraudulently induced payment, which occurs
wehen & person with payment autherity is manipulated or deceived into making a
payment for the benent of the scammer. These scams succeed by playing on a
victim's emetions and exploiting vulnerabilities, aften resulting in signifcant
financial losses
Fer example, lesses from one type of fraudulently induced payment scam—fake
investment opportunities—rose from S2.31 billion in 2022 to §4.57 billion in 2023,
accerding to the Federal Bureau of Investigation’s (FBI) 2023 Internet Crime
Report on reparted complaints. The federal government has not reported on fotal
loszes associated with fraudulently induced payments, in part dus to
underreperting by victims. Even when victims do report such scams. it ean ke
challenging ta recover the funds
We were asked to review the characteristics of fraudulently induced payments
and how financial instiutiens and peer-to-peer {P2P) paymant comparies
mitigate the impacts of these scams. This report provides infarmation on
fraudulently induced payment scams, including reported efforts by selected
financial institions to mitigate these scams.

Key Takeaways

Frauduiantly induced payment scams can take many forms, bLt thay
generally involve scammers playing on victims' emations to manipulate them
into sending money. Some scammers are using generative artificial
intelligence (A —technoiogy that can create text, imagss, audio, or vidsa—
which is making these scams harder for victims to detact. according ta select
industry staksholdars and faderal agancies.
Financial institutions are gererally net required under federal law to
reimburse consumers for losses stemming from a fraudulently induced
ayment bacaUse SUch a paymeant i aUthorized by & p2rson with payment
authority on the account {i.e., the owner of the account or other authorized
person,
~  Financial institutions and P2P payment companies provice consumer
education and staff training in various manners and degrees, to help identify
and avoid potential scams. Additionally, select institutions and payment apps
have put in place measures o slow dawn payments ko provide the consumer
an appartunity o verify the legitimacy of the payment.
+ Industry we a multisector approach,
inchding and social media as well as law
enforcement, to address fraudulently induced payments.
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Considerations For Use

« Scope

« Complexity

* Length of answers
« Objectives
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May Not Be A Good Option

 Message headers are key

« Complexity of methodologies
* Lengthy analysis
 Numerous recommendations
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Sections of the Q&A

FDA: Oversight Responsibilities and Funding from Fiscal Years 2008 through 2024 | U.S. GAO

U.S. Government Accountability Office

FDA: Oversight Responsibilities and Funding

from Fiscal Years 2008 through 2024

GAO-26-107779

Q&A Report to Congressional Addressees

February 3, 2026

Why This Matters

The Food and Drug Administration (FDA) within the Department of Health and
Human Services (HHS) regulates more than $3.9 trillion worth of food, medical
products, and tobacco products produced in the U.S. and abroad. Overseeing
this diverse array of products is made more challenging by certain other factors,
such as increased complexity in the science supporting these products and
further globalization of their manufacture.

We have previously reported that FDA has faced challenges that affect its ability
to perform its oversight responsibilities. These concerns contributed to us adding
FDA’s oversight of medical products and food safety to our High-Risk List in 2009
and 2007, respectively. Concerns with FDA’s oversight also contribute to two
other areas on our High-Risk List—HHS’s leadership and coordination of public
health emergencies and skills gaps in the federal workforce.

In 2025, government-wide directives required departments, including HHS, to
downsize and reorganize. A March 2025 HHS fact sheet about its proposed
reorganization noted that FDA’s workforce would be decreased by approximately
3,500 full-time equivalent staff. The FDA Commissioner testified in May 2025 that
FDA would centralize and streamline shared functions that were previously
duplicated across the agency. Details on the extent of these changes on the
structure of FDA and to the size of its workforce had yet to be publicly released
as of December 2025.

To provide the Congress with context for these ongoing changes, we undertook a
review, at the initiative of the Comptroller General in consultation with
congressional committees, to examine information on FDA'’s capacity to meet its
oversight responsibilities. This report provides information on changes to FDA’s
oversight responsibilities, funding, and staffing from fiscal year 2008 through
fiscal year 2024. It also provides information on challenges affecting FDA’s
capacity to meet its oversight responsibilities that we and others identified prior to
the 2025 proposed staff reductions and reorganization.

recommendations to address these challenges, eight of which are discussed
in this report. While FDA is taking steps in response, as of December 2025, it
had not yet fully implemented most of these recommendations.

‘ Key Takeaways

« From fiscal year 2008 through fiscal year 2024, there were several key
changes to FDA’s oversight responsibilities, including the regulation of
tobacco as a new product area and new roles for the agency within existing
product areas.

« While FDA'’s overall funding increased during that period, most of that growth
came from user fees paid by industry, as opposed to discretionary
appropriations derived from the U.S. General Fund of the Treasury.

« Prior to the 2025 reorganization, we and others identified capacity challenges
related to staffing needs. In particular, FDA experienced difficulties in
recruiting, retaining, and training staff that led to deficiencies in carrying out
some of its responsibilities in overseeing food, drugs, and tobacco products.
Between January 2020 and January 2025, we made a number of
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What are FDA’s
oversight
responsibilities?

FDA regulates a wide variety of products. According to FDA, the products for
which it has oversight responsibilities accounted for about 21 cents of every
dollar spent by U.S. consumers in 2024. Products overseen by FDA generally fall
into the following broad product categories: human drugs, biologics, and medical
devices; human food and cosmetic products; veterinary medical and food
products; and tobacco products.’

Human drugs, , and ical devi . FDA is responsible for
ensuring the safety and effectiveness of three areas of medical products: (1)
brand-name and generic drugs, (2) biologics and biosimilars (e.g., vaccines,
blood and blood components, and insulin), and (3) medical devices (e.g.,
diagnostic tests, syringes, pacemakers). FDA generally evaluates the safety and
effectiveness of new medical products prior to marketing and monitors the safety
and effectiveness of marketed products, among other things.2 FDA carries out its
oversight responsibilities through various tools and actions, such as reviewing
applications for new medical products and inspecting facilities where medical
products are produced.

Human food and cosmetics. FDA is responsible for ensuring the safety of
nearly 80 percent of the nation’s food supply, including fruits, vegetables,
processed foods, dairy products, and most seafood. The agency’s oversight
activities focus on preventing foodborne iliness, reducing diet-related chronic
disease, and ensuring chemicals in food are safe. To accomplish its food safety
mission, FDA uses a range of tools, including conducting inspections of domestic
and foreign food facilities. In addition to food, FDA is also responsible for
ensuring the safety and proper labeling of cosmetics products.

Veterinary medical and food products. FDA is responsible for ensuring animal
drugs for pets and livestock are safe and effective. It is also responsible for
ensuring that when food-producing animals, such as cattle and chickens, are
treated with animal drugs, products that come from these animals (e.g., eggs,
milk, and meat) are safe for human consumption. FDA is also responsible for
ensuring the safety of animal food and medical devices. The agency conducts its
oversight of these products in various ways, including but not limited to reviewing
new animal drug applications and inspecting facilities that manufacture animal
food and drugs for animals.

Tobacco products. FDA is responsible for regulating the manufacturing,
distribution, and marketing of all tobacco products, including e-cigarettes. The
focus of the agency'’s oversight involves preventing youth use of tobacco
products, educating the public about tobacco products and the risks associated
with their use, conducting research, and making decisions on whether new
tobacco products can be marketed. To meet its mission, FDA oversees all
pathways to legally market and distribute products including reviewing premarket
applications for new products, monitoring the marketing of products, and
monitoring tobacco retailers, manufacturers, importers, and distributors.

How is FDA funded?

FDA's funding to carry out its oversight responsibilities comes from two sources:
discretionary appropriations derived from the U.S. General Fund of the Treasury
and user fees. Discretionary appropriations are enacted through annual and
supplemental appropriations acts.> FDA is also authorized to collect user fees
from manufacturers and other regulated entities to supplement its budget
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Sections of the Q&A

FDA: Oversight Responsibilities and Funding from Fiscal Years 2008 through 2024 | U.S. GAO

« Additional user fee programs. The Food and Drug Administration Safety
and Innovation Act in 2012 created user fee programs for generic drugs and
biosimilars and the CARES Act in 2020 created user fee programs for over-
the-counter drugs.® As with most other FDA user fee programs, FDA
commits to meeting certain performance goals and reporting to Congress.
For example, FDA has goals to review and act on applications within
specified time frames.

« Expanding authority for cosmetics. The Modernization of Cosmetics
Regulation Act of 2022 expanded FDA'’s authority to regulate cosmetics.'!
For example, the act gave FDA the authority to mandate that companies
recall cosmetics if FDA determines there is a reasonable probability that the
product is adulterated or misbranded and will cause serious adverse
events. 2

i ity of i ices. The Consolidated
Appropriations Act, 2023, expanded FDA'’s authority to ensure medical
devices meet minimum cybersecurity standards, including that manufacturers
address post-market vulnerabilities. "> FDA formally established a Division of
Medical Device Cybersecurity in 2024 and dedicated resources to support
strengthening medical device cybersecurity, according to agency officials.

Agency Comments

We provided a draft of this report to FDA for review and comment. FDA provided
technical comments, which we incorporated as appropriate.

How did FDA'’s overall FDA's overall funding grew from fiscal year 2008 through fiscal year 2024, largely
funding and staffing from user fees paid by manufacturers and other regulated entities.'* Over this 17-

change from fiscal
years 2008 through

year period, the source of FDA’s overall funding changed from being mostly
funded by budget authority to being funded in nearly equal amounts by budget

20247 authority and user fees. (See fig. 1.)

Figure 1: Food and Drug Administration (FDA) Overall Funding, by Funding Source, Fiscal Year 2008 through Fiscal Year 2024
Dollars (in millions)

8,000

Source:

2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

Fiscal year

[ .
B socoetautorty
] Apmopra

= Total (inflation adjusted)
----- Total (appropriations, inflation adjusted)

oA fiscal years 2010 through 2026, | GAO-26-107779

Note: According to FDA officials, funding for fiscal year 2008 through fiscal year 2020 represents obligations (i.e., definite commitments that create a
legal liability of the U.S. government for payment of goods and services ordered or received). Funding for fiscal year 2021 through fiscal year 2024
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How GAO Did This
Study

To describe FDA's oversight responsibilities, we reviewed key laws and
regulations to identify changes that have affected FDA'’s responsibilities from
fiscal year 2008 through fiscal year 2024. We defined key changes as those
resulting in new product categories or product types subject to FDA regulation,
new FDA roles for overseeing product categories, or significant modifications to
FDA activities for overseeing product categories. Key changes also could have
included changes resulting in a reduction in FDA oversight roles. In addition, we
looked at data included in publicly available documents describing the number of
entities FDA must regulate and medical product applications FDA received.
Based on this review, we did not identify a clear trend suggesting an increase or
decrease over the time frame in our review.

To describe FDA's funding and staffing, we reviewed FDA’s Justification of
Estil for Appropriatic C i for fiscal years 2010 through 2026,
which reported data on FDA funding, including budget authority and user fee
funding, as well as FTEs for fiscal years 2008 (the last year we previously
reported) through 2024 (prior to the 2025 proposed reorganization at HHS).*?
Based on the data included in the justifications, we report obligations or
appropriations as available. According to FDA officials, the budget authority and
user fee funding amounts reported as “actuals” in the justifications were
obligations and amounts reported as “final” were appropriations. To determine
the reliability of FDA funding and staffing data, we interviewed knowledgeable
agency officials about the steps taken to ensure data are accurate and reliable,
reviewed related documentation, and examined the data for consistency. We
found these data to be sufficiently reliable for our purposes.

To identify staffing and other capacity challenges affecting FDA’s ability to meet
its oversight responsibilities that we and others identified from January 2020
through January 2025, we analyzed reports that reviewed the agency’s
operations, programs, and systems. We chose this 5-year time frame to identify
challenges that are likely still relevant. We also included reports issued in
January 2025 that reported on information collected in 2024. For this analysis,
we reviewed our reports and third-party assessments of FDA’s programs and
operations, such as those completed by HHS OIG and the Reagan-Udall
Foundation for the FDA. We identified third-party by searching
public websites and interviewing FDA officials for reports commissioned by the
agency.

We conducted this performance audit from August 2024 to February 2026 in
accordance with generally accepted government auditing standards. Those
standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. We believe that the evidence
obtained provides a reasonable basis for our findings and conclusions based on
our audit objectives.

List of Addressees

The Honorable Bill Cassidy, M.D.

Chair

The Honorable Bernard Sanders

Ranking Member

Committee on Health, Education, Labor and Pensions
United States Senate
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Short-Form Products: Snapshots

Healtheare Cybersecurity: HIIS Continues to Have Challenges
as Lead Agency

7~

As the lead federal agency for the Lealtheare and public health crilical infrasumelore seclor, (he
Department of Health and Human Services {HHS) has faced challenges in canrying out its cybersecurity
respoensihilitics. Implementing cur relaced prior recommendations can help LLELS inits leadership role.

The Big Picture

Over the last several years, there have been
increased cyberattacks in the healthcare and public
health eritical infrastrusture sector. Recently, in
February 2024, Change Healthcare (a health
payment processar) became the victim of a
ransomware cyberattack that involved the theft of
data resulting in estimated losses of $874 million and
widespread impacts on healthcare providers and
patient cara.

lilwstration of Example Ransormware Cyberattack Impacts

Disruptions to hospital operations
and services

Cancellation of Urgent
Care SUrgEies

Cancsllation
radiology
appointments

Inability to provide
Emergency care

AN analpeds. of sl  eporac Feidenl nibr vaton S (sl orchiocelsstock ado.
oEpta @ enckellock adobe com [mages). | FA 2T 0FSS

As the lead federal agency for the healthcare and
public heslth sector, HHS is rasponsible for
strengthening cybersecurity in the sector. These
rasponsibilities include coordinating with the
Cybersecurity and Infrastructure Security Agency
(£2184). the national coordinator for critical
infrastructure security and resilienca,

What GAO's Work Shows

Owr prior work has highlighted HHS' challenges in
carrying out its lead responsibilities for sector
cybersecurity. The department has not yet
implemented all our recommendations to address
these challenges.

Supporting Healthcare Cyber Risk Managemeant

HHS has several initiatives intended to mitigate
ransomware risks for healthcare and public health.
Mevertheless, our prier work has found that the
department had not adequately monitored the:
sector's implementation of ransormware mitigation
practices. For example. in January 2024, we reported
that HHS released results of an analysis of U.S.
hospitals’ cybersecurity. Amaong other things. the
analysis found that participating hospitals had salf-
assassed that they had adopted 70.7 percent of the
National Institute of Standards and Technology
Cyhersecurity Framewaork's functicnal areas of
identify, detect, protect, respend, and racover,

However, at the time of aur report, HHS was not yet
tracking adoption of the ransomware-specific
practices outlined in the framework. Although HHS
officials told us that they would be able to assess
implementation of key concepts in the framework, the
department did not provide evidence of its efforts to
do so. Withaut full awarenese of the sector's adoption
of cybersecurity practices, HHS risks not directing
resgurces where needed

# We recommended that HHS, in coordination with
CISA and sector entities, determine the sector's
adoption of leading eybersecurity practices that
help reduce ransormware risk.

GAC-25-107755 Healtheare Cyversecurity
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Short Form Products: Spotlights

m Science, Technology Assessment,
andd Analytics

SCIENCE & TEGH SPOTLIGHT:

MEDICAL USE OF
PSYCHEDELICS

GAO-25-108031, March 2035

WHY THIS MATTERS

Psychedelics can change a person's perceptions and senze
of self. which has promising medical applicaticns. While more
research is needed, including on adverse effects,
pswchedelics may reduce depression and other conditions,

KEY TAKEAWAYS

¥ Hundreds of clinical trials have examined psychedelics,
including for reating PTSD and depression.

Researchers struggle to distinguish genuine effects of
paychedelics from the placebo affect.

The medical use of psych alsa raises

axample, ena study found that psilooybin reduced depression
symptoms more than escitalopram, an 55R1.

‘ihile most psychedslics hava no federally approved medical
uses, saveral L.3, govemment agencies have supported such
research. For example, in December 2024, the Department of
Veterans Affairs planned research 1o combing MO WA and
payshotherapy to treat veterans with PTSD. Several states have
alst oonsidered or passed legislation allowing medical use of
p=ychedelios.

Psychedelics may have non-life-threatening side effects, such
as headaches or vomiting. In some cases, the use of these
drugs can lead to safety risks due to impairment, of illicit
psychedelics may be contaminated with dangerous substances
such as fentanyl. While some research suggests that the use of

for policymakers about how 1o balanca potential benafits
with research limitations and patient safaty.

THE $CIENCE

What are psychedelics? Peychedelics are halluginogsnic
drugs that can temporarily alier a person’s mood and
perceptions. Like a class of drugs known as seleciive serctanin
Teuptake inhibitars (SSRI), which are often prescribed for mantal
health care, psychedelios affect serotonin levels (see fig. 1). At
certain doses, psychedelics may be used for medical purposes.
For example, MOMA (also called ecstasy), L3O, and psilocybin
{a hallucinagen found in some mushrooms) have been
exarmined as petential featments far PTSD and depression,

What is known? Psychedelics work pimarily by changing haw
a persen's brain processes serotenin. This may causa wivid
wisions, ar feelings of insightfulness ar connection.

Batwean 2015 and sarly 2025, aver 240 trials on peychedalics
began or were cempleted, according ta ClinicalTriaks.gov. Far

psychadalics does not typically lead te physical addiction, the
adverss affects of these drugs have not been fully studied.

Figure 1; The Scienes Behind Psilocyhin Psychedelic Mushrooms)
and MOMA

What are the knowledge gaps? There is still much to leam
about the potential benafits and adversa sffects of psychedalics,
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Short-Form Products: Capsules

M/O U.S. GOVERNMENT ACCOUNTARILITY OFFICE

HEALTH CARE CAPSULE

TREATMENT FOR

DRUG MISUSE

Drug misuse—the use of illicit drugs
and lhe misuse of prescriplion
drugs—has been a long-standing
and persistent problem in the United
States, It represents a serious risk

to public health and has resultec in
signilicanl loss ol lile and elfecls Lo
society and the eeonomy, including
hillions of dollars in costs. National
efforts to prevent, respond to, and
recover [rom drug misuse is on CAD's

High-Risk List (CAC-23-100203).

In 2023, almost 49 million people
aged 12 or older had a substance

use diserder in the past year. This
included 27 million wilh a drug use
disorder, according to Substance
Ahuse and Mental lHealth Services
Administration (SAMHSA) survey
data, Additionally, drug overdoses

are one of the leading causes ol dealh
in adults, according to the Genters

for Discase Control and Prevention
[COC). Opicids were invalved in about
87 percenl ol all overdose dealbs in
2023, according W CDC's provisional
data. About 80 percent of those deaths
involved synthetic opioids other than
methadone, such as fentanyl.

TREATMENT FOR DRUG
MISLSE
The Dffice of National Drug Cantrol

Policy's 2024 National Drug Control
Strategy includes a "Mational

October 2024

1n 2023, abaut 105,000 people died af

a drug overdose, according to CDC's
provisional count, While the provisional
cotnt shaws & stight decreose fn overdose
deaths from 2022, it remains more thon
twice as high os the numbar in 2013,

Figure 1: Drug Overdose Deaths in the United States, 2013-2023

Mumber of drug overdose deaths | 1 thzusanzs;
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Figure 2: Drug lse Disorder in the Past Year by Race and Fehni
People Aged 12 and Over, 2023
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Public Affairs

Sarah Kaczmarek, Managing Director, Media@gao.gov

Congressional Relations

David Powner, Acting Managing Director, CongRel@gao.gov

Connect with GAO

Connect with GAO on Facebook, X, LinkedIn, Instagram, and YouTube. Subscribe to our Email Updates. Listen to
our Podcasts.

Visit GAO on the web at https://www.gao.gov.
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