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Generative AI Tools

Microsoft
CoPilot Chat
Web-Only Platform

Best for General Questions and 
Research

Available to Everyone

Microsoft 365
CoPilot

Web & Integrated Platform
Best for Daily Workflows & In-app 

Generation
Must be Requested**

OpenAI ChatGPT 
Enterprise

Standalone Platform and Features
Best for Specialized Tasks
Must be Requested**

** - Licenses are held to a “Use it or Lose it” policy every billing cycle.



Office Due Diligence 
for Generative AI

Reviewed Tools with Security in Mind

• Evaluated Microsoft 365 CoPilot, CoPilot Chat, and 

ChatGPT for potential use.

• Considered confidentiality laws (TCA 10-7-504(i), FERPA, 

PHI, CJIS, FTI)

Lessons from Pilot Group

• Tools help with brainstorming, writing clarity, and plain-

language communication.

• Require human judgment—outputs must always be verified

Safeguards in Place

• Use only approved and authorized accounts.

• Never upload sensitive or restricted data.

• Treat AI as an assistant, not a decision maker.



Key Challenges of  AI Adoption

Governance
“Can we use AI safely and responsibly?”

Capability
"Do our people know how to use AI 

effectively?"

Operational 
Integrity"Can we use AI consistently and 

sustainably?"



Core AI Use 
Cases

RESEARCH PLANNING ANALYSIS

REPORTING COMMUNICATION TOOL 
DEVELOPMENT



Core AI Use 
Cases

Third-Party Risk
RACI

RESEARCH PLANNING



Core AI Use 
Cases

Complex Process 
Mapping Concept

REPORTING



Core AI Use 
Cases

TOOL 
DEVELOPMENT

Python-based 
Leetspeak Keyword 

Analyzer



How ChatGPT 
Builds Responses

Simplified conceptual model for 
educational purposes

OpenAI System
Rules & Safety

Prompt
(User Input)

Custom Instructions
(User Global 

Settings)

Standard Memories
(Long-Term Recall)

Custom GPT
InstructionsProjects

If Standard Memory Recall is Active

Projects 
Conversation

Context

Containerized Stateless



Prompt Control
Signals

Most high-quality prompts combine one signal from 
each category rather than stacking many similar ones. 
For example:

“Conduct a forensic, first-principles review of  this proposal. Identify 
material assumptions, red-team the reasoning, and propose orthogonal 
alternatives.”

Control Signal Typical Effect Example

Forensic Deep investigation, evidence-focused analysis "Perform a forensic review of  this 
proposal."

First-Principles Breaks assumptions down to fundamentals "Analyze this problem from first-
principles."

Material Focuses only on consequential factors "Identify material risks."

Red-Team Generates critiques and failure modes "Red-team this business strategy."

Orthogonal Generates alternative perspectives "Suggest orthogonal solutions."



Prompt Control
Signals
A useful mental model is that the strongest control signals 
tend to activate one of  five modes:

1. Investigate → forensic, diagnostic, root-cause 

2. Challenge → red-team, adversarial, skeptical 

3. Model → mechanistic, causal, first-principles 

4. Prioritize → material, decisive, high-leverage 

5. Explore → orthogonal, counterfactual, 
divergent



Questions or Comments

Chase Tramel, CISA, CRISC
Chase.Tramel@cot.tn.gov 

Office: 615-401-7939
https://www.linkedin.com/in/ch
ase-tramel-cisa-crisc-99863053/  
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